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Abstract: Various admission regulator mechanisms found are
Attribute-based Controlled Collaborative Access Control
Scheme, novel block chain-based distributed key management
architecture (BDKMA), Pri Guarder a novel privacy-aware
access control method, Lightweight admission switch. Security
enquiry displays the suggested arrangement assurance
documents secrecy then has several extra severe care things.
Examination displays the projected system is effective in
relations of loading plus calculation.
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I INTRODUCTION

The technology used here is cloud computing. The word
cloud is brought when many of the companies or industries
started using some big storage cans. The technology related
to cloud is called cloud computing. Cloud computing has
brought many changes in the technical world which are
more advantageous and useful in this realistic world. Cloud
computing is a technology uses internet and mass huge
sums of documents as well as also store its related
applications. Cloud is used to mass huge sums of files so
this is why almost people use cloud. And this technology
provides a great flexi- bility to update ,access and maintain
data from anywhere. The biggest need of fog com- puting is
storage facility and convenience to regis- ter and store data
safely. Few advantages of cloud computing are few costs ,
flexibility in capacity and enhanced collaboration. Some
mechanisms are available to store data on cloud, the existing
access control mechanisms available are Attribute based
controlled collabora- tive access control scheme , novel
block chain based distributed key management architec-
ture(BDKMA).
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Some disadvantages regarding these mechanisms are
privacy , security , after encryption it is difficult to change
as access policies were al - ready formulated , permission
authorization, expensive Block chain technology isa
constantly growing ledger which keeps a permanent record
of al the transactions in a secure and immutable way.

This technology is used wide range on business applica-
tions and many more. There are some factors for block
chain which made it very useful are time reduction, security,

collaboration, decentralization, unchangeable transactions
and reliability. Block chain helps alot in access control with
its proper- ties i.e end-to-end security and encryption. This
erases the risk of human errors and safeguards against other
attacks. This Cloud comuting now been using everywhere as
this became the latest technology .Block Chain technology
is used in this project inorder to make chaining between
transactions or encrytions.

1. EXSISTING SYSTEM

Exsisting system has many disadvantages like its  secure
levels are low and there is more unwanted data stored on
cloud.Block technique is not used in this system only
encryption techniques are used . And number of levels used
is aso low when compared.The disadvantages in this
exsisting system are privacy lacks , no encryption and
decryption a any number of users can access at a time.these
are the disadvantages.

I. PROPOSED SYSTEM

Various admission regulator mechanisms found are
Attribute-based Controlled Collaborative Access Control
Scheme, novel block chain-based distributed key
management architecture (BDKMA), PriGuarder a novel
privacy-aware access control method, Lightweight
admission switch. Security enquiry displays the suggested
arrangement assurance documents secrecy then has several
extra severe care things. Examination displays the projected
system is effective in relations of loading plus calcul ation.

3.1 Advantages of Proposed System

As may encryption and decryption techniques are used
security does not lack and more privacy is present. Only one
member can access the page at a time. This helps the data
not to get duplicated. As three levels of layers are used, the
data processed and stored in a separate folders or layers.
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1. SYSTEM
ARCHITECTURE

Our system architecture is shown in Figure 4.1. This
proposed model has three layers ,they are cloud , fog and
device layers. Two levels of block chain modél is proposed
i.e block chain level 1 and block chain level 2. During the
encryption of file initially the file is encrypted in three
levels ,encrypt level 1 ,encrypt level 2 and encrypt level 3.
Each encrypt level pro- duces keys , key 1, key 2 and key
3. Next step is that the encrypted level and keys combines
to form encrypted key 1,2 ,3 separately. And finally these
are stored in three different servers.

(L0 LAR

FOGLAYER

Figure5.1: System Architecture

Two levels of block chain model is proposed i.e block
chain level 1 and block chain level 2. During the
encryption of file initially the file is encrypted in three
levels ,encrypt level 1 ,encrypt level 2 and encrypt level
3. Each encrypt level pro- duces keys , key 1, key 2 and
key 3. Next step is that the encrypted level and keys
combines to form encrypted key 1 ,2 ,3 separately. And
finaly these are stored in three different servers. .

Figure5.2: UML State Diagram

UML Diagram 4.4 shows different processes and states.
Two levels of block chain model is proposed i.e block
chain level 1 and block chain level 2. During the
encryption of file initially the file is encrypted in three
levels ,encrypt level 1 ,encrypt level 2 and encrypt level
3. Each encrypt level pro- duces keys, key 1, key 2 and
key 3. Next step is that the encrypted level and keys
combines to form encrypted key 1,2 ,3 separately. And
finally these are stored in three different servers.
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IV.SYSTEM IMPLEMENTATION

6.1 Consensusin Block Chain

Block chain is a decentralized network ,it provides security ,
privacy, immutability and transparency. There is no
particular central authority to examine the transactions, even
though every transaction is secured and examined. This is
possible only be- cause of the presence of consensus
protocol which isacentral part of block chain.

This Consensus algorithm is a procedure with which all
other members of the network reach to a common point
about the exact or particular state. In this way this algorithm
gains reliability in network and gains trust in between other
persons of group.

6.2 MODULES

REGISTER

This registration is the initial step in this process. Two
users register with different usernames and passwords
and with some other data.This registration process is
compulsory .Without this process anyone cannot enter
into next step in the process. One cannot skip this step.

LOGIN

A user logins through his data and if it is correct data
then she/he can upload a file and the file per- forms three
levels of encryption and keys are gen- erated separated
and encrypted keys are stored on different servers as
explained before.

REQUEST

Other user logins through hig/her details and re- quests a
needed file which is uploaded ,the request- ed file will be
accepted by the user and then the other user who
requested it opens that file and de- crypts to know the
original data.

C s D

) \.Srop/
Figure:6.2.1 state diagram
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registered is named as numberl. And the other member who
registered is named as number2.
In the register page the details to fill are first name , last
1. Start the process step by step. name , user name , email , mobile number and password
. . . should be set by the registered member and it should be
2. Register with the credentials. remembered. After successful registration the two

Stepsfor the above diagram

3. Login with the registered credentials. members can login .

4. If the login details are correct upload afile else go back :i Mensge | X
to login stage. 1 T) e s Copt a1l ML
5. After file uploading three levels of encryption takes ‘ Lox]

place. g | k S

6. And in this step keys are generated which are numbered
three . 1 ndogs v o B B P g e o T P LT o i 4 "t T 0 WL 00 vt I Wi, Sl
7. Now requesting step comes into action and if the -

process is accepted a type of procedure occurs and if it is

not acceptedother type of procedure atkes place. This is the login age , here username and password
which you have set before should be used and you can

8. If it is accepted the a public key is generated as per login using those credientials.

above norms.

9. If it is not accepted then it goes back to request state , % akiaki

no one can change this step.

10. From 8 step , After generating public key , it validates B Block Chain /‘;
the public key. Cloud - ~
11. After public key validation file is viewed. This is the e e e e
original file thus viewed. & &
12.The user who is logged in gets out of the page that is

he/she logs out. After logging in using aki name , the page appears as
13. Process Ends. above a_nd can see the filg upload opti on, request file ar_ld
accept file and logout options.Now aki as a user logged in
VII.IMPLEMENTATION RESULTS and now will upload a file which is in text format.And
then logs out.
' Homae | Login How
)
Block Chain ,m
Cloud <
<>
o >4 Unar Mo
| ELIE
Paddword
| = E
| I
« | .
EE

This is the home screen when the project is once started .
The home age contains the options to register , login and
contact us.Making use of this register page , any one can fill
u their details to become a member.The member who first
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While uploading a file three encryptions occur .There

are three levels as shown in above figure.

aki

Note that the equation is centered using a center tab stop.
Be sure that the symbols in your equation have been
After successful uploading a file with three levels of
encryptions it dislays the message as file uploaded
successfully.After the display of the message the currenr
user logs out and the other user logsin.

Now the uploaded file will be here and the other user
who needs that file reguests the file by clicking that
option which is request .And after requesting the user
comes out of that page.

ki oki

P L]

L
- ket

e ran Kot

Now the requested file after accepting it can be opened
by the user by clicking the open option.

= gl sin

After opening it we can see a decryption where we can
decryt it and can get the original document .
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Heres the original document which we uploaded.

VIl . CONCLUSION

Here we are with consensus algorithm to store data on
cloud using block chain technology. This algorithm made
the data secure and this tech nology is implemented asiit is

SO

flexible to store data from anywhere around the world.

The simula- tion outcomes show the data stored on cloud
using block chain so safe as encryption and decryption are
performed.
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