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protocols built on these types of small microcontrollers are
vulnerable to attacks like eavesdropping, denial of service
and unauthorized access. Lack of security can cause leak out
of confidential data or eavesdrop on your information by
third parties. This paper studies the possible threats on
MQTT protocol and the work focuses on identifying a proper
algorithm to improve the security aspects of MQTT and
thereby provide powerful and trusted devices to IoT
environment.
The rest of the paper is organized as follows. Section II
describes the review of literature done in order to identify the
possible algorithms for message encryption in MQTT.
Section III elaborates the scope for research work and defined
the problem with research objectives. Section IV is briefing
about the security vulnerabilities associated with MQTT
protocol. Section V discusses in detail about several
symmetric and asymmetric algorithms. Section VI finalizes
an apt algorithm to implement payload encryption in MQTT.
Finally, Section VII concludes the work and explains the
scope for future work.

I. INTRODUCTION

II. LITERATURE REVIEW

As per the predictions and forecast, the Internet in future will
be capable of connecting around 25 billion things. Every
‘thing’ will hold unique identification and can be easily
accessed by the network. IoT is associated with a number of
protocols. Among all of these, MQTT is the most suitable
protocol for low power devices. Millions of devices are
connected to Internet using MQTT and they communicate
and exchange information [1]. Enabling security for each and
every information exchange is a big challenge. The
applications of IoT like connected cars, smart homes,
cloud-connected devices, healthcare, wearable, smart city
etc. demand a higher level of security. Many of such devices
rely on MQTT protocol. The limited authentication
capability and absence of message encryption are the main
drawbacks of this protocol. Microcontrollers like
ESP8266-12E, which cannot hold up the heavy requirements
of Transport Layer Security (TLS) because of its less storage
capacity. The Machine-to-Machine (M2M) communication

While extremely useful for low power, low cost and
reliable messaging systems [2], the MQTT protocol is low on
security aspects. This is practically the only messaging
protocol, that can be used on low power and low cost devices
like ESP-8266 Wi-Fi chip, which is a very popular
microcontroller in the IoT world, especially for on-premise
device communication. Being used within organization, there
is a chance of confidential information being transmitted to
the servers from devices, and such transmissions need to be
adequately secured. Further, the current method of
implementing security for existing deployments will need
full replacement of the devices with more powerful devices to
support encryption. There is no mechanism to enable security
for the existing devices with simple software upgrades.
The study has done on the best journal publications to
achieve the aims of the present research work by surveying
the past research. The literature review has focused on the
various cryptographic algorithms, which can help to enable
payload encryption in publish/subscribe protocol [3] like
MQTT. The review of literature demonstrates that there are
symmetric as well as asymmetric algorithmic approaches for
encrypting and decrypting the data. The literature review
identified with a number of widely used algorithms like
DES, AES, RSA, DSA and ECC. This research paper does a
comparative study on these algorithms to find the highly
efficient and best possible algorithm for cryptography.

Abstract: The Information Technology has evolved and we
have reached at an era of Internet of Things (IoT). According to
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connected in open Internet poses high security risks. Majority of
these devices use Message Queuing Telemetry Transport (MQTT)
protocol for exchanging information. Most of the devices with
limited storage and computing power are connected using MQTT.
Since the protocol doesn't provide any mechanism for encryption,
the security aspect of the protocol is really weak. This paper
describes the need for empowering security in MQTT. In this
research work, we benchmark different cryptographic algorithms
and propose the best possible algorithm to enable higher level of
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proposed algorithm to enable lightweight key exchange
mechanism among MQTT devices.
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III. SCOPE OF RESEARCH WORK
The initial study has tracked down the pros and cons of
MQTT and a strong need to enhance the security aspects of
the protocol. A survey has conducted on the different
cryptographic algorithms to get contemporary ideas on
encryption techniques. The essential information and
concepts gathered were used as a starting point for a deeper
investigation of research work and to make possible
improvements.
A. Problem Description
In an IoT environment various types of devices are
inter-connected. Exchanging information takes place
between multiple devices. This information has to be secured
by payload encryption. Presently MQTT protocol does not
have a proper mechanism for authorization and encryption.
Providing payload encryption is the main challenge while
using MQTT. The fixed and variable headers of MQTT
control packets [4] are not providing any mechanism to
encrypt the payload. An analysis has to be done to find out
the most suitable algorithms for lightweight key exchange in
MQTT protocol. The protocol must ensure that message is
encrypted and secured throughout the communication.

the subscriber exchange information and communicate with
each other. To provide a mechanism to communicate
securely is the main concern with MQTT. There are number
of cryptographic techniques which are commonly used. The
usage of cryptographic algorithms should not slow down the
protocol performance. This paper gives an overview of some
popular symmetric and asymmetric public key protocols used
for key exchange mechanisms.
A. Symmetric Algorithms
Symmetric algorithms make use of a common private key for
encryption and decryption of message. The secret key is
exchanged between sender and receiver in advance. Since the
key is kept secret between the sender and the receiver,
symmetric key cryptography is also called as secret key
cryptography. Here the sender encrypts the message using the
private key. The encrypted message is known as cipher text.
At the receiver side, the cipher text is decrypted with the
common private key as shown in Fig. 1. Symmetric
algorithms are fast and efficient [6]. Creating unique key for
each pair of devices is the biggest challenge. When
cryptography involves n number of devices, n (n-1)/2 keys
have to be generated to encrypt and decrypt the messages.

B. Research Objectives
This paper discusses about the security vulnerabilities and
privacy concerns associated with MQTT protocol. Based on
the literature survey, an initial study has conducted on the
security of MQTT protocol [5]. The study helped to identify
and set the objectives for the research work. The primary
objective of this paper is to identify the various algorithms
available for payload encryption. In order to choose an apt
methodology for lightweight key exchange mechanism, we
need to do a comparative analysis on the identified
algorithms.
Fig. 1. Symmetric Key Cryptography

IV. SECURITY VULNERABILITIES
MQTT is an ideal protocol for developing M2M (Machine to
Machine) communication. In an IoT environment, the
front-end devices receive data through smart sensors. All of
these sensors or devices may not be under monitoring system
and the possibility for vulnerabilities to attack is too high.
Unauthorized access to data, eavesdropping and denial of
service are the few possible threats that can cause major
issues and affect the security and privacy. The protocol has a
very simple security model. It currently allows a username
and optional password for authentication. Data has to be
encrypted and protected from third party’s eavesdrop. Since
multiple devices connected to the system, a huge volume of
data will be sending across the network. This heavy traffic
can also cause denial of service attacks.
For encryption and transport-level security, the Transport
Layer Security (TLS) standard is recommended, although
this heavy TLS stack is not always suitable for small devices.
In order to secure the information, we need to rely on
cryptographic techniques. MQTT handles with small
handheld devices with limited memory. Light cryptographic
algorithms will be suitable for payload encryption.
V. STATE OF ART ANALYSIS

 Data Encryption Standard (DES)
The Data Encryption Standard is asymmetric key 64-bit
block cipher algorithm. Algorithm needs 56-bit keys for
encryption. Using these 56-bits, it is possible to generate 256
keys. DES provides sixteen rounds of encryption and each
round makes use of a different key. It is based on the
substitution-permutation network. The DES function uses
P-boxes for transposing the bits and S-boxes substitutes the
bits and thereby generating a cipher. Properties like
completeness and avalanche effect make this algorithm very
strong. The concept of “Triple DES” uses a key bundle,
which consists of three DES keys, K1, K2 and K3, each of 56
bits. Usage of 56-bits key is the biggest disadvantage of DES.
Weakness identified is that, sometimes if you choose two
inputs to a S-box, it creates the same output. In 1999, it took
less than a day to decrypt the DES encrypted message. It was
proven inadequate and less secure against the cyber attacks
and not allowed to use after 2023.
Advanced Encryption Standard (AES)
Advanced encryption Standard is one of the most commonly
used block cipher algorithm. National Institute of Standards
and Technology (NIST) developed this algorithm in 2000.Itis
a fast and secure encryption based on substitution, shift and
bit-mixing techniques.

MQTT protocol is a lightweight communication protocol. It
can be run on low power, low bandwidth and less storage
capacity devices. In this protocol, the publisher, broker and
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This is 128-bit block cipher algorithm. Algorithm can use
128,192 or 256-bit encryption keys. This is mathematically
more efficient. AES encryption is faster and provides much
more security when compared to DES [7]. This algorithm
requires more processing and needs more rounds of
communication as compared to DES. This in turns
slowdowns the performance of the algorithm. There are
certain limitations and drawbacks for AES. Encryption of
every block of data is in the same way. Implementation of
this algorithm with software is literally hard and complex.
B. Asymmetric Algorithms
Asymmetric key algorithms are also called as public key
cryptography. Here both sender and receiver use two separate
keys, one public key and one private key for encryption and
decryption. Though public and private keys are different,
these are linked mathematically. The public key will be
shared among the devices. Sender converts the message into
cipher text by using the public key of the receiver. On the
other end, the encrypted text is decrypted using the private
key of the receiver as shown in Fig. 2. Asymmetric
algorithms are more secure and robust and less vulnerable to
security breaches. At the same time, it requires complex
computation for generating two different keys as public and
private keys.

Fig. 2. Asymmetric Key Cryptography
 Rivest-Shamir-Adleman (RSA)
RSA (Rivest-Shamir-Adleman) is an asymmetric public key
cryptography algorithm. It operates on two different keys as
shown in Fig. 3. One public key, which is known to all clients
and the other one, is kept private. The strength of encryption
depends on the size of the key. This algorithm uses keys of
1024, 1092 or 2048-bits long. Here the key is calculated by
taking the modulus of the product of two prime numbers.
Finding out the original prime numbers from this result or
factoring is too complex and infeasible. This makes the
algorithm safe and secure. RSA uses much large integer keys
for generating the cipher. The number of possible keys that
can be created is too high. So hacking the cipher by brute
force attacks would not be possible. For communications
with higher threats, algorithm uses keys of 2048 or even
4096-bits. In this case, key generation becomes extremely
slow. Usage of larger size keys is the main drawback of RSA.

 Digital Signature Algorithm (DSA)
National Institute of Standards and Technology (NIST)
developed digital Signature Algorithm (DSA) in 1991. DSA
was considered as an alternate to RSA algorithm. Algorithm
uses a pair of numbers of 160-bits. Using a unique and
complex mathematical function, DSA generates digital
signature [8]. This digital signature is attached along with the
message at the start of data transmission. Only the authorized
sender using their private key can create the signature. The
signature can be verified using a public key, which is known
to everyone. In fact DSA is only used to generate signatures
for authenticating messages and it doesn't provide any option
for encryption of data. The computational time for the
signature is less and the length of the generated signature is
small in size. So DSA requires less storage for computations.
There are disadvantages for this algorithm. The message in
DSA is only authenticated by the creator and not encrypted.
Also it takes lot of time to authenticate the messages.
 Elliptic Curve Cryptography (ECC)
The Elliptic Curve Cryptography is intrinsically an
asymmetric encryption method. Neal Koblitz and Victor S.
Miller introduced this algorithm in 1985. The functions and
the properties of elliptic curve theory are the basis for ECC.
Usually in traditional methods, the product of large prime
numbers generates the key. But ECC makes use of the
properties of elliptic curve equation to create keys.
This algorithm allows both sender and receiver to set up a
private key. Here the two parties exchange public keys
computed by them using different private keys [9]. This
algorithm creates smaller cryptographic keys, which is faster
and efficient. The computational overhead of ECC is very
less. Like every other algorithm, ECC provides an equivalent
higher level of security to each block of data. It requires less
battery usage as well as low computing power. Since ECC
provides a better performance with a smaller key, it got
widely accepted. Emerging technologies use this algorithm
especially for mobile applications.
C. Comparison of ECC with RSA and DSA
The main purpose of message encryption is that unauthorized
users do not get knowledge of original message. Most
implementations leveraging public key cryptography [10] for
encryption use RSA, and are also used for Digital Signature.
Secure RSA needs a longer key, and has been increasing over
the years. These longer keys, in turn put a larger overhead on
programs using RSA. Such larger overheads have potential to
impact sites with large number of secure transactions, like
ecommerce sites. Hence, many implementations have started
leveraging elliptic curve cryptography (ECC) instead of
RSA.ECC offers equivalent security levels with a much
smaller key size, and this in turn, reduces the overheads
significantly. Table-1 gives the ratio in key-size, security bits
and ratio of cost measured for ECC in comparison with
RSA/DSA [11].

Fig. 3. Structure of RSA Algorithm
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Table 1: Comparison of ECC with RSA/DSA

The performance is evaluated based on the above table.It
describes the key size used by algorithmsRSA,DSA and ECC
for encryption. The RSA/DSA algorithm offers security level
for 128-bits data by generating a key of size 3072-bits . At
the same time, ECC provides same security level with a much
smaller key with size 256-bits [12]. There is a huge difference
in the ratio of key size and cost. This proves the importance
and advantage of ECC over RSA/DSA. Fig. 4 illustrates the
difference in key size for RSA/DSA and ECC for various
security levels.

Fig. 4. Key size comparison for various security levels
VI. ECC FOR KEY EXCHANGE IN MQTT
Comparison has carried out on both symmetric and
asymmetric algorithms. The study describes the importance
of asymmetric algorithms over symmetric. The main
drawback of symmetric approach is that it has to exchange
single key between devices. ECC is really fast in key
generation and able to provide encryption and decryption
with the help of smaller keys. This reseach work proved that
ECC is much more efficient and faster than the other
algorithms.
Fig. 5 illustrates the key exchange mechanism using Elliptic
Curve Diffie-Hellman algorithm for MQTT protocol. This
explains how key exchange takes place between the device
(publisher) and the broker. Public key PA and PB is calculated
using the private key of publisher and broker at both sides.
These public keys are exchanged between the sending device
as well as broker. The secret key ( NA . PB ) and ( NB . PA ) are
generated using these exchanged public keys, where N is a
secret number picked by the sender and receiver. Later the
shared key K=NB. (NA.G), is calculated with the help of these
secret keys where G is the base point. Since the secret key
computed by both parties result in an identical key, we can
extend this approach to leverage it to encrypt and decrypt the
payload.
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Fig. 5. Key exchange in MQTT using ECC
VII. CONCLUSIONAND SCOPE FOR THE FUTURE
WORK
The research work has focused on various symmetric and
asymmetric algorithms and has analyzed the advantages as
well as disadvantages of each algorithm. Both symmetric and
asymmetric algorithms perform encryption in different ways.
Symmetric algorithm uses a single key and that has to be
shared among all clients who need that message. Asymmetric
algorithm requires two keys, one public and other private key
for encryption and decryption of data. Symmetric encryption
exchanges the key among clients and this may weaken the
security. On the other hand, asymmetric encryptions need
both public and private key. It is considered to be slow but
significantly more secure. Based on the comparative analysis,
this paper recommends elliptic curve cryptography algorithm
for encryption and decryption of light weight messages in
MQTT protocol.
As a result of the analysis done on cryptographic algorithms,
it is proved that ECC uses key with smaller size and it is
much more efficient than other algorithms. Usage of smaller
keys improves the performance of smaller MQTT devices
with low power and less storage capacity. So this paper
recommends ECC as the best suitable algorithm for key
exchange in MQTT protocol and hence leverages asymmetric
ECC approach to calculate the common secret key to enable
payload encryption in MQTT. Future work includes
designing architecture to provide MQTT payload encryption
in publisher to subscriber (P2S) and publisher to broker
(P2B) scenarios.
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