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Abstract: The moveable ad hoc networks are untrustworthy and
inclined to any intrusion due to their wireless interaction
approach. Therefore the information from these networks can be
stolen very easily just by introducing the attacker nodes in the
system. The straight route extent is calculated with the help of hop
count metric. For this purpose, routing protocols are designed.
The wormhole attack is considered to be the hazardous one
among several attacks. This intrusion is commenced with the help
of couple attacker nodes. These nodes make a channel by placing
some sensor nodes between transmitter and receiver. The
accessible system observes the wormhole intrusions in the absence
of intermediary sensor nodes towards the target. This mechanism
is significant for the areas where the route distance amid
transmitter and receiver is two hops merely. This mechanism is
not suitable for those scenarios where multi hops remain amid
transmitter and receiver. In the projected study, a new technique is
implemented for the recognition and separation of attacker sensor
nodes from the network. The wormhole intrusions are triggered by
these attacker nodes in the environment. The projected scheme is
utilized in NS2 and it is depicted by the reproduction outcomes
that the projected scheme shows better results in comparison with
existing approaches.
Keywords: MANET, AODV, WORMHOLE, THRESHOLD
TECHNIQUE

I. INTRODUCTION
In today’s world of digitalization, technology is mainly
concerned on the efficient controlling and governing power of
the system. For this, suitable routing protocols and secure
communication environment are must to maintain some
wireless sensing applications like Military area, Commercial
Sector, Personal use, Bluetooth and local level
[4][9][25][33]. MANET has shown tremendous growth in
emerging wireless sensing networks because of the highly
increasing demands and numerous expectations in this area
[5]. It has several characteristics such as lack of infrastructure,
channel sharing for wireless communication, lesser number of
nodes, dynamic topology and moderate sources. There is no
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central infrastructural setup in between the network to verify
the data transmission between the nodes [13] [31]. Any node
in the network can act as sender, receiver and router as well.
There is no information to any node in the environment about
its intermediate nodes. Routing protocols play a vital role in
MANET. Initializing new routes, conserving and adjusting
new routes within the network topology are the key roles to it
[10] [14][20][24].
Due to lack of infrastructural setup and mobile nodes,
security and maintaining efficient routing of nodes, is
becoming the major challenge in MANET [29]. The major
harms which affect the network setup are instant changing
topology, no centralized control, restrained resources and
lack of information about intermediate nodes[18][22][40].
Hence, MANET is very much prone to the cyber-attacks
because of its self-organizing and configuration property.
This attack directly harms the major quality of service factor
in the network setup like battery backup, performance
measurement, sustainability and the most important security
of the network[35][43].
In MANET, two different kinds of attacks are there which
can cause the causality in the network setup i.e. external and
internal attacks [19] [30] [38] [41].
1.1 External Attack: These attacking nodes are not
present in the environment setup and can cause harm to the
network from outside. Congestion, sending wrong routing
information and causing unavailability of network services
are the major effects of this attack [2].
1.2 Internal Attack: In this attack, attacking node remains
present as genuine node of the environment setup. This false
node in the setup will gain unauthorized access and can harm
the network in many ways [7]. This internal attack is again
classified into two categories i.e.
1.2.1 Passive attacks: In this attack, the data is only
fetched from the user site and not altered anyhow. Generally
hacker launches this attack to fetch the data and use outcomes
[6] [12].
1.2.2 Active attacks: In this attack, attacker fetches the
data and does some alteration in it to gain the access and break
the privacy of the network [11]. This kind of attack is
adaptable and productive in quality as they keep on changing
their topology very frequently.
MANET is becoming less secure and less effective because
of dynamic changing structure and open medium access
control. Some of the attack forms in MANET are Wormhole
attack, black hole attack, grayhole attack, flooding, replay
attack, DoS (Denial of Service) attack, Man-in-middle attack
and eavesdropping attack etc.
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These attacks are able to harm the network topology and
upper layer Applications [3] 8][21][32][36][37]. In this
paper, we will try to evaluate the MANET’s performance
under wormhole attack. Detection and prevention mechanism
will be discussed and analyzed under suitable network
environment.
II. WORMHOLE ATTACK IN MANET
The most harsh and serious form of attack in MANET
environment is wormhole attack [17]. Wormhole is a Denial
of Service type of attack which is effective on network layer.
It is a passive type of attack so; it creates a shortcut to the
destination by gaining data packets from initial stage of the
network and broadcast it to another end. It can easily disturb
the whole network, due to strong malicious intentions attack
and the alliance of two false nodes with proper information
about the network topology. It is begun by hook up nodes [9]
[26] [39] [42]. In wormhole attack, a tunnel is formed
between the false nodes to drop the traffic and perform nasty
functions in the network. It takes lesser amount of time to
deliver the data packets on destination then the normal time
interval. This is due to fewer amounts of nodes in between the
path in comparison with multiple path routes [25] [31].
The working of wormhole attack is best understood with
the help of diagram [1] [10]. Figure 1 represents normal nodes
and normal links with malicious nodes (S2, S9) will grab the
data and elaborate the route lengths by using private channel
known as wormhole tunnel in between. Malicious node will
attract the data packet towards itself by showing lesser
number of hops and less delivery time. In this tunnel, the false
node occupies the data envelope and transfers it to the next
intermediate node on the last point of the tunnel through
private channel, which will retransmit the data packet
provincially. Because of having better surroundings for nodes
in the wormhole network i.e., few hops or less time, in
comparison with data forwarded on normal routes, that’s why
the route between source and destination is selected through
the private channel. It normally initiates in two parts [28].
Firstly, the attacker node involves themselves in many paths
and secondly, these false nodes kickoff start their mischievous
activity on the packets they receive. Due to this, the
functionality of the network will be harmed in many ways
like, creating confusion between the nodes, increases the
traffic rate, overhead issues and the most important it will
exhaust the battery consumption of the system [19]. It
forwards the data through off channel links, so it is difficult to
find out the false node in the system. One line definition for
Wormhole will be that it can delay, drop, edit and transfer
packet to unknown node with false intentions.

Wormhole can be classified as:Out-of-band wormhole: In this, attack comes from outer
nodes. False nodes can easily make a connection in the
network. Special infrastructural setup is required for
communication between the nodes [27]. It provides faster
delivery rate then in-band wormhole attack.
In-band wormhole: In this, no external connection is
required in the system nodes. Also, there is no need of any
hardware setup and routing protocols to deliver data packets
from one node to another [16]. In both forms of attacks, the
attacking nodes do not present at very near to each other but
seem to be the neighbors.
III. LITERATURE REVIEW
In this research paper [1], author focused on multi rate
Delphi process for wormhole detection, as normal Delphi
scheme does not work good on variable bit rate traffic in
wireless network environment and also attacks are not fully
detected by it. So, multi rate Delphi is used for safety
enhancement with three different cases i.e. multi rate
transmission, processing delay and neighboring process.
Author suggested that if these three conditions are detected
carefully then 90% of the detection part is managed and
updated in the network. Author came on to the point that none
of the method can allow detection and prevention from attack
simultaneously for safety and security. Author also suggested
that detection rate of any malicious node can be increased
using such version of schemes which will directly increase the
PDR and good put factor in the system by reducing the delay
rates. In this [15], survey and comparison over various
methods for detecting and preventing wormhole attack is been
done. Researcher implemented a hop count authentication
scheme for the detection and to do cryptography for the
prevention mechanism. The suggested method does not
require any kind of hardware in it. In this method malicious
nodes can be finding out by using number of hops and delay of
each node present in the system. Transmitting nodes can
easily able to track wormhole attack. Using this detection
method on multipath routing protocol, if hop count is more
than the normal threshold limit, then the path is malicious and
it will be removed and a vice versa. After detecting false node,
cryptographic patterns are implemented on the nodes in the
network for safety purpose. Author has concluded that PDR
and throughput factor can be increased and overhead issues
can be controlled wisely without any attacking node in the
network. In [16], author worked on detection and prevention
policies of wormhole attack. Tunneling method is been used
for the detection while hash function and digital signatures are
used to prevent attacks in the network caused by the false
nodes. Here, detection method will give the exact location and
current status of the malicious nodes. The suggested method
uses tunneling time calculation used by tunnel to observe the
nature of wormhole. Firstly, it will analyze the time
consumed by the tunnel to find the attack and according to
that threshold, level will be analyzed. After that, prevention
mechanism will be applied on it.

Figure 1: Wormhole Attack.
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Author concluded that using such techniques, delay will be
decreased, whereas lifetime and throughput will be increased
in the system. Paper [17], presents a detail description about
trust established methods to find and solve the attacks in
MANET.
Here, author used trustworthy and honor based method to
find out the trustworthy path and trustful nodes in the presence
of wormhole attacks in the network. Author used base stations
and majority mining technique to generate the trust in the
network and also to find the appropriate location of nodes in
the network. They provide the foundations for estimating the
data trustworthiness so that wormhole attack may not harm
the network anymore. Finally, results proved that this
technique will able to calculate the received packets, drop rate
of the packets and forwarded packets on a trustworthy
location efficiently. The outcomes of the proposed work show
that the suggested scheme is better than the current one. Like
above mentioned research papers, here author [28] deals with
multi path routing protocol with trust based scheme and
cryptographic patterns for the detection and prevention of
wormhole attack in the network. This scheme works on
multiple routes to find out the best route or path in the
network. After constant monitoring on routes, the path which
will cross the threshold limit will be having a malicious node
on it. If the multipath routing in the network possess time
greater than 0.5 threshold limits, then system is trustworthy
and vice versa. After that, a cryptographic scheme is applied
on the network for preventing the attack. Researcher
concludes that the network environment totally depends on
the threshold value. This means that the greater threshold
value will increase the quality of service and vice a versa.
Outcomes of the scenario show that Packet drop rate and
delay can be minimized, whereas throughput can be
maximized using such multipath routing schemes. In [34],
specification based scheme is used for the black hole attack
detection while hop count is used for the wormhole attack
detection. As it does not use any area awareness, time sync
and hardware setup for any analysis. The research paper also
gives a brief overview on hop count detection method to find
false nodes in the networks. Researcher worked on different
steps including five routing protocols i.e. AODV, black hole
AODV, IDS-AODV, wormhole AODV and modified AODV.
According to these steps, all the methods have shown higher
PDR and throughput rates but as count of nodes raises, delay
also increases in the system. Finally, author comes on the
results that IDS –AODV has shown tremendous results with
lesser delay rates as compared to modified AODV because in
AODV, as the count of node will increase, it will
automatically raise the packet delivery ratio and throughput in
the network. But it will raise the rate of delay with increasing
number of nodes. The reason is this, if node count increases,
traffic will increase which is the main cause of collision in the
environment for route generation process obtaining higher
delay but using IDS method with it gives outstanding results.
The paper [35], worked on a new technique to find the
wormhole attack in the system using improved clustering
method. Firstly, it deals with hop count and time sync method
which will check the presence and location of the malicious
nodes in the environment. The whole network is sectioned
into clusters which will be having individual Cluster Head,
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and can able to control all the nodes in the area for controlling
action in MANET. Researcher observes that the proposed
technique is able to give a lot of improvement in PDR and
throughput factors due to harmless environment setup as
clustering technique will provide the best prevention policies
for a safe network setup. In paper [41], author deals with
AOMDV routing protocol with hop count and RTT (Round
Trip Time) calculation for finding the false nodes in the
system. AOMDV routing protocol will help to establish a new
route in the network, if any intermediate node moves in
between the routing process. It will help the network to
maintain and calculate the proper hop count and RTT around
the network. The results show that if RTT becomes greater
than the normal route establishment, than malicious nodes
will occur in the network and vice a versa. That’s how, false
node will be detected on a large scale and system can be made
error free. Finally, author announces that an increased
throughput factor will be shown using this modified
AOMDV.
IV. RESEARCH METHODOLOGY
The proposed environment is set to track the Wormhole
Attack and to remove it from the network using Trust Based
Delay per Hop Technique in the Network. Using this
methodology, we try to find out the fraudulence node in the
wire free medium by collecting hop count and delay per hop
data from different routes in the established network and vice
a versa. We have taken a bidirectional communication with
shared wire free environment and ad hoc network having N
count of nodes. Where, M is a false node in the network.
There is a condition for this false node M, that its count should
be greater than 1 and less than (N − 1). All the nodes in the
network should monitor neighboring nodes. Without any
modification by MAC layer, all the packets are directly send
to the higher layer i.e. network layer. At this layer, packets are
checked and processed further.
Table 1: Notations

In our proposed system, we use multi rate forwarding
network to calculate the RTT between the nodes. Source node
S is subjected to calculate the RTT and processing time of all
the nodes in the network between its initial and end stage.
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The node is send to be in suspicious list if any of the
neighboring nodes does not send its route request or replies
packet sending and receiving time with RREP. Processing
time is the main factor at each intermediate node to find the
false node of the network and is evaluated by the source node.
This scheme follows the rule to send the RREQ from
source node until it reaches the destination node. As it is
mentioned above that all the nodes are equally responsible to
check their intermediate nodes and save the time of RREQ
and RREP packets.
After calculation of RTTs, the source will differentiate
between the expected RTTs and the actual RTTs to find the
false node of the network. Mainly, the difference between the
two RTTs must be zero, but here it is defined a particular
threshold value, which is equal to 0.3 ms to avoid the harmful
activity in the system. This value will avoid the unexpected
delays in the network.

A source node S will broadcast a route request RREQ to
find the suitable path between sources to destination.
According to Fig. 2, three way routes are present in the
network. First is (S → P → Q → R → T → D), second route is
(S→ P → U → V → D) and third route is (S→ X → Y → D).
The request which comes first to the destination will be
selected and else will be rejected. The node will be sent to the
suspicious list for further verification, if it is unable to receive
any RREQ packet from the intermediate node in a particular
time interval. This suspicious list is maintained by the source
node and the each neighboring node on that route. RTT
between the nodes and destination is shown in Table 2
(Mentioned Below)
After the RTT calculation, the source node S evaluates the
RTT in between neighboring nodes, shown in Table 3.
Table 2: Intermediate nodes RTT

4.1 Round Trip Time and Processing Time evaluation:
Calculation between RTT and PT at each and every node of
the network is done. For this the network setup is shown in
Fig.2
Now, the source will analyze the processing time and the
expected transmission time using packet size and
transmission rate factors between the nodes. After analysis,
the source node will compare it with actual RTTs. If the result
is lesser or equal to threshold value then the route is meant to
be safe or wormhole is detected in the network.
Calculation of expected transmission time:

TT =

(1)

Calculation of processing time between nodes in the
network is shown in Table 4:
Table 3: Processing Time

According to Eq.1, calculation of transmission time is:
………………. (2)

Figure 2: Route Request/ Reply from Source to
Destination
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Table3: Participating nodes and Destination node’s RTT

RTT=
Therefore,

………………..…… (4)

Hence,
(3)

As mentioned, the above equation does not have processing
time of RREP packet, so it is added in Eq.4.
Now the source can evaluate both the RTTs as:

RTT=

………… (5)

After calculating RTTs, the source node is able to reject
malicious intruder node and find the best suitable path in the
network.

Table 4: Participating nodes and Destination node’s RTT

Table 5: Intermediate nodes RTT

Table6: Processing Time at intermediate nodes

As shown in Table 8, shows that the result of
compared RTTs is greater than the fixed threshold
value (0.3ms). So this network is unsafe to work as
it will be having unexpected delays and congestion
in the system.

Table 7: Expected and actual RTT’s
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START

Deploy network with finite number of mobile nodes

Define source and destination nodes in the network

Yes
Path exits
No
Source flood route request packets in the network

Source start timer to notice time of route reply packets

Source maintain list of expected delay on the selected
path

Source establish path from source to destination

Source transmit data over the selected path

Yes
When actual
delay is high
No

Node which increase delay is marked as
malicious
Apply multipath routing for the malicious node isolation

No

All data transmitted
Yes
STOP
Figure 3: Proposed Methodology
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V. RESULT AND DISCUSSION
The wormhole attack is delay conscious it will increases
delay in the network. The shortest path between sources to
destination is based on hop count and sequence number.
Route which has less hop count and maximum sequence
number is best suitable for data transmission from source to
destination. The malicious node exits in the selected path
which can increase delay in the environment. The false node
create tunnel from one end to another which leads to increase
delay over the network. The threshold based method is
designed in this research work for the detection of false nodes
from the network. The expected delay is calculated before
data transmission in the network. The predicted delay is
calculated from the network and node which has more delay
than the expected delay is marked as malicious. The proposed
model is executed in network simulator version 2. The results
are analyzed on parameters like throughput and packets loss
corresponds to different set of mobile nodes. It is been noticed
that the suggested methodology will find the malicious node
efficiently and compared to other techniques. The various
simulation framework are explained in the table 9

As shown in figure 4, the overall performance of intrusion
state, foundation document set-up and projected set-up is
evaluated for the presentation scrutiny. It is investigated that
overall performance of projected set-up is utmost in
comparison with other setups.
Table 9: Throughput Analysis
Time

Attack

Existing

Scenario
20

Technique

Proposed
Technique

50 packets

120 packets

350 packets

60 packets

350 packets

370 packets

second
60
second
100

150 packets

470 packets

550 packets

seconds

Table 10Packet loss Analysis
Time

Attack
Scenario

Existing
Technique

Proposed
Technique

20 second

50 packets

32 packets

15 packets

60 second

52

40 packets

20 packets

110 packets

22 packets

Table 8: Simulation Parameters
packets
100
seconds

140
packets

Fig 4: Throughput Comparison
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Fig 5: Packet loss Comparison
6.

VI. CONCLUSION
It is identified that the wireless ad hoc systems are
disseminated kind of networks in which sensor nodes can join
or depart the system according to them. No middle regulator
is presented in the wireless ad hoc systems. Because of the
self-reliance character of the system; safety, direction finding
and service quality are the main problems associated with this
system. An active kind of attack named wormhole intrusion
may be the reason of the entering of attacker nodes in the
system and because of this, delay increases. In the presented
research, Delphi scheme is utilized. For the recognition of
attacker sensor nodes, this scheme shows lesser precision and
large implementation time. In the presented study, for the
recognition of attacker sensor nodes, threshold relied
approach is implemented. The projected and accessible
approaches are applied in NS2 and the reproduction outcomes
depict development in power utilization, overall performance,
and package thrashing.
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