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Abstract: 12P isan anonymous P2P distributed communication
layer used to send messages to each other anonymously and
safely. Itisbuilt on top of theinternet and can be considered asan
internet within theinternet. Even though |1 2P is developed with an
intention to create censorship resistant environment for the free
flow of information, it is misused for illegal activities now a days.
The possible misuses are less known among law enforcement
agencies and existing industry approved software programs have
no detection functionality for 12P. Because of the increased use of
I12P in criminal purposes, thereis a need for methods and tools to
acquire and analyze digital evidence related to | 2P. We conducted
a detailed live memory dump analysisin order to find out the 12P
related artifacts from a host machine. Furthermore, we propose a
tool that will analyze the memory dump and system local files to
find out the 12P related artifacts and provide a detailed report to
the investigator.
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I. INTRODUCTION

Darkweb is turning out to be a familiar term nowadays. It
invokes some common impressions like the place of shady
dealings, anonymous communications, illicit materials etc.
The term “darknet” was coined within the seventies to
designate networks isolated from ARPANET (the
government based military/academical network that evolved
in to internet), for security functions. Darknet could receive
data from ARPANET but did not appear in the network lists
and would not answer pings or other inquiries. 12P is an
anonymous network, demonstrating a basic layer that users
can use to ship messages to each other anonymoudly and
securely. It is intended to be used with nodes that have 12P
system installed. 12P can relay traffic viamultiple nodes using
tunnels and encapsul ated data messages which are routed until
the destination is reached. It is a message based and fully
distributed system that does not rely on centralized directory
on servers to keep track of participating nodes and network
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performance. 2P uses garlic routing for anonymous
communication, which is a variant of Tor’s onion routing.

The success of the recent enforcement operations that have
cracked down on criminal services operative on the Tor
network is currently inflicting a shift within the criminal
landscape. Recently, much of the online criminal activities
happens through 12P network. The Libertas Market, a
Tor-based portal for selling illegal products, permanently
abandoned the Tor network for [2P. Cryptowall 3.0
ransomware and Dyre banking Trojan used 12P for their
communication. The malware named i2Ninja, was noticed
available at an underground Russian cyber-crime forum. For
al major browsers (Internet Explorer, Firefox and Chrome),
i2Ninja is capable of HTML injection and form grabbing.
The maware toolkit uses I2P networking layer to mask
communications between infected machines and the botnet’s
command-and-control server. Because of increase in
cyber-crimes using |12P there is a need for methods and tools
to acquire and analyse digital evidence related to the same.
Anonymous communications is a chalenge to forensic
investigators because the evidence collection is difficult in
such cases. Hence there raised a need to combine the analysis
of host, memory and network to find artifacts of 12P from a
computer system.

[I. INVISIBLEINTERNET PROJECT

Invisible Internet Project (12P) is an anonymous peer to
peer network layer upon which any number of anonymous
applications can work. The applications in 12P provide
internet activities like anonymous web browsing, chat, file
sharing, email, blogs and many more. The network has been
in active development since 2003. All the work done on 12P
is open source and freely available on website. The software
participating in the I12P network is called a router. This
software is separated from anonymous endpoints or
destinations associated with different applications. So an end
user will have several local destinations on their router. A
tunnel created through an explicitly selected list of routersare
used for sending messages. The message can only be sent in
one direction. Another tunnel is required to send messages
back. Inbound and outbound tunnels are used in 12P
communication. Layered encryption is used to ensure the
anonymity of the communications. Garlic routing, a variant
of onion routing is used in 12P. It will encrypt multiple
messages together. As a result traffic analysis become
difficult and speed of datatransfer also increases.

1. RELATED WORKS

Maxim and Behnam [1] investigate the characteristics of
|2P network in order to outline
the problems and methods in
detection of 12P artifacts.
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They put forward the methods like investigation of 2P
installers, detection via known hash set library, comparison
of address books, takeover of existing registrars and
mirroring of the eepsites. Juan et al. [2] take the first step
towards the linkability of users and applications in the 12P
network.

They conducted a group-based characterization, where
they determine the extent to which a group of users is
responsible for the file-sharing activity of the overall 2P.
Juan et da. [3] have aso designed and successfully
implemented and deployed the first large scale monitoring
architecture for the I2P network, mainly focused on
anonymous file-sharing. They arrive at the conclusion that
group based identification is possible, even if single user
identification is not.

Based on the analysis on the 12P data, Khalid [4]
concluded that the resource sharing (bandwidth participation)
of the users on the 12P network improves the anonymity level
of the users. On the other hand, using the default setting for
not using the shared client tunnels for all applications seems
to reduce the anonymity level and enables the application
profiling ability of a potential attacker. Yue Gao et al. [5]
proposed three approaches to discover eepSites: (1) running
floodfill routers, (2) gathering hosts.txt files actively and (3)
crawling popular portal eepSites. From the reaworld
experiments, the combination of the three methods in total
discovered 1861 online eepSites covering over 80% of all
eepsitesin | 2P network. Mathias Ehlert [6] conducted teststo
analyze latency and bandwidth drawbacks while using 2P to
surf the internet anonymously.

Preethi and Dinesha[7] conducted a comparative study of
different packet sniffers, protocol analyzers and intrusion
detection system that can be used for forensic analysis of
darknet. They compared the packet sniffers and protocol
analyzers like Tcpdump, Windump, Fiddler, Network Miner,
Wireshark/tshark, Capsa, Netsniff-ng and intrusion detection
systems like Snort, Suricata, Bro IDS, Security Onion,
OpenWIPS-NG, Kismet and NetDetector. Dr. Digvijaysinhn
[8] proposed techniques for Tor browser and Bitcoin
transaction forensics. According to him, the evidencesrelated
to Tor browser can be extracted from RAM forensics,
registry changes, network forensics and database changes.
Bitcoin transaction forensics can be carried out by extracting
forensic artifacts from installed Bitcoin wallet application on
user’s system. Afzaal et. a. [9] in his work conducted an in
depth comparative study on the two popular anonymous
systems 2P and Tor.

IV. PROBLEM STATEMENT

Computer forensics is a branch of forensic science that
deals with the evidence collection from computers or digital
storage mediums. The main objective of computer forensics
istoidentify, collect, preserve and analyse datain away that
preserves the integrity of the evidence gathered so it may be
used effectively in a legal case. Many forensic tools are
currently available which facilitatesthe digital investigations.

The investigations related to anonymous networks like 12P
is always a headache to the law enforcement agencies. The
use of 12P networks in criminal activities are increasing day
by day. Current widely accepted forensic tools like Encase or
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FTK will not address the detection of 12P by default and the
possible use of 12P in cybercrimes are less known among
investigators. So there raised a need for an effective analysis
tool that detect and analyze 12P related artifacts from a
computer system.

The proposed system took the physical memory dump and
system local files as input and generate a report containing
I2P related artifacts as output. The input files are hashed in
order to ensure integrity. The artifacts were collected from
the input files and analyzed for the 12P related evidences. A
report containing 12P artifacts were generated for the user.
Fig. 1. Showsthe block diagram of the proposed system.

Memory |:"> Hashin
Dump | i
System :> Artifacts
Local Files Collection
Analysis
Report
Generation :()’W‘

Fig 1. Proposed System

V. FORENSIC ANALYSISOF12P

I2P router software focuses heavily on network traffic
reliability, rather than on locally stored data on participating
I2P nodes. The local data is therefore stored without
encryption and can be used by forensic analysts investigating
aseized device [1]. Physica memory dump and system local
fileswere analyzed in order to find out artifactsrelated to 1 2P.

A. Memory Analysis

Any information in RAM would possibly be lost once the
device is turned off. Such information might include
passwords, running processes, open sockets, contents of the
clipboard, etc. All that information has to be collected before
the system is powered down or transported. If the hard drive
isencrypted, the capture of volatile datais even more crucial,
since the hard drive information without it may not be
available to the forensic investigator

In order to get 12P related artifacts the physical memory
dump was taken using the OSForensics tool from Passmark
software. Fig 2. showsthe user interface of OSForensicstool.
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The physical memory dump was analyzed using Volatility
tool. Fig 3. Shows the user interface of Volatility tool.

ookl sthare ity
FleEdt Vew Seach Terminel el

Voo

1ty# python vopy -F /nediasf Docunents
f# python vol.py - /nedia/sf Docunents

J§20dumpnen +~profilesHiniu6d 16362 handles -p 5196
olatility Foundation Volatality Franevork 2.6.1

Fig 3. User interface of Volatility tool

B. System Local Files Analysis

a) Addressbook: The associations between an 2P
domain name and 12P network identifier is stored in a file
called the addressbook. In order to access an eepsite that is
not present in the addresshbook, the users have to manually
add the eepsite address to the hosts.txt file or through an
automatic subscription mechanism. The subscription details
can be obtained from the adddressbook which can be used in
forensic investigations. The location of addressbook is
C:\Users\<username>\AppDatal Roaming\l2P\ addressbook
as shown inthe Fig. 4.

12p -
Share View
u 2 New item = BH select all
| X v :
— opy pat 1 ] Easy access ~ Edit Select na
Paste Delete Rename  New Properties {0
’] h v folder 5 1 Invert seli
lipboard Organize New Open Select
« Users » SNEHA SONEY > AppData > Roaming » 12P v
it Name Date modified
& I addressbook 1-1 191 e folde I
L clients.config.d 20-10-2019 181
o docs 6-11-2019 104
osing eepsite
K(C) i2psnark

i2psnark.config.d 0-201

Fig 4. Location of Addressbook
The contents of addresshook is shown in the Fig. 5.

addresshook = [
Share  View
SNEHA SONEY > AppData > Roaming » 129 > addressbook vi()  Searchaddre
‘A MA
B config
5 1 elags
[ast fetched
%ing [ast modified
k() log
subscriptions

Fig 5. Addressbook Contents
b) I12P Firefox Browser Profile Folder: The 12P browser

profile was downloaded from the official site to access I2P. The
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location of profile folder is C: \ Users\< username >\AppData \
Local \I2PBrowser-Launcher\firefox.profile.i2p. as shown in the
Fig. 6.

firefox profile.i2p - 0 b4
Share  View )
AppData > Local » 12PBrowser-Launcher > firefox.profile.i2p v {) | Search firef i p
A o A
255 Aa0aondIarnup,son.z4

AlternateServices
£/ blocklist
@ bookmarks

broadcast-listeners,json

s o

nts ¢

certd

losing
. 2| compatibility

sk(C) containersjson

content-prefssqlite
cookies.sqlite
extension-preferences,json
extensionsjson

favicons.sqlite

Fig 6. Location of 12P Firefox Browser Profile Folder

VI. ANALYSISAND DISCUSSION OF RESULTS

Physical memory dump and system local files were analyzed in
order to find out artifacts related to 12P. As aresult process related
information is obtained from the physical memory analysis and
browsing related artifacts from the system local files analysis.

A. AnalysisResults

In real world scenarios, knowledge about a router
participating in an anonymization network is enough to
undertake actions against citizens. The physical memory was
analysed using the ‘Volatility’ tool. The results are as
follows:

a) pdist: It will list al the running processes by
following the EPROCESS list. The ‘I2Psvc.exe’ is listed in
the output as shownin Fig. 7. 12Psvc.exeisusualy located in
the ‘C:\ Program Files\i2p’ folder. The .exe extension of a
filename indicates an executable file. [2Psvc.exe is
developed by Tanuki Software Ltd. and is a component of
Java Service Wrapper Community.

TSt BB b1 DM
T R, S B 501 ML B T
R TR
Mg mltoe OB 3 0 1 DHBLE S T
GMMW%f W BB D MRS

Fig 7. Output of pslist

b) pstree: It will print the processlist asatree. Fig. 8. shows
the output of pstree. ‘I2Psvc.exe’ and its child processes are
listed in the ouput. Child processes are indicated using
indention and periods.

. BXTTTTO00Y//5THE8Y:uSerinit, exe 8280 H068 Pessme= 2019-11-66 094:5/:14 UIC+0000
. Oxfff£d00978f1e080: explorer exe 10092 8280 64 0 2019-11-06 04:57:14 UTC+0000

T X ECeAc 12PSVC. Exe BT64 10002 3 0 2019-11-06 05:54:18 UTC+0000
. xfffdon79918080: java.exe 7592 8764 126 | 2019-11-06 05:54:19 UTC+0000

... Oxffffdeeg7b9d6ese: iexplore.exe 9856 7592 0f---- 2019-11-06 05:54:37 UTC+0000

... Oxfffdon97cc794c0: conhost.exe 6404 8764 3 6 2019-11-06 05:54:18 UTC+0000
fofffd90979fcb9(9:RAV(p[M.exe 8240 10692 1 0 2019-11-06 04:57:33 UTC+0000
... Bxffffdeo97b3680¢0:RAVBQ64. exe 9404 16092 4 0 2019-11-06 04:57:34 UTC+0000

Fig 8. Output of pstree
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¢) Psscan: It isapool scanner for process objects. This can
find processes that previously terminated and processes that
have been hidden or unlinked by a rootkit. The output of
psscan includes ‘conhost.exe’ which is a child process of
’[2Psvc.exe’. as shown in Fig. 9.

TN T G0 D AT L4 550 T

Ll SYstéfét s 1 SHX RN 019 51 )

‘HGGHWHS[ W ot 60 R MR IBS IRILAT VAR M1 0 ol

Fig 9. Output of psscan

d) psxview: It will find hidden processes with various
process listings. It will give a comparison of various process
enumeration techniques that will help in identifying
variances. As shown in Fig. 10. ‘I2Psvc.exe’ is listed in the

output of psxview.
VAVUVUUDUACIU0IMU JVUIVIL, CAT

X00009601ea6303¢h svchost, exe
XG0960001e304d380 Svchost, exe
01000060 16a1%63¢0 svchost exe

WV TIUE IS Tane

1130 True True True
1360 True True False
20 Tre Troe True

Tawe 1Iue J1ue rane
False True True  False
False True True  False
false True Troe  False

= =

False True True

Calea Tria Tria  Calea

004 True - False False

A0 Trua  Trua  Trua

08A0861412430c RAVBg64.cxe

DvAOOAAAARRRIAA0D firafav ava

Fig 10. Output of psxview

€) sessions: It will list the details of user logon sessions. The
‘I2Psvc.exe’ is listed in the output as shown in Fig. 11.

Process: 9360 M1crosoft Phot 2019-11-06 05:43:59 UTC+0000

Process 8764 IZPsvc exe 2019-11-06 05:54:18 UTC+0000
Process: 64064 conhost.exe 2019-11-06 05:54:18 UTC+0060
Process: 7592 java.exe 2019-11-06 05:54:19 UTC+0000

Fig 11. Output of sessions

f) threads: A thread isapath of execution withinaprocess. A
process can contain multiple threads. The ouput of threads
list the associated threads of the I2P process as shown in the
Fig. 12.

ETHREAD: 0xffffd0097a171080 Pid: 8764 Tid: [18472] ETHREAD: Oxffffdoeo72114080 Pid: 8764 Tid[Z02)
Tags: Tags:
Created: 2019-11-06 05:54:18 UTC+0600 © 2019-11-06 05:54:
Exited: 1970-01-01 00:00:00 UTC+0000 ;;ﬁ::"1;3;%:?;ﬁogm‘éésﬂfgzge
Owning Process: I2Psvc.exe £ 4
Attached Process: I2Psvc.exe Owning Process: I2Psvc.exe
State: Waiting:DelayExecution Attached Process: 12Psvc.exe
BasePriority: 0x8 State: Waiting:WrQueve
Priority: 0x8 BasePriority: 0x8
TEB: 0x006€4000 Priority: 6x8
StartAddress: Oxffff918cc53a6110 UNKNOWN TEB: 6x00610000
Win32Thread: 0xffffdo097a1d1650 :
CrossThreadFlags: PS_CROSS THREAD FLAGS DEADTHREAD  SLoriAddress: Gx7fffbedzcebo ntall.ll
RTTLfo18ccasao1s 99 Win32Thread: 9x60090600
CrossThreadFlags: PS_CROSS THREAD FLAGS DEADTHREAD

oxffff918ccs3a61f1 16 DB Ox16
Oxf111918cc53a6112 17 DB 0x17 0x7£1b802cebd 4883ec78 SUB RSP, 0x78
OxfIf1918cc53a6113 7a09 IP oxff11918cc53a60x7ffbB02cebs 4cBbcY MOV R9, RCX

oxffffo18cc53a61f5 doff SAR BH, Ox1 Ox711fbs62ceb? 48800532800100 MOV RAX, [RIP+0xf8032)

oxffff918cc53a6117 5077 CALL QWORD [RAX+0Xgx7ff{b882cebe 48850 TEST RAX, RAX

OxTTTIo10ccoan01Te BeOTf 110062 MOV [RCXvox6200f (oLl IOcEcl 740 oot

X ccS3al € 8¢ +0x|

OxT{11918cc53a6202 3acs CHP AL, CH g‘;::::z:g‘“: :;WZ xvekgé L

Oxf1f1918cc53a6204 8¢ DB 0x8C & g ¥
0x7111b802cec? 8b 08 0x8b

oxffffo18cc53a6205 91 XCHG ECX, EAX

oxffffo918cc53a6206 ff oB exfff, -

oxffff918cc53a6207 ff DB Oxff ETHREAD: 0xffffd009759¢9080 Pid: 8764 Tid:
..... Tags:

Created: 2019-11-06 05:54:18 UTC+0000

Fig 12. Output of threads

g) dillist: It will print the list of loaded dils. DIl stands for
“Dynamic Link Library”. A DLL (.dll) file contains a library
of functions and other information that a Windows program
can access. When a program is launched, static links or
dynamic links to the necessary .dll files are created. Fig. 13.
shows the output of the dlllist.
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12Psvc.exe pid: 8764
Command line : “"C:\Program Files\i2p\I2Psvc.exe* -c wrapper.config

Base Size LoadCount LoadTime Path

0x000071 680810000 0x90000 oxffff 2019-11-96 05:54:18 UTC+0000  C:\Program Files\i2p\I2Psvc.exe
0x000071fb7fc0000 0x110000 Oxffff 2019-11-06 05:54:18 UTC+0000  C:\WINDOWS\SYSTEM32\ntdll.dl1
0x000071ffb7e90000 0xb2600 Oxffff 2019-11-06 05:54:18 UTC+0000  C:\WINDOWS\System32\KERNEL32.DLL
0x0000711fb5296000 0x2a3000 Oxfiff 2019-11-06 05:54:18 UTC+6068  C:\WINDONS\System32\KERNELBASE.d11
0x00007111b6770000 0x6€5000 0x6 2019-11-06 05:54:18 UTC+0000  C:\WINDOWS\Systen32\SHELL32.dlL
0x00007ffb5570000 oxfaoe0 0x6 2019-11-06 05:54:18 UTC+0000  C:\WINDOWS\System32\ucrtbase.dll
0x0000711fadfa0e00 0x10660 0x6 2019-11-86 05:54:18 UTC+0060  C:\WINDOWS\SYSTEM32\MPR.d1L
0x00007f1b5670000 0x42000 0x6 2019-11-06 05:54:18 UTC+0000  C:\WINDOWS\Systen32\cfgngr32.dll
0x00007fffb65€6006 0xag3008 6x6 2019-11-06 05:54:18 UTC+6008  C:\WINDOWS\Systen32\shcore.dll
0x000071 fb60d000e 0x9¢000 0x6 2019-11-86 05:54:18 UTC+0000  C:\WINDOWS\System32\msvcrt.dll
0x00007ffb6fc0000 0x120000 0x6 2019-11-06 05:54:18 UTC+0000  C:\WINDOWS\System32\RPCRT4.d11
0x00007fb7480000 0x336000 0x6 2019-11-866 05:54:18 UTC+0060  C:\WINDOWS\System32\combase.dll
0x000071 115720000 0x80000 0x6 2019-11-06 ©5:54:18 UTC+0000  C:\WINDOWS\Systen32\bcryptPrinitives.dll
0x00007f fb5810000 0x77f000 0x6 2019-11-06 05:54:18 UTC+0000  C:\WINDOWS\System32\windows.storage.dll
0x0000711fbS51fe600 0x9e600 0x6 2019-11-86 05:54:18 UTC+0000  C:\WINDOWS\System32\msvcp win.dll
0x000071ffb6540000 0x97600 0x6 2019-11-06 05:54:18 UTC+0000  C:\WINDOWS\System32\sechost.dll
0x60007ffb73d6006 6x23600 6x6 2019-11-06 ©5:54:18 UTC+0008  C:\WINDOWS\Systen32\advapi32.dll
0x0000711fbaf30000 ox1fo00 0x6 2019-11-06 05:54:18 UTC+0000  C:\WINDOWS\System32\profapi.dll
0x00007fffbiee0000 0x42000 0x6 2019-11-06 05:54:18 UTC+0000  C:\WINDOWS\System32\powrprof.dll
Bva808T#¢FhAatannn avinaoa Buk 2010.11.08 BE.KA.10 ITALB008 £ \WTHOAKE\ Cuetamd I IMONF 411

Fig 13. Output of dlllist

h) handles: It will print the list of open handles for each
process. Fig. 14. shows the output of handles. A handleisan
abstract reference to a resource in computer programming.
Common resource handles includes file descriptors, network
sockets, connections to database, process identifiers (PIDs),
and job IDs.

prfset(v) pid Handle Access Type Details
Oxt1110009710b6Se0  B764 oxd 8x116003 Event
Oxff11300971db7760 8764 oxs 0x10003 Event
Ox{111d00978430570 8764 oxc ox
x1108097896a000 8764 ox10

Oxf11d0097bbebd90 8764 ox14

6x1108097ca851d0 8764 ox18

xf1130097843b8b0 5764 xic

Ox111108097ca06820 8764 ox20

OxfFffd00978430020 6764 ox24

0x111100097896a170 8764 ox28

Ox1109097896b470  B764 ox2c

oxff{1d0097896a330 8764 ox30

OxF11918cb41d0560 8764 ox34

Ox111000971db7ae0 6764 ox38

Oxt111000971db7860 8764 oxac

Oxf{f300981105700 5764 oxé0 \Sevicewaradisiolumesrrogran Filen\izs

xT1110809811001a6 8764 oxa4 6x120191 Fil \Device\ConDrvAC:
Oxff{1d00981105600 8764 oxag 0x12019f File \Device\Condrv\Reference

Ox{111d00977313680 8764 oxdc 8x110001 ALPC

Ox11000978961096 8764 oxsc oxses Etvnegistration

Oxt111000978961e30 5764 ox60

Oxff110009789715d0 6764 ox64

oxff{fdonaTsorazie 8764 ox68

Ox111380978972580 8764 exse

Oxfff1d009799cdd90 8764 ox70

x111100097ca893b0 8764 ox74

OXT11d90978444c90  B764 o

xt11100097ca08d50 8764 ox7c

OxfFf1000978444200 8764 oxse

ox{111d00978972910 8764 x84 0x804 EtwRegistration

Ox{111918cc3370470 6764 oxss Key MACHINE\SYSTEM\CONTROLSETO01\CONTROL\SESSTON MANAGER.

Fig 14. Output of handles

i) shellbags. It print the shellbags information. Shellbags
facilitate track views, sizes and positions of a folder window
once viewed through Windows Explorer. In order to uninstall
I2P, an unstaller program should be run. The access of the
uninstaller through Windows Explorer will be listed in the
shellbags output as shown in the Fig. 15.

frcess tute Flle atte Path

1042000 TEALIN UTCH0  OIH [\ sorapean FTostollod 2 k-unbng tal Loy

Fig 15. Output of shellbags

VIlI. CONCLUSION AND FUTURE SCOPE

I2P is an anonymous network that is built up over the
internet. Due to the increased use of I12P in criminal activities
there arise a need for methods that detect the presence of 12P
in the host machine and the rel ated artifacts. We conducted an
in depth analysis of the physical memory dump and system
local files in order to find out the presence of 12P in a
Windows 10 machine. From the analysis, we obtained
process related information from the memory dump and
browsing related artifacts from the system local files.
Furthermore, we are expecting the presence of more 12P
related information from system files like event logs and
from network traffic analysis.
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