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Abstract: 21st century is considered as the era of 

communication, and Wireless Sensor Networks (WSN) have 
assumed an extremely essential job in the correspondence period. 
A wireless sensor network is defined as a homogeneous or 
heterogeneous system contains a large number of sensors, namely 
called nodes used to monitor different environments in 
cooperatives. WSN is composed of sensor nodes (S.N.), base 
stations (B.S.), and cluster head (C.H.). The popularity of wireless 
sensor networks has been increased day by day exponentially 
because of its wide scope of utilizations. The applications of 
wireless sensor networks are air traffic control, healthcare 
systems, home services, military services, industrial & building 
automation, network communications, VAN, etc. Thus the wide 
range of applications attracts attackers. To secure from different 
types of attacks, mainly intruder, intrusion detection based on 
dynamic state context and hierarchical trust in WSNs (IDSHT) is 
proposed. The trust evaluation is carried out in hierarchical way. 
The trust of sensor nodes is evaluated by cluster head (C.H.), 
whereas the trust of the cluster head is evaluated by a neighbor 
cluster head or base station. Hence the content trust, honest trust, 
and interactive trust are put forward by combining direct 
evaluation and feedback based evaluation in the fixed hop range. 
In this way, the complexity of trust management is carried in a 
hierarchical manner, and trust evaluation overhead is minimized. 

Keywords: Hierarchical trust management, base station, 
cluster head, intrusion detection mechanism, P2P network, WSN.  

I. INTRODUCTION 

Wireless sensor network (WSN) is an assortment of sensor 
nodes that are outfitted with ecological sensors for heat, 
moisture, humidity, pressure, air/water quality, weight, sound, 
etc. WSN does not have fixed topology. WSN has a wide 
scope of utilizations in the field of horticulture, wellbeing, 
home, mechanical, military, and common disasters for 
observing and information assortment reason.  The advantage 
of WSN is that it is very easy to install in critical regions 
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where the normal network cannot be set. Sensor nodes contain 
five components trans-receiver, processor, battery, hardware, 
and memory. The wide range of applications can be 
elaborated as follows: 
 

Wild living space observing: Sensors can be utilized to screen 
the states of wild creatures or plants in wild natural 
surroundings. Sensors can be used to collect information in 
the water and above water.  
Disaster Monitoring: Information collection in natural and 
non-natural disaster areas is a very important task. A normal 
network cannot be set in such areas. WSN becomes a 
prominent solution in such situations.  
 

Warfield Monitoring: Sensors can be conveyed in a war field 
to screen the nearness of powers and vehicles, and track their 
developments, empowering close observation of 
contradicting powers. 
 

Delicate Place Protection: Sensor nodes can be sent around 
touchy items, for instance, nuclear plants, key scaffolds, oil 
and gas pipelines, correspondence focuses, and military home 
office, for insurance purposes.  
 
Vehicle Monitoring: Sensors can be mounted on unmanned 
automated vehicles, tanks, military aircraft, submarines, 
rockets, or torpedoes to direct them around impediments to 
their objectives and lead them to facilitate with each other to 
achieve increasingly compelling assaults or protections.  
 
Remote Sensing: Sensors can be conveyed for remote 
detecting of atomic, natural, and compound weapons, 
identification of potential fear based oppressor assaults, and 
observation [1][2]. 
Due to its vital range of applications, it has several ranges of 
attackers at different levels. In WSN sensor nodes have 
constrained battery power, restricted capacity to convey and 
compute. WSN is vulnerable to such a significant number of 
assaults as a result of the telecom idea of the system. 
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An intrusion is characterized as a grouping of related 

activities performed by a noxious foe that outcome in the 
trade off of an objective framework. An Intrusion Detection 
System particularly searches for some kind of problem with 
activity and occasions that may be the result of a reason for 
the assault, worm, or framework master for delight.  

The intrusion detection system comprises of four 
techniques that recognize the framework is depicted beneath 
[3].  

A. Network based Intrusion Detection System  
NIDS will screen the traffic, noxious changes that are going 

on in the system, which causes changes that prompts 
framework debasement.  

B. Host-based Intrusion Detection System  
HIDS may likewise have the option to make out malignant 

business exchange that starts with malware and is 
endeavoring to put out on top for different frameworks.  

C. Signature based Detection System  
Signature based recognition frameworks manage all the 

little information crossing the system and make an 
examination against an information base of marks or given 
properties of experienced fierce conduct, as antivirus 
programming.  

D. Anomaly based Detection System  
Anomaly based Detection System direct system business 
exchange and make an examination against a began gauge, to 
go to a choice about what is considered typical for the system 
as for transfer speed, conventions, harbors and different 
gadgets [4][5]. 

Trust is the level of conviction that a node can have on 
another node in the system dependent on trust metric or trust 
rating o the node. Different types of attacks due to intrusion 
are illustrated as follows [6]. 

GTMS: group-based trust management scheme 
GTMS works in two types of topologies intergroup 

topology and intra-group topology. In intergroup topology, 
brought together trust the board is received, and in intergroup 
topology, circulated trust the board is embraced. 

ATRM: agent-based trust and reputation management 
scheme 

An agent-based trust and reputation management scheme 
[7] (ATRM) depends on a grouped WSN with a portable 
operator framework. It requires each node to hold the 
versatile operator, which is administrating the trust and 
notoriety of the facilitating node.  

PLUS Parameterized and localized trust management 
scheme for sensor network security [8]. It utilizes a 

disseminated way to deal with adjust to various operational 
conditions and various applications. The trust is determined 
dependent on either immediate or backhanded perceptions.  

RFSN reputation-based framework for sensor networks 
they have proposed a system where every node keeps up 
notoriety measurements, which incorporates the past conduct 
of other sensor nodes of the system and the measurements 
utilized for foreseeing the future conduct. The estimations of 
the trust are assessed based on that notoriety, and for speaking 
to the estimations of notoriety, Bayesian definition is utilized.  

TRGR Trust management scheme for resilient geographic 
routing 

A trust management scheme for resilient geographic 
routing [9] (TRGR) is a straightforward trust the board 
conspire that utilizations versatile geographic directing. 
Geographic steering comprises of two sections: geographic 
sending and corresponding directing [10]. The trust 
calculation works in a completely disseminated way, in which 
every node screens the conduct of one-jump neighbors. The 
fundamental thought of this trust the executives plot is to 
support well-acting fair nodes by giving them kudos for each 
fruitful parcel sending while at the same time punishing 
suspicious nodes that don't course bundle as per the course.  

BRMSN Behavior reputation method for sensor networks 
The behavior reputation method for sensor networks [11] 

(BRMSN) measures the spatial data between the nodes as 
notoriety estimation. The model is an impression of the node's 
far reaching capacity about the real physical properties and 
direct basically. Nodes in the system incorporate the character 
of the trust as well as the trust in the conduct of the node. The 
model spotlights on nearby testing. 

In this paper, the Intrusion detection system is introduced, 
which depends on transmission time and relieving time. A 
two-level trust mechanism is proposed to reduce the overhead 
of the base station, cluster head. The number of successful and 
unsuccessful transmission of data at WSN decides the trust 
value of sensor nodes.  

This paper is sorted out as follows: In section 2, the existing 
systems are discussed while the third section introduces the 
proposed work. Section IV decides the expected results, and 
Section V concludes the proposed. 

II. RELATED WORK 

Hossein Jadidoleslamy proposed a hierarchical intrusion 
detection mechanism [12]. The mechanism is structured and 
pertinent. It works in a couple of levels; it is reliable with the 
application space and required security level. The exploration 
is centered on the grouping of WSN and sending a bunch 
based interruption discovery framework. The system works in 
a static and heterogeneous system, various leveled, and 
grouping structure. A hierarchical cluster-based and leach 
based routing protocol are used for efficient communication. 
The mechanism is proved to be as robustness and 
fault-tolerant design. The research provides reliable service 
but is an expensive mechanism. The intrusion detection 
architecture supports real-time detection property by 
practically 80.6 percent.  
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The mechanism results in 80.6 percent and 55.7 percent 
accuracy for content-based detection and context-based 
detection capabilities, respectively. 
Daojing He proposed a distributed trust evaluation model for 
medical sensor networks [6]. The traditional cryptographic 
methods are not sufficient for trust evaluation in medical 
sensor networks. The research work utilizes the transmission 
rate and leaving time into trust assessment to distinguish 
pernicious nodes. They proposed an application-free and 
disseminated trust assessment model for MSNs. The trust the 
board is brought out using basic cryptographic systems [6]. A 
novel distributed trust evaluation model for MSNs, where 
every node oversees trust records of different nodes about 
playing out certain exercises.  
Incorporated malignant node discovery and secure unicast 
steering are displayed. It proved to be as improved packet 
delivery with an effective malicious node identification 
mechanism. IDS mechanism depends on transmission time, 
relieving time, and packet dropping ratio. Eighty-eight 
percent accuracy is shown by researchers with a limited 
number of malicious nodes in WSN. 
Fenye Bao proposed various leveled trust the board for WSNs 
and applied it to steering and interruption discovery to 
distinguish egotistical or vindictive nodes [13][14]. The work 
concentrated on multidimensional trust qualities, and the trust 
esteem was determined through social trust and QoS trust, 
including closeness, trustworthiness, vitality, and 
unselfishness; in the meantime, emotional trust and target 
trust were thought about to approve the proposed convention 
[1]. Be that as it may, the node with the greatest number of 
collaborations with neighbors was considered as the most 
reliable during the time spent the estimation of the closeness 
trust roused by informal communities. The thing that matters 
is the thought of the sensible scope of the most extreme 
number of communications, as the association that surpasses 
the range shows pernicious conduct. The mechanism is 
proved to have IDS detection capabilities with 90% accuracy 
with false positive probability is zero, and the method is 
scalable. Trust-based geographic routing is used in WSN.  
Xiaoyong Li set forward a lightweight and trustworthy trust 
framework for bunched WSNs, which targets diminishing 
asset utilization and upgrading the unwavering quality of 
C.H.s' trust assessment [15]. A self-adaptive weighting 
mechanism is utilized to ascertain the trust estimation of C.H., 
which is superior to an abstract weight technique. A 
progression of hypothetical evidences was given in the 
exploration to check the viability of the instrument. During 
the time spent trust assessment, just fruitful and ineffective 
connections were thought about, with no other trust 
assessment factors considered. The component takes intuitive 
trust, genuineness, trust, and substance trust into account, 
tending to issues of expending vitality vindictively and 
altering multidimensional watching information with lower 
asset overhead, which is depicted in the exhibition assessment 
[1]. The research is focused on minimizing memory overhead 
and transmission overhead. It works better to protect from 
garnished attacks and bad-mouthing attack. Results show that 
intrusion detection capabilities are 87.5 percent. 
Shaikh proposed GTMS, a group-based trust management 
scheme for clustered WSNs. GTMS assesses the trust of a 

gathering of nodes as opposed to customary trust conspires 
that consistently center around the trust estimations of 
individual nodes [16]. In this methodology, WSN requires 
little memory to store trust an incentive at every node. The 
instrument accomplishes a huge decrease of the expense 
related with the trust assessment of far off nodes. Yet, it relies 
upon a communicate based methodology to gather criticism 
from the C.M.s of a bunch, which requires a lot of assets and 
force. This component worked for wired and remote 
instruments. It concentrated on diminishing the expense of 
trust assessment. Trust esteem is determined relying upon 
time based past communication. The planning window is 
utilized to gauge the quantity of effective and fruitless 
collaborations.  Trust evaluation cost is minimized by 14.6 to 
15.7 percent. 
Ismail Butun has presented an intrusion detection system for 
mobile Ad-Hoc networks [17]. Agent-based distributed and 
collaborative IDSs are emphasized in research. Two types of 
classifiers are used for detection of intrusion; Decision Tree 
and support vector machine. Dynamic Source Routing, 
Ad-hoc On-demand Distance Vector, and Destination 
Sequenced Distance Vector protocol are used for routing data 
in WSN. 
 

Limitations of classical approaches 
Signature-based detection approaches are moderately simple 
to actualize, require no expectation to absorb information. 
This kills the danger of over-preparing or willful twisting of 
the profile that can be seen in conduct based methodologies. 
Be that as it may, these methodologies require dynamic 
upkeep and successive updates of the mark database to 
incorporate any new assault found. Without a doubt, the 
update can't be performed consequently, as on account of 
conduct based location. This reality suggests a higher pace of 
bogus negatives.  
The issue emerges, particularly with ongoing assaults for 
which marks have not been remembered for the database yet. 
Likewise, the nonattendance of a standard example portrayal 
language constrains the value of marks depicted in a given 
language since interoperability between various indicators is 
presumably impractical.  
In the event that mark esteems are excessively streamlined, it 
can prompt the recognition of bogus interfere, which relates to 
authentic activities and, in this way, to trigger bogus positives.  
Irregularity based identification approaches have a few 
intriguing highlights. To start with, as the speculations are 
made uniquely on the typical conduct of the framework and 
not on potential assaults, discovery is comprehensive. 
Without a doubt, the framework permits a before identifying 
such \differs" from set up ordinary conduct. Along these lines, 
it gets conceivable to imagine the location of obscure assaults, 
and no particular information about the assailant is required. 
All essential data  
is gathered inside the framework. Then again, when the 
learning stage ends, the IDS doesn't require a specific update. 
The meaning of ordinary conduct advances just marginally, 
assuming any.  
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By the by, a high pace of bogus positives is the fundamental 
shortcoming of these methodologies since it is in some cases 
hard to characterize ordinary conduct". Unexpected changes 
in the earth can affect conduct. This abrupt change in conduct 
will be considered as an abnormality, and an alarm will be 
created. Additionally, since the primary stage is committed 
exclusively to the improvement of the meaning of ordinary 
conduct, this one is especially powerless against assault. In 
reality, the nearness of signs identified with an assault in the 
learning follow will bring about slanting the meaning of 
conduct. From that point, any comparative assault will be 
treated as should be expected conduct.  
The data utilized during this first stage in the ideal condition 
must be absolutely liberated from harm. By and by, it is as 
often as possible difficult to have such an ideal situation 

III. PROPOSED METHODOLOGIES 
 

Problem Statement: To develop State Context and 
Hierarchical Trust mechanism in wireless sensor 
networks for intrusion detection 
Following assumptions are considered [1]:  
i) The WSN is group based, and S.N.s in a bunch could speak 
with the C.H. straightforwardly, though C.H.s speak with 
B.S.s legitimately or by implication through different C.H.s.  
ii) Each S.N. has a one of a kind I.D. what's more, has a place 
with an exceptional group, and C.H.s have more vitality than 
S.N.s.  
iii) The information transmission model in a WSN is half and 
half, including nonstop and occasion driven.  
iv) The conditions of S.N.s incorporate hibernation, checking, 
and dynamic, and the progress among observing and move is 
made into thought during the trust assessment of S.N.s.  
v) Sensor nodes are conveyed thickly and needlessly for 
unwavering quality. 
 
Cluster Creations 

In a wireless sensor network, large numbers of 
application-specific sensor nodes are connected with each 
other on ad-hoc purposes. If each node starts communication, 
computation, and routing, then energy consumption, 
collision, and congestion can occur. Hence it may become a 
reason for performance degradation. Node clustering can 
solve these issues. In clustered network wireless sensor 
network is divided into small units. The cluster head is 
elected. Sensor nodes in each cluster will communicate with 
respective cluster head C.H., and C.H. aggregates data and 
will transfer data to a central base station. The cluster head is 
considered to have maximum energy. To maintain the 
maximum energy at cluster head re-election after a certain 
interval of time is the best possible solution. 
LEACH [18] is the principal bunching plan. It is utilized for 
periodical information assembling in WSNs. It accepts the 
sensor nodes will stay static and speak with one another by 
single-bounce just, and they can transmit information to the 
sink node straightforwardly. Its activity is isolated into 
adjusts, and each round is made out of two stages [19][20]. In 
the bunch development stage, LEACH chooses some group 
makes a beeline for the likelihood demonstrated as follows. 











,0

)/mod()( kNrkN

k

tPi  

Where k is the ideal number of bunch heads, Ci(t) is the 
marker capacity to decide if node I has been a group head in 
latest (r mod N/k) adjusts. Pi (t) is the likelihood for node I to 
turn into a bunch head. The remainder of the sensor nodes 
joins the best possible bunch as per the sign quality from the 
group heads. In the information transmission stage, the bunch 
heads total the information from their group individuals. 
Since group head is picked by likelihood in each round, the 
heap is adjusted to a limited degree. 
 

Trust Calculations  
 

Interactive trust alludes to the trust value processed by the 
quantity of collaborations among nodes, and association 
implies a node is sending/accepting a bundle or a solicitation 
to/from another node. The trust value is mapped to the whole 
number in the scope of [0, 10], where 0 exhibits the most 
incredulous, while 10 suggests the most trusted, and 5 is the 
medium trust[1].  
Sensor nodes trust is assessed by the C.H. in a group, i.e., 
CH-to-SN trust, which thinks about multidimensional trust, 
including interactive trust, honesty trust, and content trust, 
during the technique of trust computation.  
Interactive trust SITij (Δt) is determined by the quantity of 
collaborations between node j and its C.H. I in Δt. In the 

proposed technique, association alludes to all correspondence 
conduct, including sending and getting solicitations and 
information parcels. The more noteworthy the quantity of 
cooperations of two nodes, the higher is the trust value [22]. 
In any case, in WSNs, if the quantity of cooperations 
surpasses an edge, the trust worth will diminish in light of the 
fact that there may exist malevolent connections, for example, 
assaults that send countless parcels or demands to debilitate 
the vitality of the node. Subsequently, not at all like trust 
assessment in interpersonal organizations, the intuitive trust 
assessment strategy in WSNs is advanced. Roused by Normal 
Distribution in Statistics, the likelihood thickness work, 
which is standardized to [0, 1] to compute the intuitive trust, is 
received when the quantity of connections surpasses an edge.  
Collaborations between C.H. also, S.N.s are disconnected as 
an undirected weighted diagram, the heaviness of which 
speaks to the quantity of communications between them. The 
interactive trust estimation of S.N. j assessed by CH, SITij 
(Δt) can be characterized as 

 
where ⌊x⌋ indicates the biggest whole number that is 
equivalent to or not as much as x, μ is the mean estimation of 

the quantity of cooperations between C.H. what's more, S.N.s 
in a similar state, λμ is taken as the edge of the association run, 

in which λ is a parameter used to characterize the maximum 

furthest reaches of ordinary cooperations, and θ is a 

significant factor, which values 1, 10 and 100 when wij is a 
solitary digit, tens digit or hundreds digit, correspondingly, 
etc.   
Example: 

Ci(t)=1 

Ci(t)=0 
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Figure 1: Trust Calculation in WSN 

 

The WSN is assumed to contain eight nodes and one cluster 
head. The cluster head is selected depending on computation 
power, energy, honesty, and distance between C.H. and base 
station. 
 

Calculation of Trust value 
 

i. λ is set to be 2. 
ii. The value of θ is 1,10,100 depending on the value of wij. If 
the value of wij is two digits θ is 10. If wij  is three-digit number 
then θ is 100. 
iii.μ is mean of weights.  
μ= ((3+5+4+13+5+6+4+16)/8)=7 
iv. Maximum weight max (wij)=13 because weight 16 is 
greater than λμ(14). The maximum weight is discarded, and 

13 is considered as maximum weight. 
v. μ=((3+5+4+13+5+6+4+16)/8)=7 
 
Trust value is calculated as follows SITij (∆t) =   
a) For node A   = 10 *(3/13)=10*0.2307 
              = 2.307 
                = 2 
b) For node D    =10 *(13/13)=10*1 
                =10 * 1 
                          =10 
c) For node H. The weight is 16; it is greater than threshold λμ 

which is 14.As the number of is greater than 14 it is 
considered as distrustful. θ is 10 as the wij is two digit number. 
The trust value is calculated as follows 
SITij (∆t)      =   
       = 10 x exp(-|16-7|/10) 
       = 10 x exp(-|0.9|) 
       = 10 x 0.4065696 
       = 4.06 
       = 4 

TABLE I : Evaluation Results of Examples in 
Figure 1 

 

Nodes 
Evaluation Results 

of Trust Values 
A 2 
B 3 
C 3 
D 10 
E 3 
F 4 
G 3 
H 4 

 
 

 

Honesty Trust of S.N.s 
 

Honesty trust SHTij (Δt) is determined by the quantity of 

fruitful and ineffective communications between C.H. I and a 
non-sleeping S.N. j in Δt. The CH I catch the S.N. j if j doesn't 

convey a parcel in Δt or transmits the bundle to another node 
that isn't in its steering table, or if the bundles from j don't 
arrive at the C.H. I, the communication between them am 
viewed as an ineffective connection.  
The number of successful and unsuccessful interactions 
between dynamic nodes and C.H. I in Δt is meant as s and f, 

and the trust esteem is assessed utilizing recipe given 
underneath. 

 
When there are no associations between dynamic individuals, 
i.e., s = f = 0, the trust esteem is 5. On the off chance that there 
are ineffective connections, the trustworthiness trust worth 
will diminish strongly as a result of the discipline executed by 
[20]. For non-dynamic individuals, they acquire the trust 
estimation of their last no sleeping state.  
 
Content Trust of S.N.s  
 
Content trust is the trust assessment dependent on watching 
information, which is information situated trust determined by 
C.H. Content trust is presented in light of the fact that the 
WSN is an information driven system and the watching 
information are the factor of most worry for applications. 
Altering assaults frequently happen in WSNs to meddle with 
the system and applications and can be recognized by content 
trust. 
 

 

 
 The overall trust of S.N. j evaluated by C.H. i is calculated by 
formula given below, which aggregates the interactive trust, 
honesty trust and content trust. 

 
Parameters  are weights for each sub trust value. The 
higher the weight, the more important that sub trusts is to 
overall trust and vice versa.  
 
Intrusion Detection at S.N. level 
 
Malicious S.N. detection is executed by the particular C.H. 
The CH c assesses and keeps up the trust estimation of S.N. j 
in a similar bunch and chooses a trust edge TSthi as indicated 
by the trust estimation of S.N.s in group I, which is 
determined as: 

 
Intrusion Detection at C.H. level 
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IV. EXPECTED RESULTS AND OUTCOMES 

The proposed methodology will be tested on network 
simulator (ns2.35). Large numbers of sensor nodes are 
considered as components of WSN. The WSN is assumed as   
clustered WSN. 
There are two major types of attacks in wireless sensor 
network; active attack and passive attack [21][22][23]. 
Major intrusion attacks can be listed as follows: 

i)Routing attacks 
ii)Selective forwarding  
iii)Sinkhole attack  
iv)Sybill attack  
v)Wormholes attacks  

The proposed mechanism will work efficiently on routing 
attacks and sinkhole attack; as the method is depending on 
transmission time and relieving time. 
Detection Rate (D.R.) of an Intruder attack 

Detection rate:  
It is defined as ratio of total number of attacks detected 
and total number of attacks appeared [21]. 

 
        = Accuracy of proposed method 

     = Accurately detected packets as intruder. 
   = False detected packets as intruder. 

False positive rate (Frate)  

 
FPdetect is the rate at which false packet detection. 
F.P. is number of false packet detected. 
T.N. is true negative packet detected, the no. of legitimate 
records 

V. CONCLUSION 

This paper addresses the security issues of wireless sensor 
network. A more prominent intrusion detection system based 
on context level and trust level is introduced. This mechanism 
achieves more than 90% accuracy in detection of routing 
attack and sinkhole attack. The architecture suggested in this 
paper is used to develop two level of trust model. Where first 
trust level is sensor node to sensor node communication and 
second trust level is between sensor node and cluster head. 
The overhead of cluster head and base station is minimized in 
this way. Architecture will be tested on simulator ns2. 
Accuracy of 90% and 95% is expected in intrusion detection 
and context text detection respectively. 

DATABASE AT WSN 

Items Implications 

ID  The ID of a S.N. 

wij The number of interactions between C.H. i and S.N. j  

μ  The mean value of interactions between a C.H. and 

S.N.s that are at the same state in a cluster 

θ  The significant factor based on the value of wij  

s  The number of successful interactions between i and j  

f The number of unsuccessful interactions between i & j  

Dij  The Euclidean distance of data between average and j  

SITij  The interactive trust of S.N. j evaluated by C.H. i  

SHTij  The honesty trust of S.N. j evaluated by C.H. i  

SCTij  The content trust of S.N. j evaluated by C.H. i  

SOTij  The overall trust of S.N. j evaluated by C.H. i  

TSthi  The threshold of malicious S.N. detection 
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