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Abstract: Extensive use of the Internet coupled with 

tremendous growth in database applications have created a huge 

demand for database security. The concepts of e-governance, 

e-commerce, e-business, e-learning, and digital libraries are 

already in place and evolving across poles. This raises various 

concomitant threats such as illegal copying, illegal redistribution, 

tampering, forgery and authentication of copyrighted digital 

assets. Digital Watermarking is an effective technique which can 

be introduced for solving the above mentioned threats. Based on 

the detection of the Watermark, the ownership and the integrity of 

the data can be asserted. Database Watermarking techniques are 

generally classified into two: i.e., Robust or Fragile. Robust 

watermarking techniques are designed for copyright protection 

and fragile watermarking techniques are for authentication or 

integrity checking of data. Watermarking schemes for relational 

databases authentication are almost fragile in nature. These 

algorithms do not allow any legitimate modification of the data. 

In most of the cases, innocent distortions such as tuple and/or 

attribute sorting may be considered as tampering. In this paper, 

the research work proposes a novel semi-fragile watermarking 

technique for tamper detection of relational databases. The new 

semi-fragile scheme can detect and localize malicious 

modifications, while allowing authorized updates. Theoretical 

analysis and experimental results demonstrate that common 

database attacks can be detected with high rate of success.  

 

Keywords: Digital Watermarking, Relational Databases, 

Copyright Protection, Information Security, Database Attack, 

Semi-Fragile Watermarking Technique. 

I. INTRODUCTION 

Fragile watermarks and semi-fragile watermarks are primarily 

used to certify the integrity and authenticity of digital content. 

The fragile watermarking technique is used to achieve truthful 

authentication. It considers the digital contents as an entirety 

and does not allow any tampering. In the case of Relational 

Database even if there is only a single attribute value change, 

the data cannot pass the certification system. The semi-fragile 

watermark combines the advantages of both robust and fragile 

watermarking techniques together. 

Algorithms for semi-fragile watermarking technique for 

Relational Database authentication focus on the ability of the 

detection of tamper attacks carried out on the marked data. 

Because the semi-fragile watermark has a certain degree of 
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fragility, the algorithm can envisage the data authentication 

according to whether the marked data is tampered with or not. 

When the protected data suffers some kind of attacks, the 

information used for watermarking purpose will make a 

corresponding change as well. However, for authorized or 

innocent attacks, the semi-fragile watermark has a certain 

degree of robustness, so that the authorized and the malicious 

tampering or operations can be distinguished.  

In this paper, a semi-fragile watermarking method has 

proposed for authentication or verification of Relational 

Databases. The proposed scheme has the following features:  

 Robustness: 

Authorized updates in the marked data are possible 

without making any difference in the watermark 

information. 

 Fragileness: 

Unauthorized modifications of the marked data can be 

detected. Even a minute change in the attribute value will 

make changes in the watermark information. 

 Distortion Free: 

The insertion process in the proposed scheme does not 

perform a physical insertion, but does only a logical 

insertion of the marks to the underlying data. So the 

proposed technique is convenient for application which 

requires zero distortion on the attribute values of the 

database. 

 No Constraints on Data Type of Attributes: 

The proposed scheme considers all the attribute values of 

the Relation for extracting the Watermark Key and the 

scheme does not put any restriction on the type of the 

attributes of the relation (data). 

In this proposed scheme, a semi-fragile watermarking 

technique for relational databases, which authenticates or 

verifies the database even if the attacker tampers the data by 

changing the values of the attributes or tuples reordering of 

databases. The watermarking technique proposed is robust in 

the case of innocent attacks, since nothing will happen to the 

watermark even though the attacker tampers with the data by 

arranging them in different orders. And the watermark is fragile 

to malicious modifications of the data. This shows the 

semi-fragile nature of the watermark. The watermarking 

scheme proposed is robust since the watermark will not be lost 

even though the attacker changes the data values. The 

experiments show the effectiveness of the proposed scheme of 

watermarking for maintaining copy right information there by 

ensuring right protection to relational databases. 

The paper is structured as follows: Section 2 discusses the 

concept of digital watermarking, copy right protection, integrity 

checking and main challenges for watermarking relational 

databases and Section 3 presents the review of related works. 
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 Section 4 constructs the solution for embedding and 

extraction of watermark in relational databases. Section 5 

presents implementation details as well as experiments and 

evaluations of the proposed watermarking technique and 

Section 6 concludes. 

II. DIGITAL WATERMARKING, COPY RIGHT 

PROTECTION AND INTEGRITY CHECKING 

The main purpose of Digital Watermarking is to protect a 

certain content from unauthorized duplication and 

distribution by enabling provable ownership over the content. 

For protecting the copyright of databases, copyright 

information, message, or logo etc. are inserted or embedded 

in the databases, which is to be protected. The insertion 

algorithm embed copyright information which can be 

extracted later by the extraction algorithm to prove the 

authenticity and ownership. Even though, the copyright notice 

will not guarantee the ownership protection of the digital 

content, still it is used. Generally, the digital properties like 

databases, software, images, audio and videos contain 

copyright information, may be visible or invisible. It is 

desirable to achieve very high level of robustness for 

copyright protection watermarking.  

The digital watermark can be considered as some kind of 

information that is embedded into digital assets for detection 

of tampering, authentication, traitor tracing, etc. [1]. The 

scheme which is used for digital watermarking can be 

perceptible or imperceptible, depends on its detectability in 

the watermarked content [2], [3]. Again, the scheme of a 

watermark may be robust or fragile. In robust watermarking 

technique, the changes to the marked content will not affect 

the watermark and in fragile technique, the watermark 

destroyed when the marked content is tampered or modified. 

Watermark can be classified into blind or informed on the 

basis of data requirement during extraction process. While 

extracting watermark in the case of blind watermarking, the 

original content is not required. But in the case of informed 

watermarking, the original content is required. Zero 

watermarking scheme is blind watermarking in which the 

original content is not modified when watermark is inserted 

into it. 

Watermarking techniques used for text and multimedia 

could not be used for watermarking relational databases. The 

relational data defers from multimedia data in many respects: 

(i) Low redundancy: Relational databases, by design, focus on 

preventing redundancy within the data pool. Conclusively, 

low redundancy means high entropy, which minimizes 

potential possibilities of hiding additional information, (ii) 

High sensitivity to alterations: Certain databases, tables or 

attributes do not tolerate even slight modifications to the 

stored values, required to embed hidden information (e.g. 

medical, military and/or research data sets)., (iii) Frequent 

modifications Typical database tables are subject to frequent 

modifications, like table updates and row inserts. These 

processes can heavily distort or even delete an embedded 

watermark [4]. In the case of text watermarking, the 

watermarking scheme make use of special properties of text 

formatting and semantics. For instance, text watermarks are 

often introduced by altering the spacing between words and 

lines of text [5]. 

A major share of the traditional watermarking techniques 

developed for protecting the relational databases introduce 

some marks or errors into the data, to be watermarked, during 

the watermark insertion process [6]-[18]. Even though the 

distortions introduced by the insertion process are assumed to 

be minor, they inevitably reduce the usefulness and quality of 

the protected data. For example, attributes like date of birth, 

social security number, GPS coordinates, etc. might not 

tolerate such alterations in the data. Similarly, any distortion 

to the categorical data may be considered as significant. 

Another issue is the intrinsic strife between robustness and 

imperceptibility of the watermark information. Generally, the 

more changes introduced by a watermark scheme, the more 

secure is the watermarking technique. 

III. RELATED WORKS 

During the past two decades, numerous research papers 

have been published on digital multimedia watermarking 

techniques, including image, audio and video data as carrier. 

Database watermarking, on the other hand, is being in a rather 

early stage of research, whereas different approaches are of 

considerable interest. Many watermarking schemes have been 

published for integrity verification of relational database. 

Agrawal et al. proposed a watermarking scheme, which is 

based on attribute having numeric data type and marking is 

done at bit-level [4]. In this technique the watermark bits are 

hidden in the least significant bits of attributes in selected 

tuples.  

Sion et al. proposed watermark scheme for numerical data 

for relational databases [2]. In this proposal, the scheme is 

dependent on a secret key which is used to insert in the 

normalized data set using the most significant bits.  The data 

set is divided into partitions using markers and the partition 

statistics is varied to hide watermark bits.  

Li et al. [19] proposed a fragile watermarking technique 

for tamper detection of categorical data. The tuples in the 

relation are first divided to partitions. Embed the watermark 

by physically modifying the order of the tuples without any 

legal updates to the database. 

In order to mark any type of data, including integer, real, 

character and boolean, a public watermarking technique is 

proposed by Li and Deng [20] without dread of any error 

constraints. The unique feature of this scheme is that, no 

secret key is used and it can be verified in the public domain 

as many times as necessary. A public key, which is obtained by 

one-way hashing from various information like the identity of 

the owner(s) and characteristics of the database, is used in 

both the embedding and detection phase. The characteristics 

may the name of the database and its version. 

Bhattacharya and Cortesi [21] proposed a watermarking 

technique which has the same algorithmic steps followed by 

Li and Deng’s technique [20]. The two distinguishes in such a 

way that the scheme proposed by Li and Deng considers a 

private key instead of using it as public, and due to this, the 

watermark key cannot be verified in the public domain. 

Besides, the former is based upon partition and considers the 

binary watermark extracted as an image that is utilized to 

prove the authenticity. 

Insertion of new tuples in the database relation being 

protected is the step on which the watermarking approaches 

proposed in [22]-[25] are based.  
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A process meant to create fake records and inserted them 

incorrectly into the database has been explained by 

Pournaghshband in [22]. The attributes which are treated as 

candidate key and susceptibility level of non-key attributes 

are taken care of by this fake records formation algorithm. In 

this technique, the Bernoulli sampling probability pi is 

applied for the ith non-key attribute Ai and the purpose being 

to decide its fake value which may be selected consistently or 

as the value with higher occurrence frequency in the existing 

set of values of Ai in the relation.   

Safeguarding of both textual and numerical relational data 

was the objective of the method devised by El-Bakry and 

colleagues [23]-[25]. This technique hides only one tuple s 

watermark in the database relation, instead of adding many 

fake tuples. The process computes the values of the new 

record applying a function which is based on the numeric 

values of the data which is stored in the original records. The 

scheme proposed uses two different algorithms for numeric 

and non-numeric attributes. Besides, no extra storage space is 

necessary as needed when adding new columns as proposed in 

[26]. 

The fragile watermarking technique introduced by 

Prasannakumari in [27] is explained as: the database relations 

are altered by inserting a virtual attribute which will serve as 

watermark information containing parity checksum of other 

attributes. Obtain the aggregate value from any of the numeric 

attribute of all records. The process of virtual attribute 

insertion is then performed independently for each 

non-overlapping partition obtained from the original relation. 

The proposal made by Kamel [28] is an R-tree structure 

based watermarking technique in contrast to the traditional 

watermarking schemes. The proposal explains fact that R-tree 

is not putting any conditions in the order of entries inside the 

node. Arrangement of entries inside the R-tree is made 

relative to a secret initial order, in this method in such a 

manner so as to correspond to the value of the watermark. 

The objective of the scheme proposed by Tsai et al. [29] is 

maintaining the integrity of the information of databases. It is 

based on the mechanism of public authentication. In this 

scheme a watermark W is created first as an n×√n image, 

where n represents the number of records in the relation, 

besides four corners having mark of the owner. 

In [30], Murugan R et al. proposed a new robust 

watermarking scheme which is used to protect the copyright 

information of relational databases. The proposed technique 

is based on the zero-watermarking approach. For generating 

Watermark, the scheme uses an image as secret key. The 

algorithm which embed watermark into the data will not insert 

any additional information into the database values. 

IV. PROPOSED TECHNIQUE 

Let us suppose the relation R(Pk, A1, A2,…, An-1) being 

watermarked, with  primary key Pk  and  non-key  attributes   

Ai (i = 1,…, n-1). Most of the watermarking techniques for 

checking the integrity of relational databases are of fragile in 

nature. But in this literature, the research proposes a 

semi-fragile scheme of watermarking which is robust to 

innocent type attacks and is fragile to malicious type attacks. 

Table-1 shows the notations used in various parts of this 

paper. 

 

 

Table-1. Notations 

Symbol Description 

R Native Relation 

Rm Watermarked Marked Relation 

Pk Primary Key of the Native Relation 

K Private Key 

m Number of Records 

n Number of Attributes 

Ai Name of i
th

 Attribute; i = 1 to n 

tj j
th

 Tuple of the relation; j = 1 to m 

Ht Hash value of Relation 

Hp Hash value of Key Attribute 

HAi Hash value of Attribute Names; i = 1 to n 

AVi Attribute value of i
th

 attribute 

HAVij 
Hash Attribute value of i

th
 attribute in the j

th
 

column 

Nti i
th

 attribute value of the Newly Created Tuple 

WMr Registered Watermark 

WMc Computed Watermark 

Hash Hash Function 

CA Certification Authority 

A. Overview of the Approach 

All the attributes of a relation have equal participation in 

most of the algorithms which support fragile type 

watermarking schemes. And in many situations, the intended 

users of a database may require all the tuples of a relation, but 

need not be in the same order as in the original relation. The 

tuples may be in different sort orders on the basis of different 

tuples or attributes. In the proposed work, the Owner 

categorizes the users into two groups. The former is supposed 

to do some innocent attacks like changing sort orders and the 

latter does some kind of malicious attacks like data value 

modifications. That is, the scheme specified in this chapter 

allows authorized modifications of the database by restricting 

unauthorized updating. 

In this proposed technique, the watermark is used to verify 

the integrity of the database on different types of attacks. The 

watermark is robust in the case of innocent attacks, since the 

mark will not lost even after the attacker modified the data by 

arranging them in different sort orders. And the watermark is 

fragile to malicious modifications of the data. This shows the 

semi-fragile nature of the watermark. In the proposed 

algorithm a watermark is logically embedded in all the 

attributes of the database.  
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All the attributes and all the tuples should be sorted before 

the watermark insertion process. The same order of the 

attributes and tuples should be maintained at the detection 

phase also.  

This algorithm integrity of the data is maintained even 

while allowing the authorized updating of data for intended 

users. The two phases of the proposed watermarking schemes 

are: 

 watermark insertion scheme 

 watermark detection scheme 

B. The Process of Watermark Insertion 

The watermark insertion phase describes the algorithm 

used to embed watermark in the database is illustrated in the 

watermark insertion phase. The inputs in the insertion phase 

are the native database and the private key. The private key 

can be a logo or any image given by the database owner, 

which is known only to the database owner. The key attribute 

will be bring out from the metadata of the database. The 

process of insertion is portrayed in Fig. 1. 

The watermark insertion process is illustrated as follows: 

Step-1.  Input the Native Database (R), Private Key (K). 

Step-2.   Find the Hash Value of the Database (Ht). 

Step-3. Find the Key Attribute (Pk) using the metadata. 

Step-4. Sort the Tuples in the ascending or descending order 

of Key Attribute.  

Step-5.  Find the Hash Name Values of all the attributes. 

Step-6. Sort all the columns on the basis of the ascending or 

descending Hash Name Values of the attributes. 

Step-7. Generate a New Tuple by processing each attribute 

value of the existing tuples. 

Step-8. Obtain the watermark (WMr) by combining the Hash 

Values of the newly created tuple, Hash value of the 

Relation and the Secret Key which is known only to 

the Owner of the database.  

Step-9. Register the Native Database, Key Attribute (Pk), 

Private Key (K) along with the Watermark (WMr) 

with the Certification Authority (CA). 

 

Fig. 1. Process of Watermark Insertion 

C. Watermark Insertion Algorithm 

The algorithm for watermark insertion is described in 

Algorithm 1. The Database and Private Key are the inputs and 

Watermark Key is the output. 

Algorithm-1. Algorithm for Watermark Insertion 

// Inputs are the Database, Private Key // 

1 Inputs R, K 

2 
Obtain the Key Attribute Pk, Hp=Hash(Pk), 

Ht=Hash(R || Hp) 

3 Sort the tuples t1,t2,…, tm in the order of Pk. 

4 For i = 1 to n 

 HAi = Hash(Ai); 

5 
Sort AVi, i = 1 to n of each tuple in the order of HAi, 

i = 1 to n; 

6 Nti=Hash(sum(HAVij), j = 1 to m), for all i = 1 to n; 

7 WMr = Hash(Ht || Hk || Nti, for all i = 1 to n) 

8 Register R, K, and WMr with CA 

D. The Process of Watermark Detection 

In detection process, the algorithm extracts the watermark 

and that can be used for checking the Integrity of the 

Database. The generated watermark key from the marked 

database, is compared with the registered key for 

substantiation. Fig. 2 shows the process of watermark 

detection. 

 

 
Fig. 2. Process of Watermark Detection 

 

The process of watermark detection can be illustrated by 

the following steps: 

 

Step-1.  Input the Marked Database (Rm). 

Step-2. Obtain the Private Key (K) and the Registered 

Watermark Key (WMr) from the Certification 

Authority. 
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Step-3.   Find the Hash Value of the Database (Ht). 

Step-4. Find the Key Attribute (Pk) using the metadata. 

Step-5. Sort the Tuples in the ascending or descending 

order of Key Attribute.  

Step-6.  Find the Hash Name Values of all the attributes. 

Step-7. Sort all the columns on the basis of the ascending or 

descending Hash Name Values of the attributes. 

Step-8. Generate a New Tuple by processing each attribute 

value of the existing tuples. 

Step-9. Obtain the watermark (WMn) by joining the Hash 

Values of the newly created tuple, Hash value of the 

Relation and the Private Key which is known only 

to the database owner. 

Step-10. Watermark generated from the marked database is 

compared with the registered watermark (do 

compare WMn and WMr). 

Step-11. If similarity exists, then display “Verified Data”. 

Or else if the keys are dissimilar then the out will be 

“Tampered Data”. 

E. Watermark Detection Algorithm 

Marked database is the input to this algorithm. The Key 

Attribute, Private Key and the registered Watermark Key will 

be accessed form the certification authority. The watermark 

obtained as the output of this algorithm can be used for 

similarity checking with the registered Watermark Key of the 

native database. Algorithm 2 illustrates the algorithm for 

watermark detection. 

Algorithm-2. Algorithm for Watermark Detection 

// Input – Watermarked Database// 

1 Input Watermarked database Rm 

2 Obtain the Key Attribute (Pk), Private Key (K) and 

registered (WMr)  from resource center 

3 Obtain the Hp=Hash(Pk),  

Ht=Hash(Rm || Hp) 

4 Sort the tuples t1,t2,…, tm in the order of Pk. 

5 For i = 1 to n 

       HAi = Hash(Ai); 

6 Sort AVi, i = 1 to n of each tuple in the order of HAi,  

i = 1 to n; 

7 Nti=Hash(sum(HAVij), j = 1 to m), for all i = 1 to n; 

8 WMn = Hash(Ht || Hk || Nti, for all i = 1 to n) 

9 WMn = Hash(Combined HA[i] for all i from 0 to n-1) 

10 If  WMn == WMr then 

 Output “Verified Data”; 

 Else 

 Output “Tapered Data”; 

V. RESULT ANALYSIS 

The proposed technique is of type semi-fragile, that is, the 

fragility of the watermark depends on the nature of attack on 

the attribute values of the relation. The proposed method is 

useful for both innocent and malicious attacks on the attribute 

values. Attribute reordering and sorting of records in a desired 

order constitute innocent attacks since these attacks will not 

change the attribute values of the relational databases. But 

changing the values of attributes, addition and deletion of 

tuples/attributes are of malicious in nature. The Watermark 

key in this type of scheme withstands the innocent types of 

attacks which do not change the attribute values. 

A. Innocent Attacks 

Innocent attacks will not make any changes to the data 

values. Attacks of this type may change the sort order of the 

records and/or the order of the attributes. In this proposed 

technique, formulating the watermark key is only after sorting 

the attribute values on the basis of attributes and records in a 

predefined order that is known only to the owner of the 

database. That is, the watermark scheme is robust to innocent 

attacks. Table-2 illustrate the outcome of innocent attacks on 

a Relational Database. 

Table-2. Robustness Results due to Innocent Attacks 

Basis of 

Reordering of 

Data 

Criteria Taken 
Watermark 

Detection Rate 

Tuples 

Ascending order 

of Primary Key 
100 % 

Descending order 

to Primary Key 
100 % 

Attributes 

Existing Order 100 % 

Arbitrarily 

disordered 
100 % 

 

B. Data Value Modification Attack 

In data value modification, values of one or more attribute 

can be changed maliciously. The modifications in the data 

values of the relation result in the generation of a new 

watermark that will be different from the already obtained 

watermark using the original data. In other words, the 

watermark generated is fragile in nature. Table 3 shows the 

result analysis and the nature of Fragility and Tamper 

detection on different rates of Update Attack. 

Table-3. Detection of Malicious Data Modifications with 

Different Rates of Attacks – Result Analysis 

Insertion 

Attack 

Rate 

Deletion 

Attack 

Rate 

Update  

Attack 

Rate 

Tamper 

Detection 

Watermark 

Fragility 

10 % 10% 10% 
Yes 

(100%) 
100 % 

30 % 30 % 30 % 
Yes 

(100%) 
100 % 

50 % 50 % 50 % 
Yes 

(100%) 
100 % 

70 % 70 % 70 % 
Yes 

(100%) 
100 % 

90 % 90 % 90 % 
Yes 

(100%) 
100 % 

The result analysis shows that the tamper detection and 

watermark fragility is hundred percentage for any quantum of 

insertion, deletion or update attacks to the database as shown 

in Figure 3 and Figure 4. 

C. Subset Attack 

In this types of attacks, a set of new records or attributes are 

added to a watermarked database. This causes a change in the 

newly generated watermark during the detection process. The 

Table 3 gives the tamper detection and fragility rates on 

various volume of insertion attacks. 
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Fig. 3. Watermark fragility results on various rates of 

attack 

 

Fig. 4. Watermark tamper detection results on various 

rates of attack 

The experimental results illustrated in this paper, as Table 

2 and Table 3, show that the watermark is adversely affected 

by even minor malicious data value modifications and the 

watermark withstands for reordering of tuples and/or 

attributes of any kind. The new watermarking scheme 

presented in this chapter allow authorized modifications to the 

data to be protected without allowing unauthorized updates.  

The experiment conducted showed that the new scheme of 

this research is in the nature of Semi-fragile. Java and the 

Database Management System MySQL is used for 

implementing and testing the algorithm of the proposed 

scheme. Testing is conducted with a non-transactional data, 

from GitHub link https://github.com/datacharmer/test_db. 

The dataset contains 2500 tuples, with attributes having 

datatypes such as numeric, non-numeric and date. A partial 

set of data values is given in Figure 6. The primary key 

“emp_no” of the relation “WM_EMPLOYEES” is obtained 

from the metadata. An image as in Figure 5 is selected from 

the workstation as the secret key for creating the watermark. 

 
Fig. 5. Secret Key 

 

Fig. 6. Partial Employees Dataset 

The research work verified to make sure that the proposed 

scheme is robust for innocent attacks and is fragile for data 

value modification, subset and superset types of attacks. This 

shows its Semi-fragility. This scheme allows authorized 

modifications but resists unauthorized data modification. In 

this process SHA256 hashing method is used and the 

generated Watermark for the purpose of registration is of 64 

characters in length. 

VI. CONCLUSION 

In this paper, a Semi-Fragile Watermarking Scheme is 

proposed for Integrity Checking of Relational Databases. The 

proposed technique uses zero-watermarking approach and 

uses an image as private key for formulating the Watermark. 

The insertion algorithm does not induce any information into 

the cover data. The watermark computed using the proposed 

scheme, is registered with an Authority which can be later 

used for resolving dispute in connection with the authenticity 

or ownership. Without inserting any marks to the host data, 

the proposed scheme maintain its quality and usefulness. The 

proposed scheme is also suitable for watermarking database 

attributes of variant types. That is, there is no restriction on 

the data types of attributes selected for watermark insertion. 

Based on both theoretical analysis and experiments, the new 

proposed scheme demonstrated that the formulated 

watermark is Semi-Fragile and the scheme is effective in 

detecting any type of malicious attacks on the data. 
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