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Abstract: Wireless Sensor Network (WSN) is susceptible to 

various kinds of security attacks such as the misdirection attack.  
Detection of misdirection attack in WSN is a difficult job.  The 
malicious node misdirects the arriving packets to a node other 
than the purposive node in the path from the source to the 
destination. Consequently, it introduces high end- to- end delay in 
the network. A novel technique for detection of misdirection 
attack in WSN without using cluster heads is proposed in the 
paper. The proposed detection technique has been implemented 
using Omnetpp 5.4.1 on four different network scenarios (10, 20, 
30, and 40 numbers of nodes) and varying number of malicious 
nodes. The results of simulation shows that the proposed 
technique delivers better detection rate with reduced end- to- end 
delay compared to the detection method which uses cluster heads. 

 
Keywords: Misdirection Attack, Malicious Nodes, Security 

Wireless Sensor Network. 

I. INTRODUCTION 

Wireless Sensor Network (WSN) consists of many 

sensor nodes which is scattered randomly in an area of interest 
[1][2]. The components of a WSN include sensor node, base 
station, gateway, patch network and transit network. The 
sensor nodes are able to sense and process data from the 
environment. The sensor node is a low cost and has low 
battery lifetime. The base station collects the sensed data, 
analyzes it and forwards it to the remote server. The gateway 
acts as an interface between WSN and other networks. The 
possibility of quick and easy deployment of WSN makes it 
very popular for application in various areas namely military, 
medical science, remote sensing, disaster management etc. 
Despite its gaining popularity, the WSN is also vulnerable to a 
number of security attacks [3]. Misdirection attack is a type of 
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Denial of Service (DoS) attack where the data packets are 
transferred to another node instead of forwarding to an 
intended node that will ultimately require higher delay and 
hence decreases network throughput. Misdirection attack is 
basically of two types: the one where the packets are 
transmitted to a node nearer to the intended destination node 
and the other one is where the packets are transferred to a 
node that is placed at a far distance from the intended 
destination [4]. The first type of the misdirection attack is less 
harmful than the second type of misdirection attack [5]. In the 
first type, packets arrive at the intended destination node 
through a different path instead of using the defined path. 
Consequently the network delay becomes longer delivering 
minimum network throughput performance. The second type 
of misdirection attack is more harmful as an infinite path may 
be formed and the packets never reach the target or 
destination node. This will result in infinite value in maximum 
delay and giving network throughput performance to be zero 
[6]. 

Efforts have been made over the years to develop 
techniques, methods and algorithms that can precisely detect 
various security attacks such as wormhole attack [7], black 
hole attack, misdirection attack etc. in wireless networks. A 
few techniques for detecting misdirection attack in WSN is 
reported in the current literature. The various techniques 
developed to detect the misdirection attack in wireless 
networks include cluster based detection methods [8], 
[9]including its variants such as using enhanced LEACH 
protocol [10] and recursive application of LEACH clustering 
techniques [11]. In cluster based detection method, a node 
having the highest energy is the cluster head.  The source node 
keeps tract of the buffer and the buffer has entry for every 
packet that are transmitted along with a time stamp value as 
per sequence number of the packets. Buffer allocation is done 
by the cluster head. The cluster head has information about all 
packets. It    compares the sequence number of the all the 
packets with the sequence number of those packets 
transmitted in the defined path as well as the value of time 
stamp. The previous node in the path will be deleted if a 
mismatch in the packet sequence number is found. Also a 
mismatch in time stamp value will lead to detection of a 
suspicious path. Hence the selection of a favorable path for 
data transmission begins. In this way the misdirection attacker 
is identified and detected by the cluster based technique.  
Using enhanced LEACH protocol the authors in [10] have 
proposed a method to detect malicious node in WSN.  
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A modified version of cluster head selection approach 
based on lifetime of battery and distance for detection of 
malicious nodes has been adopted. LEACH clustering 
techniques has been recursively applied for detection and 
prevention of DoS attacks in WSN [11]. Here the LEACH 
algorithm is used to construct clusters. A node that transmits 
an excess amount of packets than the permitted amount will 
be considered as a malicious node. All packets transmitted by 
this malicious node are blocked and a message is broadcasted 
to all cluster nodes informing it as an intruder node. 
Topological delay and throughput analysis in wireless sensor 
network can be seen in [12].  In this paper, an algorithm to 
detect the first type of misdirection attack is proposed without 
using cluster head formation and implemented in Omnetpp 
5.4.1 simulation software. Simulation results shows that the 
proposed algorithm delivers better detection rate with 
reduced end- to- end delay compared to the detection method 
which uses cluster heads. 

II.  PROPOSED ALGORITHM 

In the proposed algorithm, a path for data transmission in 
WSN is defined along with assignment of a fixed unit of time 
(time slice) for the nodes to transmit the data to its next 
neighboring node in the defined path.  A time parameter 
called start time of each node is calculated by adding with the 
packet transmission time of the previous node with the current 
node in the defined path. The difference in the start time of a 
node with its previous node in the defined path can be 
compared to detect the presence of a misdirecting node. If the 
difference in start time of a node is comparatively higher than 
its previous node, then it can be reasoned out that the previous 
node had misdirected the packets to some other nodes not 
present in the defined path. Due to this longer transmission 
time has taken than the normal time defined for the network. 
In this way, the misdirecting node in WSN can be detected. 
The proposed algorithm to detect misdirection attack in WSN 
is given below. 
________________________________________________ 
Input: A WSN under misdirection attack 
Output: Attack detection, End- to-end delay 
_______________________________________________ 
Step 1: Set up a network with n number of nodes. 
Step 2: Enforcing Misdirection Attack: 
Step 2.1: Set up an optimal path from source to destination. 
Step 2.2: Initialize multiple packets for transferring from 
source to destination in the              predefined path. 
Step 2.3: For i = 1 to n 
                             Packet[i] = new cPacket(“Data”); 
Step 2.4: Transfer the packets in the predefined path. 
Step 2.5: Route the packets to any other node than the ones 
present in the defined   path. 
Step 3: Detection Of Misdirection Attack: 
Step 3.1: Assign ‘t1’ units of time for transferring of packets 

from single node to the other in the defined path. 
Step 3.2: So for each node, 
 Start time = Transmission time of the previous nodes in the 
path + ‘t1’; 
Step 3.3: Calculate the start time of transmission for each of 
the nodes in the path. 
  Step 3.3.1: If the difference in start time of the node with the 
previous node is high,then, previous node is a malicious node; 

          Else, node is a normal node ; 
Step 4: End. 
_______________________________________________ 

III. IMPLEMENTATION AND RESULT ANALYSIS 

The proposed algorithm has been implemented using 
Omnetpp 5.4.1simulation software on four different network 
scenarios (10, 20, 30, and 40 numbers of nodes) and varying 
number of malicious nodes and time slice of 2seconds. The 
observed misdirection attack detection ability using the 
proposed algorithm is given in Table I. It can be seen that the 
presence of misdirection attacker node in the wireless sensor 
network is correctly detected for all WSN configurations as 
shown in Table I. However, WSN having 10 nodes was small 
and introduction of 3 or more malicious nodes was 
problematic. Similarly, WSN having 20 nodes under 4 
numbers of malicious nodes was not simulated. Hence a blank 
entry is indicated for such cases in Table I. 

 
Table I: Observed misdirection attack detection ability  

Number 
of nodes 

Number of misdirecting/malicious nodes 

1 2 3 4 

10 Detects Detects   

20 Detects Detects Detects  

30 Detects Detects Detects Detects 

40 Detects Detects Detects Detects 

 
The end-to-end delay in milliseconds (ms) obtained 

through the results of simulation for various WSN 
configurations in presence of varying number of misdirection 
attacker nodes are listed in Table II.  

 
Table II: End-to-end delay simulation result using 

proposed algorithm 
Number 
of nodes 

Number of malicious nodes 

1 2 3 4 

10 7.53ms 8.79ms   

20 11.30ms 12.56ms 13.81ms  

30 15.07ms 16.33ms 17.58ms 18.84ms 

40 18.84ms 20.10ms 21.35ms 22.61ms 

 
The graphical plot of the end-to-end delay for various 

Wireless Sensor Networks in presence of 1, 2, 3 and 4 
numbers of malicious/misdirection attacker  nodes using 
proposed technique is shown in Figure 1. 
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Figure 1: End-to-end delay (Proposed algorithm)  

 
It can be seen from the graphical plot given in figure 1 that 

the end-to-end delay increases with the increase in number of 
misdirection attacker nodes in the WSN. Also a gradual 
increase in the WSN nodes increases the end-to-end delay. 
This is possible as more routes are available in the network 
due to increased size of WSN. Figure 2 shows the graphical 
plot of end-to- end delay parameter for all scenarios of WSN 
in presence of misdirection attack using cluster based 
approach.  A graphical plot that compares the end-to-end 
delay parameter of the proposed algorithm and the cluster 
based algorithm is shown in Figure 3 to Figure 6 for WSN 
with nodes configuration from 10 to 40 nodes. It is observed 
from Figure 3 to Figure 6 that the proposed technique 
performs better than the cluster based technique giving 
reduced end-to-end delay in all scenarios of WSN. 

 

 
Figure 2: End-to-end delay (cluster based) 

 
The end-to-end delay parameter increases with the increase in 
the number of misdirecting nodes as shown in Figure 2 using 
Cluster based approach. 
 

 

 

 
 
 
 
 
 
 
 
Figure 3: End-to-end delay comparison (10 nodes WSN) 

It can be observed from Figure 3 that the end-to-end delay for 
WSN with 10 nodes using proposed technique is lesser than 
the Cluster based technique.  Hence the proposed algorithm 
performs better than the Cluster based technique. 
 
 
 
    
 
 
 
 
 
 
 
 
 
Figure 4: End-to-end delay comparison (20 nodes WSN) 
  
Figure 4 shows that the proposed technique performs better 
than the Cluster based technique when implemented for WSN 
having 20 nodes. Similarly, the performance of the proposed 
algorithm is better than the Cluster based technique for WSN 
having 20 & 30 nodes as shown in Figure 5 and Figure 6 
respectively.  
 
 
 
 
 
 
 
 
 
 
 
Figure 5: End-to-end delay comparison (30 nodes WSN) 
 
 
 
 
 
 
 
 
 
         
 
 
Figure 6: End-to-end delay comparison (40 nodes WSN) 
 
Table III shows the consolidated comparisons of end-to-end 
delay simulation results (in milliseconds) between cluster 
based technique and the proposed technique. All Simulations 
have been carried out using Omnetpp 5.4.1simulation 
software in windows 7 environment. 
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Table III: Comparison of end –to-end delay simulation result 
 

No of 
Nodes 

 

No of Malicious Nodes 
1 2 3 4 

Proposed Cluster 
based 

Proposed Cluster 
based 

Proposed Cluster 
based 

Proposed Cluster based 

10 7.53ms 12.05ms 8.79ms 17.05ms     
20 11.30ms 15.82ms 12.56ms 20.82ms 13.81ms 25.23ms   
30 15.07ms 19.05ms 16.33ms 24.59ms 17.58ms 29.59ms 18.84ms 34.55ms 
40 18.84ms 23.37ms 20.10ms 28.56ms 21.35ms 34.05ms 22.61ms 39.07ms 

IV. CONCLUSION 

An algorithm to detect misdirection attack in wireless 
sensor network has been proposed and implemented in the 
paper without using cluster heads. It is found from the results 
of simulation that the proposed algorithm performs 
comparatively better than the commonly used cluster based 
algorithms [8][9][10] to detect misdirection attack in WSN by 
taking lesser end-to end delay parameter. The proposed 
algorithm may be applied to detect other attacks such as 
replay attack and routing information protocol attack in WSN. 
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