
International Journal of Recent Technology and Engineering (IJRTE)  
ISSN: 2277-3878, Volume-8 Issue-5, January 2020 

2093  

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number: E5794018520/2020©BEIESP 
DOI:10.35940/ijrte.E5794.018520 
Journal Website: www.ijrte.org 
 

Design and Analysis of IOT Based Real Time 
System for Door Locking/Unlocking using Face 

Identification  
Ajitesh Kumar, Mona Kumari 

Abstract: In this era we are facing security issues in every 
aspect. So for resolving this issue we are proposes a real time 
application controlled door locking/unlocking mechanism which 
harnesses the power of IOT and machine learning for smooth 
functionality. The door unlocking system proposed here uses a 
Raspberry Pi 3 model B for computation along with a Pi Camera 
to take face as an input of the user. Also in order to make door 
unlocking fail proof, fingerprint sensor is used. Scenarios like 
bad lighting and camera failure can be easily dealt using this 
sensor. The face detection and recognition system used for door 
opening will be able to learn user’s faces from time to time and 

update its dataset. So any subtle changes in the face of user like 
addition of spectacles or removal of beard can be easily dealt 
with.  
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I. INTRODUCTION 

Automation and security have become an important aspect 
of life. Internet of Things has proved to be the harbinger of 
automation coupled with security to the naïve users. Live 
video monitoring has been around for quite a time. Video 
surveillance has become quite smart and efficient these 
days. With the power of image extraction and processing, 
feature identification of live video has become popular. 
Video input will be streamed and stored using Pi Camera 
module. After gathering processed image from live video 
feed a face recognition algorithm is made to run on that 
image. Using Haar Cascade classifier for face detection, 
faces present in the processed image are extracted. Then 
each face is matched from the previously trained model and 
confidence percentage is calculated. If confidence 
percentage is more than 80% then a control message is sent 
to the servo motor via Raspberry Pi. This control message 
will start servo motor hence the door knob or handle will be 
rotated. 
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II. SYSTEM OVERVIEW 

III. This door locking/unlocking system mainly uses 
the facial identification. We are using the latest camera 
module to capture the image and verified with stored 
database and if image match then send a message to the 
admin and if admin send back a security code in the form of 
OTP then system open the door and if OTP should not 
match with stored data then system will never allow the user 
to open the door. 
The complete proposed system will consists of Raspberry Pi 
3 model B, Pi camera module, a fingerprint sensor, a 
MG995 Tower Pro Servo motor along with the required 
circuitry for connection. 
Functional modules for operation of the system are as 
follows: 
Step1. Storing user data 
Step2. Model for training of user face 
Step3.Face detection from video input 
Step4. Face recognition 
Step5. Giving unlocking permission 
Step6.Remotely controlling door unlocking 
For above said steps the system regularly updating data set 
of known faces. 
 

Fig. 1 System Architecture for proposed model 
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Fig. 2   Blocks Diagram 

IV. PROPOSED METHODOLOGY 

Whenever a person arrives at the door and looks towards the 
camera then faces of the person is extracted from the feed 
and stored in the system. Then pre-processing of the 
extracted face is done. Further the face is matched with 
existing database of user(s) face. Accordingly access 
permission is granted to the person in case he/she is a known 
user. If not then an alert message is sent to the administrator 
who can remotely give or deny permission for door 
unlocking. Let’s dive into various methodologies for now. 

3.1 Storing user data:  

We have collected user’s facial data from over a thousand 

images. Also these images have been cropped to a desired 
size and only relevant details like forehead, chin and eyes 
have been considered as a sample. All the background 
details which is not a legitimate face has been dropped for 
the sampling process. 

3.2 Model for training of user face:  

In order to make raspberry pi3 learn user’s face, LBPH Face 
Recognizer is used. Local Binary Patterns Histogram is a 
popular face recognition algorithm which labels the pixels 
of an image by creating threshold value for neighbouring 
pixels and result generated is a binary number. For each 
image of the user (we collected a thousand of them) we are 
taking 3X3 matrix from top left corner. Considering the 
middle pixel of matrix as threshold, we classify each pixel   
value. Converting this new binary value into decimal gives 
the new pixel value of the middle pixel of the 3X3 matrix. 
This process of generating matrix is applied to complete 
image. After that for each image, a histogram is generated 
from the above generated pixel values. Each histogram 
represents the features of one particular image.   

3.3 Face detection from video input: 

 In order to capture photo frame of user from a live video we 
have used a Pi Camera module. After getting a live video 
input from Pi Camera, haar cascade frontal face classifier is 
used to get region of interest from the video stream. This 
face classifier helps in differentiation of faces from non-
facial objects.     

3.4 Face Recognition:  

After the training of LBPH algorithm using genuine faces, 
now a new unknown image is given as input to the trained 
model for recognition. This new face is generated from the 
above step of collection of faces from video stream. A 
histogram for this new image is generated using the same 
LBPH algorithm. Now for matching of faces, we compare 
the histograms of trained faces model and the histogram for 
new unknown face. Here we are using Euclidean distance 
formula for comparison.  
 

 

This Euclidean distance gives us a confidence value. Lower 
the confidence value means higher is the possibility of 
authentic user. It is because here confidence values shows 
how much closely related the two histograms are. 

3.5 Give unlocking permission:  

We have set the confidence value to 80% for this system. If 
the confidence value is more than that, then a trigger 
message will be sent from general purpose input output 
(GPIO) pin of raspberry pi to the servo motor. This trigger 
message will start the servo motor. Ultimately the motor 
will generate desired amount of torque for rotating the door 
handle.  

3.6 Remotely controlling door unlocking: 

 If any unknown face is detected then a prompt message will 
be send to the user of the device. Then user can remotely 
give unlock permission through the prompt dialog box. This 
feature will allow remote unlocking of doors for guests or 
relatives coming in the house. 

3.7 Regularly Updating data set of known faces:  

In order to handle subsequent changes occurring in the face 
of the user like growing beard or wearing eye glasses, we 
will constantly update the data set collected for the user. 
Here using time as a constraint, we will capture some new 
faces of the user with time in order to handle changes.  

3.8 Handle poor camera vision: 

 In cases where user is not detected by camera due to bad 
light we have installed a fail-safe mechanism by the help of 
fingerprint sensor. In cases where door is not unlocked then 
user can use the fingerprint sensor to get access through the 
door.      

V. IMPLEMENTATION AND RESULT 

For getting better understanding of proposed model so we 
need some experimental setup.  
Who are authorised by admin firstly stands in front of 
camera and it will capture the image of person and stored in 
the admin database images. If the stored images is 
recognized with captured image the door will be 
lock/unlocked. When person image not recognized then 
system send capture image to 
the admin and wait for the OTP 
by admin. 
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 If admin allow with OTP to the system then system allow 
the person for lock/unlock and store the captured image in 
the admin database. 
 

 

 

Fig. 3 Working Model 

The complete hardware setup is shown above to detect real 
time faces of persons and send for matching with the 
databases images. This system tested with different IoT 
setup. 

Table 1: Shows the accuracy of the proposed system 

Simulation Setup Considering Parameters 
Images for training  20 images  
Images for tested  5 images  
Image Size 110*120  
Normal condition  85 %  
Illumination condition  73%  

 

 

Fig. 4 Time Graph For Praposed Model 

This is a time graph of accuracy for performance and time 
taken for detection of faces as a real data should receive. We 
get better result as system trained the data which are stored 

in the database and face detection should be very easy. That 
simply shows if the image is found in the database system 
get more accurate and produce result is simple as possible. 
So that, this proposed model getting more accurate when 
system trained day by day with real time images. 

VI. CONCLUSION 

Smart door locking/unlocking system will help in 
developing keyless door locking/unlocking and also remote 
door unlocking. This IOT based device will remove the need 
of manually locking/unlocking the door for the registered 
user. Also for an unknown user, this device will provide an 
extra layer of security for the residents of the house. An alert 
message will be immediately send to the registered user 
when unknown face is detected. This will help in user to 
decide whether or not to allow a particular person. This 
device can be installed where restricted access is required 
without human interference.    
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