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Abstract: The study of encryption/decryption of information is
known as cryptography. The need of protecting information from
old years until now is the reason of appearing the process of
hiding information from unauthorized people to access it. In this
research paper, a cryptographic system is designed by using the
DNA computing conceptsand random permutation. The proposed
system is a block symmetric cipher that uses one initial key in
which will be used to generate permutations as many as needed,
convert theinitial key to DNA key, convert plaintext block to DNA
bases. The remaining needed DNA keys are produced through the
cipher/deciphering processing. Different operations applied:
permute using permutation, modulo and XOR operations to
perform the encryption/decryption process. Using the DNA based
cryptography enhance the information security and produce
highly efficient cipher systems.
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. INTRODUCTION

A normal text is caled plaintext in cryptography

terminology inwhich anyonereach it can read and understand
it even for unauthorized person. To secure the information,
encryption information isasuitable way to makeit unreadable
and incomprehensible and difficult to know its content and
details. Encryption is used to hide information from
unintended person even to those that can see the encrypted
information. Encryption is a process of converting the
plaintext to ciphertext. The process of converting the
ciphertext to plaintext is called decryption. Both encryption
and decryption need akey to processthetext. Figure 1, shows
the general block diagram of cryptography. There are two
types of encryptions. symmetric encryption and asymmetric
encryption. Symmetric encryption is also called secret key
cryptography which uses the same key for both encryption
and decryption. Asymmetric encryption is also known as a
public key cryptography, which using two keys, oneis called
public key for encryption and another key is called the private
key for decryption. Confidentiality, integrity, and authenticity
aremgjor elements of cryptography [1]. Cryptography can be

Manuscript published on January 30, 2020.
* Correspondence Author

Shakir Al-Farraji*, Department of Computer Science, University of
Petra, Amman, Jordan. E-mail: shussain@uop.edu.jo

© The Authors. Published by Blue Eyes Intelligence Engineering and
Sciences Publication (BEIESP). This is an open access article under the

CC-BY-NC-ND license
(http://creativecommons.org/licenses/by-nc-nd/4.0/)

Retrieval Number: E4930018520/2020©BEIESP Published By:
DOI:10.35940/ijrte.E4930.018520 4133 Blue Eyes Intelligence Engineering

Journal Website: www.ijrte.org

categorized into three branches: modern encryption, Quantum
encryption, and DNA encryption [2]. In this paper, a DNA
cryptographic system is proposed that is based on the DNA
bases and the random permutations.
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Figure 1. General block diagram of cryptography

II. LITERATURE REVIEW

A. What isDNA

DNA stands for Deoxyribonucleic acid which is sets of
nucleotides that contain genetic information. DNA is made
up of molecules called nucleotides. Each nucleotide contains
a phosphate group, a sugar group and a nitrogen base.
Nitrogen bases consists of four types. adenine (A), thymine
(T), guanine (G), and cytosine (C). the genetic code or the
DNA’s instructions is determined by the order of the four
bases [3].

B. DNA Computing

Adleman proposed the new research field of
bio-computing by using the actual chemistry of DNA to
solve problems that are either unfeasible by conventional
computers, or need massive amounts of computation. He is
the first scientist starting thinking of DNA behavior and
relate it to the concept of computability that is presented by
Alan Turing, A. Church, and S. Kleene. His experiment of
using DNA in solving the Hamilton Path problem was his
motivation to think that molecular computers have many
atractive properties that are distinct from ordinary
computers. It can store a huge amount of data, have the
potential of extraordinary energy efficiency, and a powerful
parallel processing that current supercomputer can be faster.
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He stated that many hard problems can be solved by using
the DNA computing [4].

C. DNA Cryptography

DNA computing plays main role in the DNA

cryptography where the DNA is used as an information
carrier and modern biological technology is used as an
implementation tool. DNA can be used for computation
and cryptography for storing and manipulating
information and transmitting that information. Several
DNA computing algorithms has been proposed currently
such as cryptography, steganography, and cryptanalysis.
DNA computing in the area of cryptography isapromising
technology that gives potential leading or even
unbreakable algorithms [5].
Many researchers work on DNA cryptography and
different DNA based encryption system are proposed. R.
Biswas et al., proposed an encryption system based on a
dynamic DNA base sequences that is assigned to 256
ASCIl charters randomly [6]. Karimi and Haider
proposed a cipher solution with a new symmetric key
generation based upon DNA strands, nucleotides, codons
base pair rules, mutation and DNA to mRNA conversion
[1]. Tornea and Borda proposed two encryption
algorithms based on DNA; one is using public key of
binary data followed by its transform in DNA digital
sequence; the second algorithm is using XOR
one-time-pad cryptographic algorithm, where binary data
is transformed in chemically generated DNA structures
named tiles [7]. A DNA-based, bio molecular
cryptography design using one-time padding (OTP) to
encrypt image is proposed by Chen [8]. A pseudo DNA
cryptography method that used the biological methods is
proposed by Kang Ning and discussed in detail the
weakness of the proposed method [9]. A novel generation
key scheme based on DNA for creation number table is
proposed by Li [10]. The DNA cryptography based on
symmetric key exchange is proposed by using one-time
pad, symmetric key exchange, and DNA hybridization to
minimize the time complexity Tausif [11]. Ochani [12]
proposed the solution to transmit a DNA image. They used
modified symmetric key encryption with LSB
steganography technique, but did not mention about what
would be the cover image, and did not provide image
compression test with regards to image size and bit
quality. Chen proposed a DNA cryptography in which the
XOR operation on each bit is carried out independently,
thus the encryption/decryption process could be donein a
massive, parallel way [13]. T. Mandge and V. Choudhary
proposed a DNA encryption technique based on matrix
manipulation and secure key generation scheme.

1. PROPOSED SYSTEM

This paper proposes DNA Crypto System utilizes random
permutation that generated dynamically from the initial key
and encrypt/decrypt data during the encipher/decipher
process. Itisasymmetric block cipher inwhich oneinitial key
is needed that is not used directly in the encipher/decipher
process. A different block sizes can be used for the plaintext
while the DNA block size and permutation are about four
times on plaintext block. This system can use up to 64 block
size of plaintext; so, the DNA block/permutation size will be

Retrieval Number: E4930018520/20200BEIESP
DOI:10.35940/ijrte.E4930.018520
Journal Website: www.ijrte.org

up to 256. Different keys are generated during the
encipher/decipher process in order to use each one for one
block only. Encryption can be made to any file of any data
type. The encrypted data consists of the DNA basesonly. The
XOR operation is applied to the DNA bases (DXOR) shown
in Table 1. The DNA Crypto system consists of two types of
process. Encryption method and Decryption method which is
described in detailsin this paper.

Table1: DXOR OF DNA bases

DXOR A C G T
A A C G T
C C A T G
G G T A C
T T G C A

4134

A. Encryption Method

Define Reading data for encryption is converted into
ASCII values of 8-bitseach called abyte. Each byteisdivided
into four 2-bits which are converted to the four DNA bases:
adenine (A), cytosine (C), guanine (G) and thymine (T). The
DNA Encryption consists of the following steps:

Stepl: input key (k).

Step2: generate M (M is number of input data block+1)

random permutationsP1, P2, . . ., Pmfrom the input
key (k).

Step3: read one block of plaintext.

Step4: generate DNA key (k).

Step5: preprocess one block of the input data (plaintext)
and convert it to DNA bases and rearrange its
elements according to permutation Pi.

Xoring DNA key with the permuted block and
rearrange its elements according to permutation
Pi+1. Theresult isthe DNA ciphertext block.
Step7: convert the ciphertext to bytes, where each byte
consists of the4 consecutive DNA ciphertext bases.
add value of each byte to the value at the
corresponding position of Pi+1 and take MOD
operation, then convert it to character and the result
will be considered the input key for the next
plaintext block. Go to Step3.

Flowchart of the encryption method is shown in Figure 2.

Step6:

Step8:

B. Decryption Method

Decryption process consists of the following steps:

Stepl: input initial key (k)

Step2: generate M (M is number of input data block+1)
random permutationsP1, P2, . . ., Pmfrom theinput
key (k).

Step3: read one ciphertext block (Ci).

Step3: generate DNA key

Step4: permute Ci by using Pi+1

Step6: Xoring the permuted Ci with DNA key and
rearrange its elements according to permutation
Pi. The result is the DNA plaintext block

Step7: convert the DNA plaintext bytes of the original
plaintext.
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Step8: convert Ci to bytes add value of each byte to the
value at the corresponding position of Pi+1 and
take MOD operation, then convert it to character
and the result will be considered the input key
for the next ciphertext block. Go to Step3.

C. Generate permutation

There are several methods available for generating a
random permutation. All methods need a seed in order to use
it for the generation process. The input key can be used to
extract the seed. Two permutations are needed to encrypt one
plaintext block; so, two seeds are extracted from the input key
in order to generate the needed permutations.

The String Base Random Permutation method (SBRP) isused
to generate random permutation as many as needed for the
encryption/decryption method [14]. The following is a brief
description of this method.
1. SBRP needs an input key and permutation size N.
2. Takethe ASCII code of theinput key and fill a vector
V of size N with these values
3. Apply MOD operation of N on each valueinV
4. Keeponeof all smilar valuesinV and set othersby -1
Replace al -1 valuesin V with values 1 to N which
arenot existinV, theresult isa permutation of size N
without repetition values

D. DNA key generation

The DNA Key Generation Algorithm is used to generate
the DNA key for encryption/decryption from initial key. Any
changes to the key even a single bit generate a completely
different DNA key. This method is an enhanced to the
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DNA-Based Cryptographic Key Generation Algorithm [15].
The following is a short description of this algorithm:

1. Theinput key is used to generate a permutation P of
size N out of N! possible permutations.
2. The DNA-based key is generated by using the
permutation P as follows:
2.1. Convert each value of the permutation P to its
equivalent binary value (one byte each).
2.2.  Convert each two successive bitsto an integer
valueO, 1, 2, or 3.
2.3. A vector V of size 4N isused to store these
integer values.
2.4. Four vectors (V1, V2, V3, and V4) each of size N
are made by dividing the vector V.
2.5. Using the permutation P, permute the four vectors
in 2.4 in order to produce a new permuted vector
(PV1, PV2,PV3, PV4).
2.6.The N elements of the DNA key can be
calculated as:

Fori=1ToN
DNA(i)=(PV1(i)+PV2(N-i+1)+PV 3(i)+PV4(N-i+1)) %
4 (1

Next i

2.7.Each DNA base is converted to its 2-bits
equivalent value in order to produce the DNA
key (A as 0—00, C as 1 —01, G as 2—10, and
T as 3—11).
Figure 3, shows the flowchart of the decryption method.

Convert to char e
SBRP P Convert to
permutations bytes
> Py
v
/-‘L\ il DNA Cipher
Plaintext > P, o » XOR block » Block
Block P; A
‘ l
DNA Plaintext A d a Permute C;
Block P; | block

Figure 2: Flowchart of the encryption method
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Figure 3: Flowchart of the

decryption method

Table 2, shows the plaintext and the ciphertext as a
IV. ILLUSTRATED EXAMPLE AND RESULTS character, hexadecimal, and decimal values. Comparing the

To demonstrate the encryption process, let take a plaintext
of size 14 characters and ablock size of 7. Also, we need an
initial key in order to generate the first DNA key and two
random permutations for each plaintext block to be
encrypted.

Initial Key: computers

corresponding elements of the original plaintext and
ciphertext shows that there is no relation between them.

Matching between DNA Key and
DNA ciphertext
—DNA Key e DNA Cipher

Another two keys are extracted from the key 3
Plaintext block size: 7

Permutation size: 28 2
DNA key:

GACACCCTACACGGGACACAGGACACTG 1

Plaintext: dna encryption
DNA plaintext

Block1 (bl): dnaenc: 0

CGCACGTGCGACAGAACGCCCGTGCGAT

Block2 (b2): ryption:
CTAGCTGCCTAACTCACGGCCGTTCGTG

Permutation

SBRP gives three permutations, the first two will be used to
encrypt the first plaintext block.

P1:251147921121913272426235188211620322
28174101615
P2:2119713182417127114155812232814226 10
92202625163

The result of encryption shown in Figure 4. The matching
between the generated DNA key and the DNA ciphertext.
The correlation between DNA key and DNA ciphertext
gives alow value (0.062) that refers to a good confusion.
Permutations that are used to permute plaintext, ciphertext,
and used for generating all keys (permute and adds with
modul o operation) provide full diffusion.
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Figure 4. Matching between DNA key and DNA

ciphertext
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P1

1 1 1 1 1 1 1 1 1 1 2 2 2 2 2 2 2 2 2
1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8
2 1 2] 1] 1] 1| 2 2 2 2 1 1 2 2| 2| 1 1] 1
5 1 41719 1 2 9 3 7 4 6 3 5 8 8 2 1 6 0 3 2 8 7 4 0 6 5
bl
lc lefclalclefr]elcle|alc|alc|afalclelclclc|c]r|c]c|clalT]
DNA key
lc lafcla Jcfclclrfalclalclelelclalclalclalcfc|afc]|afc|T]c]

Permuted b1: Rearrange b1 according to the random permutation P1, herefirst element of bl ‘C’ goes to cell 25 according to first element in

P1

G |C |C |C |G|J|C]JA]JA|JC|G|G]|T]|C

Xbl = DNA key DXOR Permuted b1l

| A lclalclrlalclrlclrlelc]lalalclalr{alr]clalalalc]lclalc]c]

P2

[
N
[
[

211 1] 1 2
1

Ciphertext blockl: Permuted Xb1l by P2

Lt lalclelalclalalalalrlclclalelclclrlclclalrlalalalclc|T]

DNA plaintext:
CGCACGTGCGACAGAACGCCCGTGCGAT
DNA ciphertext:
TACGACAAAATCCAGCCTCCATAAACCT

Table 2: Result of encryption

V. CONCLUSION

This paper introduced a new DNA cryptographic
method for symmetric block cipher system in which
permutations play main role in the process. The hardness of
this process is the generation of permutations that is built
dynamically rather than uses a predefined permutation. In
addition, the key is not used directly; but it used to generate
one DNA key in order to apply it for encryption/decryption
data. Other DNA Kkeys are generated during the
encryption/decryption the remaining plaintext data. The
preprocessing of the plaintext is used to convert it to DNA
base elements. Different plaintext block size can be used.
The best plaintext block size we suggest to be used is64 in
order to use permutation size and DNA key size 256; this
gives more secured ciphertext with attacking complexity
256!
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