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Abstract: Due to the technology growth throw the years, 

Hackers are evolution a divers and sophistication methods 
to attack systems security. Mostly these attacks occur to get 
personal benefits from harming the system physically by 
steeling and destroying devices that contain precious 
information or non-physically (logically) by alter and 
eavesdrop on sensitive data and more than that. This paper 
surveys aim to discuss the most common cyber security 
attacks types, what the mechanisms that used in these 
attacks and how to prevent the system from these threats. In 
particular, it concentrates on exploiting the system 
vulnerabilities to steal information and gain benefits from 
it. 

Keywords : Meltdown, spectre, phishing, Ransomware.  

I. INTRODUCTION 

Accordingly, to the expanding of technical knowledge in 
recent years the cybercrimes have been increasing rabidly[5] 
. In other words, the cyber-attacks techniques and tools are 
evolving lately. 

Intruders improve methods to reach and control 
confidential information for individuals or organizations in 
order to gain personal benefits [14] [6] [9] [7].  

Consequently, hackers are exploiting any software or 
hardware vulnerabilities to profit by misusing the 
unauthorized data[8] [12] [1]. For instance, meltdown and 
specter attack happened because of the processor weakness 
[28] [12] [4] . Furthermore, they can steel or leak sensitive 
data by taking advantage of this disadvantage [28]. In like 
manner, they can use another way to get personal information 
by either phishing or Ransomware attacks. Phishing 
happened by using malwares or social engineering to have 
private data[23]. On the other hand, Ransomware idea is to 
encrypt [2] [3] [36] and lock the information by using 
malicious then request money to return it back [20] [19]. 

The remainder of this paper is structured as follows. 
Section 2 will be a short explanation to each attack. Section 
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3 describes meltdown and spectre and how it considers 
security attack. Section 4 discusses phishing types and how 
to avoid being a victim. Section 5 explaining Ransomware 
attack functioning and risks on system security. Section 6 is 
an analysis to the previous four attacks. Section 7 will 
conclude this paper. 

II.  BACKGROUND 

Cyber-attacks nowadays not only targeted different types 
of establishments but also individuals as well. In general, 
there is insufficiency to recognize the variety of attacks 
effects that might cause a complication to prevent 
information. There are many definitions to cyber-attacks but 
all these definitions share the same goal, which is, affected 
the data integrity, confidentiality and availability[14] [7] [11] 
[10]. 

Attacks can be categorized to: 
 Meltdown vulnerability misused out-of-order 

implementation in common processors such as x86, ARM 
and PowerPC that lead to breakdown the memory 
isolation limits between user and kernel space. As a result 
of it a personal info will leak to other programs [24] [28]. 

 Spectre attack happened because of the new processors 
that enhance the computer performance by predicting and 
speculating execution. To explain, when the processes 
need address that is in memory to make calculate, the 
CPU will not wait until the value is being read. Moreover, 
the CPUs are going to try to predict the destination and 
complete the implementation. When actual value arrived 
the CPU will ignore it because of that these calculation 
are not true in executions so victim memory and registers 
can be accessed and manipulate[27]. 

 Phishing is a way to steal secretive data from users 
through pretend as a well-known source [14]. 

 Ransomware This attack started in 2012 and spread-out 
globally since then. The main idea of this attack is to 
encode and locked the data until the attacker get ransom 
payment[20]. 

III. MELTDOWN AND SPECTRE ATTACK 

Meltdown and spectre are examples of Speculative 
execution, which is a microarchitecture technic where it used 
to develop CPUs functioning. Lately, implementing 
speculative instructions lead to have a bad impact on the cash 
and other structure even though when this instructions 
executing is not happening or their influence do not appear 
[25]. Consequently, the latest meltdown and spectre attacks 
take advantage of this risk to revel secret information where 
it’s unauthorized to access [36]. To illustrate, attackers can 
misused these data or sabotage it by exploiting speculative 
execute code that read confidential 
information[25] [27] [28] [30] 
[18].  
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Hence meltdown and specter attacks are exemplary of 
speculation attack these attacks misuse three assets of 
speculative implementation in new processors[25]. 

1) Branch forecasting and authorization test are 
executed hidden in the pipeline if there is fail in 
executing it will produced when the instruction is 
obligated, which allow the speculation instructions 
to enter info that is outside the authorized area[25].  

2) Speculative commands leave behind side issue in 
micro-architectural constructions for instance 
cashes that can be indicate by applying popular 
method such as Flush+reload [38] and 
prime+probe[29] side channel attacks[25]. 

The branch prediction can mistrain or pollute. Where it is 
distributed in all the programs that are operating on the same 
physical core [27] [18]. This will allow the code run in one 
domain to misuse branch prediction and operate it in 
another[25]. Furthermore there are divers alternative of 
Spectre and Meltdown attacks in this section will discuss how 
it work and classify them based on how it impact on 
speculative execution [25]. 

 
 

Fig. 1. Secret-revealing gadget [25] 
 

 A common Gadget: this attack goal is to read the 
restrict content of the memory and register by 
reading a small piece of the code which is called 
gadget. For instance, a simple example of gadget is 
revealed in Figure 1. Suppose variable secret keep a 
private value that is used as an index into byte array. 
In case that processor hypothetically implements 
this code, the memory entrée will be established 
therefore data will hold by the cache data. With 
attention to that the secret variable manage, which 
cache array, will renew by speculation execute 
hardware. The multiplicative process grantee that 
divers values of the variable will save in another 
cache sets. In order to this activity in many scenarios 
the position of the data and instructions in prey 
memory is not hidden, therefore the attacker can 
check CPU cache. As a result of this behavior he can 
detect the secretive value of the variable. To explain 
if the hacker knows cache set S0 can be accessed 
when the value of secret is 0, he can assume that the 
value can be 1 (mod n) where n is equals to the 
number of sets in the cache. In addition, if the 
hacker uses a collection of cache side channel 
attacks he can detect the cache updates. Notably, in 
regular execution this code will not be implemented 
or else the result in cache channel will be leaked. An 
attacker in speculation attack uses assets 1 and 2 
where it defined above to activate the gadget to 
implement speculatively by the target. 

 

 
Fig. 2 code for an alternative attack [25]. 

 

 Spectre (Alternative 1): this alternative of the attack 
can be showed by the code displayed in Figure 2. In 
this code, the target procedure reads the values from 
array1 by using the offset that is afforded by the 
invader. After that the output value is used to make 
an entrée in array2. As it explained before, enter to 
array2 can exploit by invader to determine the index 
value. Since the invader is controlling the offset, he 
controls the index also. For this reason, the invader 
can select offset value to read a random memory 
address where it lead to cache access monitoring by 
the invader[38] [29] [22]. Despite that, if statement 
makes sure that no unauthorized entrée to the 
memory can be permitted. Sadly, the hacker can 
force the target procedure to implement out of 
boundary memory entrance and take advantage of 
speculative execute and branch prediction by the 
coming technique [25]: 
  

a) The hacker will implement the code repeatedly with 
the value of offset when if statement is always 
correct. As a result, this will improve the branch 
predictor to guess reciprocal branch continuously 
not – taken[25]; 
 

After that the hacker will erase array1_size  
 
b) from cache, pushing the CPU to take array1_size 

value from the memory, in order to postpone the 
perfect improvement to the branch prediction and to 
make a huge speculation gap[25]; 
 

c) Overall, hacker will add malevolent offset. 
Moreover, the branch prediction will guess that the 
branch is not- taken as a result to the two-memory 
entrance, which expose the saved value at the hacker 
chosen location [25]. 

 Spectre (alternative 2): in this alternative the victim 
might not have the gadget or offset value is not 
managing by the hacker. For these reasons the 
hacker can avoid it by stealing the control of the 
speculation implement. Specially, when CPU face 
unclear branch direction, CPU will instantly begin 
the speculating executing commands at this 
location. Based on assets 3 the hacker can make the 
victim branch polluted to take control of the 
speculation execution flow and to send it to any 
program address that have gadget commands. This 
is similar to the return-oriented programming attack 
[17] [25]. 

 Meltdown attack: this attack-abused asset no.1 by 
accessing the memory via speculation executing in 
order to that the pipeline and commands 
rearrangement approval checked will happened 
after that. To illustrate, let suppose that the client 
program which want to read the kernel memory. 
This action will be rejected but the speculation 
commands will lead to store needed information 
into caches by a secondary carrier, So the hacker can 
read the supreme kernel.  
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Kernel memory has all the memory in use so the 
hacker can damage or destroy the memory in the 
system because of this reason it considered a vary 
dangers attack. Furthermore, this attack needs 
capability to be endured and recovered from 
segmenting failed after the omission is rise. Instead 
of that, if the hacker has the control on the code, he 
can bypass the omission by leaving the gadget in the 
back of misprediction branch [25]. 

 

IV. PHISHING ATTACK 

 
 

Fig. 3 phishing attacks [37] 
 

Phishing is sociological method accustomed to avoid 
technological monitoring executed to diminish threats of 
security in information systems. Human are the most 
vulnerable entity in and security system. Phishing is focusing 
on this vulnerability and taking advantage of people nature to 
enter the system or to steal their personal belonging [33]. 

V. TYPES OF PHISHING ATTACKS 

In this section will explain briefly the diverse type of 
phishing attack [37]. 

 

 
 
Fig. 4 Types of phishing attacks[37] 

A. Deceptive Phishing 

Misleading phishing is the trick massages, which needed to 
approve account information. Where these messages ask the 

user to insert their info again for several reasons such as 
fabricated account fees, some annoying account modification 
and latest uncharged utility where it requires a fast act. In 
addition, many malevolent websites mailed to numerous 
receivers wish that any target to unsuspected this massages 
and open it and enter their personal info to have it 
gathered[37].  

B. Malware Phishing 

This means the fraud that includes operating a 
mischievous program on targets computers. This malicious 
software can received as a massage attachment or a file that 
can be download from untrusted sites where there are some 
minor companies who is usually does not update their 
software regularly[37]. 

C. Key Loggers and Screen Loggers 

This kind of malicious trace the information when entered 
from the user keyboard and the important data will transmit 
to the attacker via web. Hackers reach targets web-browser 
throughout tiny programs that operate immediately when the 
web-browser is opened. Moreover, this process will be the 
same in the system folders, hardware drive and monitor 
display[37]. 

D. Session Hijacking 

This type of phishing is to observe the victim’s actions 

when they log in to their accounts or making any transactions 
and enter a personal data. Furthermore, the poison program 
will implement unapproved activates.  For example, the will 
transfer money and the victims will know nothing about [37].  

E. Web Trojans 

This type is happened when the target sign in his data will 
gather and send to the attacker [37]. 

F. Host File Poisoning 

Attackers will monitored until the victims opened a URL 
to enter site and then they will search about the host name and 
send the fake location that is similar to the real site and then 
their data will be taken[37]. 

G.  Data Thefts  

 
The secretive information is saved in computers. 

Additionally, the targets are taking the information with no 
knowledge that it belonged to these users. Usually, this data 
is user’s personal info such as credit or debit card numbers, 

and sensitive password. However, company’s private data 

also could be stolen by take secretive files, employee reports, 
communication info, and much more. Attackers gain benefits 
from trade a confidential data with money to their contestants 
in order harm this company[37]. 

H. DNS Based Phishing 

This means alters the host files. Attackers replace a fake 
location so if any one open the site it will send them to forge 
website. Targets have no knowledge that it’s forge website.  

In other words, they will enter a private info where it will 
attack by attackers and they might be in another area[37]. 
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I. Content – Injection Phishing 

In this kind attackers substitute the real data with forge 
data in the site whish misleads the targets to provide their 
personal data[37]. 

 

J. Man in The Middle 

In this attack attacker will eavesdrop on the 
communication between the site and users. When the users 
insert their personal info attacker will observe their info 
without breaking the session between target users and 
website. After that attacker will exploit this data when targets 
are offline [37]. 
K. Search Engine Phishing 

Hackers will design a website for forge merchandises, 
search engine will give the web pages’ indexes. Then, the 

hackers will watch until unwary consumers enter their secret 
data as a step of the purchase process such as sign in or 
payment info. Note that these fake websites offer their 
services by a tempting cost[37].  

VI. EMERGING ATTACK VECTORS 

Lately, users became more conscious about the traditional 
phishing attacks and how to detect and prevent these kinds of 
attacks. As a result of that, attacker evaluate new ways to 
cope up with these changes and to keep deceive people and 
computer systems. There are several developing attacks 
techniques and fresh victims for attackers[33]. 

A. Social Media 

Social network is the best environment of data for 
attackers. Facebook and twitter became as a digital journal of 
human’s days. Journals in the past were protected so no one 

can read it. Nowadays, everyone on the social networks can 
see each other thoughts at the timeline. Hackers can take 
advantage of this info to make a phishing plan on targets 
throw their Facebook account. Most users post their email 
address and phone numbers in their profile where this giving 
the attacker the chance to exploit it and do phishing on 
victims or hacked their accounts. Facebook has a weakness to 
XSS. According to Acunetix, “Something as simple as a 

Facebook post on your wall can contain a malicious script, 
which if not filtered by the Facebook servers will be injected 
into your Wall and execute on the browser of every person 
who visits your Facebook profile” [33]. 

B. Short Message Service (SMS) 

 

Fig. 5 Smishing[33] 

The spasm method in this example was a prize. The message 
parallels with the announcement of Apple’s Ipad III [33].  

There is a new attack called Smishing due to that mobile 
phone nowadays is net allowed. Basically this spasm used in 
emails and lately developed to reach texts message. This is 
renewing to a previous method named war dialing. Where the 
hackers use the PC router to automatic called a bunch of 
phones number and saves the phone numbers which response 

by classifying it on that answer it a fax device or PC. The 
recent technique is to use this old method to search for 
mobiles number and then direct an enormous text messages 
that lead receivers to malevolent sites [33]. 

C. Craigslist 

The fraud is happening in both sides consumer side and 
dealer side in deals. These frauds categories involve in break 
Craigslist’s suggested rule where it is not finishing the deal 

personally [33]. 

a. Consumer Side 

The trend deception on consumer side of Craigslist deals is 
in apartments lease. The Deceptive person will put an 
advertisement announcement on the website where it 
includes some photos of the apartment and the location. He 
will offer a cheap price to trick the target. The target will find 
this offer is attempting so he will give a fast response to get 
the deal. The Deceptive person will ask the target for a 
deposit to make sure the target will get the lease. This deal 
will be like it never happened and the target will not return his 
money[33]. 

Fig. 6 Craigslist Example [33] 

b. Dealer Side 

In dealer side deceiving attack, the target is the dealer. The 
process is that consumer is offered deals by more than one 
dealer. However, the problem is that the consumer requires 
the product to be sent. For example, in fig 6 the attack shows 
a typical thinking of the deceiver. In this text message the 
consumer gain the dealer confidence by offering extra fees 
and attracting the dealer attention throw mentioning that this 
consumer is having a job in Haiti [33]. 

VII. SOME VARIOUS ANTI PHISHING  

The main goal of phishing attack is to steal secret data via 
technology such as PIN and bankcards info from several 
victims. According to Engin Kirda and Christopher Kruegel 
[26], this attack has been rising in this couple of years 
furthermore they offered a proctection method called 
AntiPhish. This method is an app, which is hidden in the user 
web-browser, and it traces the client data and thwarts them 
from opening a harmful sites[37]. 

Madhusudhanan Chandrasekaran Ramkumar Chinchani 
Shambhu Upadhyaya [16] offeres a modern method named 
Phony that is inevitably detecting and analyzing phishing 
threat. This method is to protect the client by giving a forge 
data to the site.  
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Furthermore, it’s capable of detecting many threats and it 

also work as a web-browser addition that diminishes the 
phishing attacks in the web [37]. 

Craig M. McRae Rayford B. Vaughn [31] described a 
recent technique to detect fake website by applying web bugs 
and honey pot. These bugs will form as an image and it will 
collect info about client[37]. 

Venkata Prasad Reddy, V. Radha, Manik Jindal 
[34]suggests two methods to prevent from deceptive attacks. 
First method is depending on spoofing alerting that used 
white list.   Second method is a web-browser addition that 
affords a reliable frame devoted to enter the password and 
display a photo. The web-browse addition makes a divers 
password by Pwdhash++. The white lists include data that is 
comfortable to the clients. Writer used Levenshtein alter 
space algorithm to do comparison between the URL that 
chose by the client and in the white-lists. There is another 
comparison between the IP addresses for the two URLs. If it 
found matched to the IP addresses in the list then this is a 
trusted website otherwise it will be a fake website. 
Pwdhash++ include id key that display when Pwdhash++ 
started. The second method likewise use photo in the 
background that assign to particular client. When  
Pwdhash++ started this photo will show in the website 
otherwise it will be a forge website. Writer ends by telling 
that effectiveness of spoof guard and Pwdhash is rising via 
guarding clients from deceptive attacks [37]. 

VIII. RANSOMWARE ATTACK 

Nowadays, people usually save their important data and 
perform usual work in computers and electronics devices. 
Mostly, these devices have a vulnerable security protection as 
a result it becomes an easy goal to hackers who use several 
attacks. Ransomware attack is a kind of malicious which 
block people from using their data. They either lock the 
computer monitor or lock the folders and they unlock it by 
requesting money. The recent Ransomware categories 
encode particular folder on affected system and make targets 
trade the decoding key by an online fees using special way 
[13]. 

Attackers who implement Ransomware attack use Bitcoin 
to get the ransom fees. There are another options to pay such 
as iTunes and Amazon gift cards. In addition, if the target 
pays the ransom fee it does not assure that getting the 
encoding key or recovering the affected system or unlocked 
the folders. This attack can affect the system by several ways. 
For instance, it is reach the system as a spam mail, or 
download from malevolent websites that take advantage the 
system vulnerabilities [13]. 
Ransomware can propagate in numerous methods, involving 
[15]:  

 By taking advantage of program that is aimed to 
take advantage of a specific weakness and 
implement the code. 

 It can spread by detachable devices such as flash 
drive and outer hard disk that work automatically, 
take advantage of folders browsers, DDL insertion 
or designed implementation. 

 Sharing files throw networks similar to detachable 
devices. 

 By exploring the Internet throughout mobiles which 
can be not secure because it put the system in danger 
by opening a harmful links or files.    

 Also by email attachment and malevolent URLs on 
social media [15].  

 

A. Ransomware Attack Stages 

 

Fig. 7 Ransomware attack steps [13] 

Ransomware attack stages: 
This attack uses six stages to propagate. Moreover, it used a 
typical technique to spread out.  

 First, it’s propagated throughout phishing attacks, 

which include email phishing or download from 
untrusted sites.  

 Second, when the binary reaches the target PC, it’s 

infected the target system by making procedures 
that is required to finish the malevolent actions. It 
might include latest complex actions.  

 Third, in this stage it will connect to encoding key 
server to have the public key that required to 
encoding data.  

 The fourth stage is searching for files in organized 
way. To illustrate, it explores for a valuable file that 
target could not repeated it simply such as files ends 
with jpg, docx , xlsx, pptx, and pdf. 

 Fifth stage is to encode the file through relocating 
and changing of the file name.  

Finally, request the ransom by controlling the target monitor 
and ask target to pay [13] 

B. WannaCry Ransomware  

This attack is one of Ransomware attacks that expanded 
globally targeting PCs that using Microsoft windows as an 
operate system. It encrypts information and requests targets 
to pay ransom in Bitcoin. The attack established on May 12, 
2017. Just in a day this attack poison over 230.000 PCs in 
more than 150 states. Kaspersky India was the most country 
infected by this attack[13]. 

This was the hugest attack in past and it damaged 130.000 
computers over 100 states as Mikko Hypponen mentioned, he 
is a chief research officer at a Helsinki-based cyber security 
company called F-Secure. 
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 In addition, he adds that Russia and India are the most 
affected because they used windows XP that has the highest 
chance to attacked or infected. Government PSc over 18 
departments in Andhra Pradesh's Chittoor, Krishna, Guntur, 
Visakhatpatnam and Srikakulam regions were infected [13].  
Yet the targets were worldwide spreader, they were infected 
by the exact cyber-attack. This attack focused on targets that 
save their important files in digital form and cannot be 
recovered if it is damaged or stolen. That will lead targets to 
pay ransom to get them back. Throughout Wannacry attack 
most the targets were enforced to pay the fees to get their 
important files back fast. The hackers provide the direction 
and target guide in 28 languages in because these attacks 
design to attack people in different nations.  Moreover, if the 
protection program of the targets removes the decoding 
application and close pop – up frame that contain the 
description, the background will be changed and give a 
required info. Furthermore, the ransom will increased from 
300$ to 600$ after three days and the file cannot be recovered 
after seven days[35].  
 

 

Fig. 8 Example of massage showed up by The Wannacry 
Ransomware [13]. 

C.  Advices to prevent Ransomware attack 

Protection is crucial to maintain the system secure. It’s an 

advice for consumers to preserve the operate system and 
update their software. Take advantage of all trusted security 
recourses. Save another copy of a valuable documents 
offline. As mentioned before Ransomware can be spread via 
diverse ways such as electronic Mails, Ads, and harmful 
websites. Ransomware is limiting the system usage in several 
methods when imposing the system. It is organized to three 
kinds: Scare -ware, Lock-Screen, and Encoding[32]. 

Here are several methods to evade Ransomware:  

 Antiviruses programs must be updated. 
 Junk mail must not open or resent. 
 Take a regular back up to the system. 

 Make sure that operating system, antivirus, 
browsers, Adobe Flash Player, Java, and other 
software are up-to-date. 

 Maintain the Windows Firewall running and 
properly organized every time. 

  Improve the safety of Microsoft Office components 
(Word, Excel, PowerPoint, Access, etc.). 

 Filtering EXEs in email. 
 Use good reputation anti-viruses’ software. 
 Restoring the system to a clean back up. 
 Make sure to stop sharing the files. 
 Turn off idle wireless connections, such as 

Bluetooth or infrared ports. 
 Don’t open malicious URLs in email. 
 Don’t enter insecure websites. 
 Write the website address better than clicking on it 

on address bar [32]. 

IX. ANALYZING ATTACKS 

Table.1 analyzing the four attacks based on reading 
and understanding. [21]. 

Security Attack Recent Fashion 
security attack 

Preceding attacks 
qualities  

Meltdown Attacker takes 
advantage of the 
out-of-order 
implementation on 
current processors that 
allow reading memory 
content including 
sensitive data[28]. 
 

 

Spectre Spectre attack are 
exploiting recent 
processor feature to 
enhance performance 
by branch prediction 
and speculative 
execution to leak target 
data[27].  
 

 

Phishing  Substitute trusted sites 
addresses with a fake 
one to get secret 
data[21]. 

Gains data via fake 
emails, text 
messages or phone 
calls[21]. 

Ransomware Capability to spread out 
globally. Capability to 
rush system folders. 
Quick repetition and 
infect PCs in similar net 
[21].  

 

Require target 
communication to 
infect PCs or 
networks. Cannot 
infected PCs 
globally because it 
not quick[21].  

 

Based on the previous table it obvious that hackers during 
the years became smarter and evolving their method based on 
the technology growth. As it shown in phishing attack they 
used to change the domain address of a well-known site to 
gain users data. On the other hand, they improve their ways 
during the years until they can be abled to trick users by fake 
emails, SMS and phone calls to gain secretive info. 
Furthermore, Ransomware attacks are improving too.  
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In the past, attackers needed user interaction to make the 
attack. In contrast, nowadays, attackers can infect the PCs of 
many users quickly and the communication is not required. 
Indeed, meltdown and spectre are a result of a misuse of 
modern processor disadvantage that allow attacker to gain 
access to data without permission [27] [28] [21]. 

X. CONCLUSION 

Technology is evolving rabidly during the time that leads 
to evolving in the attacking techniques. Hackers usually 
searching for any whole to exploit it in order to steal 
confidential data and gain profits from it either by sell it to 
opposite or trade it with money. This paper summarizes the 
most exploiting attacks that is trending nowadays. In first 
section, meltdown and spectre attack. The second section, 
explain phishing attack functioning and mentioned several 
types of phishing with an examples. In the fourth section, 
clarify Ransomware attack and how it works. Indeed, analyze 
the fourth attacks in table.  
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