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Abstract:The current world is running around the word 
“Privacy”. Every individual’s aim is to secure their data and 

transactions so that no one can access them without proper 
authentication. In this digital era, all the data stored in the 
internet protected by a password. The general opinion is that a 
password can protect the data from being acquired by an 
unauthorized user. The issue is about what happens subsequently 
with an authorized login. Once we login into our account, all our 
actions, state of browser and timestamps are recorded in a simple 
text file known as “Cookie”. In this paper, we proposed a 
mechanism which is easy to implement and robust in providing 
authentication to the session cookie. This obstructs an 
unauthorized user from getting access to our private data. Our 
mechanism provides authentication by using the concept of 
hashing combined with a unique identifier. 

Keywords: Privacy, Authentication, Authorization, Hijacking, 
Hashing, Salt, Cookies.  

I. INTRODUCTION 

Cookie is an important feature of today’s internet which came 

to existence because of the stateless nature of HTTP protocol 
[3]. Cookie was created by Lou Montulli who called it 
“magic cookie” as it acts as a token having data exchanged 

between client and server [1]. Cookie made all the things like 
online shopping, targeted advertising, and personalized 
content possible. Cookie does not guarantee the 
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confidentiality and integrity of the data present in it. There 
are mainly four features on which the security lies on, which 
are, Integrity, Confidentiality, Authentication and 
Authorization.Privacy of cookie is a paradoxical statement 
because cookie attains privacy by being encrypted and at the  
same time, it compromises the privacy of the user by sharing 
his details with third parties. In this digital era, there are many 
types of cookies each one having its own piece of work to be 
done. The different types of cookies are,  
 First party cookies 

 Session cookies 

 Third party cookies 

 Flash cookies 

 HTTP Only cookies 

 Secure cookies  

 Zombie cookies, etc. 
From all the above cookies, session cookie is the one 
responsible for the unique identification of interactions 
between a client and a server. Session is the collection of 
connections and interactions made between a client and 
server in a particular time frame [1]. This cookie maintains 
the information about these sessions hence it is called as 
session cookie. There are many fields in this session cookie 
out of which session id is one. Every session will be having a 
unique identifier called as session id. Let’s say there are two 

users, user A and user B accessing the same server(website). 
Both the users will be involved in conversation with the 
server, but their conversations will never intersect. This is 
because of the unique session ids of the user sessions. As we 
all know that with great technologies comes the greater 
threats, although the session cookies are a very helpful piece 
of technology, they are vulnerable. A session id can easily be 
stolen by capturing the cookies. Once your session id is out, 
the attacker can use your account without knowing your login 
credentials. He can send the requests to the server as if you 
are sending them. Attackers create a scene where the attacker 
virtually takes your place in communication with the server. 

A. Cryptography 

Cryptography is the technique involving encryption and 
decryption. The word cryptography can be split as crypt + 
graphy which means hidden + writing. Main purpose of 
cryptography is to make sure that the data is visible to the 
user to whom it is to be visible. This makes the data useless 
for the attacker even if he gains access to it illegally. 
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The process of cryptography can be explained in detail by 
using the above diagram. The original message called as 
plain text is encrypted using a key to generate the cipher text 
which will be transmitted to the receiver. The receiver will 
decrypt the cipher text using the key according to the 
algorithm used for encryption to get the plain text. 

B. Public Key Cryptography 

Asymmetric cryptography or Public-key cryptography uses 
pairs of keys which are public keys which may be 
disseminated widely, and private keys which are known only 
to the owner. The production of such keys depends on 
cryptographic algorithms based on mathematical problems to 
produce one-way functions. Effective security solely needs 
keeping the personal key private; the general public key is 
often overtly distributed while not compromising security. 
Within these systems, anybody can encrypt a message using 
the receiver's public key, but that encrypted message can only 
be decrypted with the help of receiver's private key. 

 

C. Hashing 

Hashing is a cryptography method that converts any form of 
data into a unique string. Any data can be hashed, no matter 
its size or type. Generally hashing, regardless of the data’s 

size, type, or length, the hash that any data produces are 
always the same length. It is a one-way function, you can put 
data into a hashing algorithm and get a unique string, but if 
we come upon a new hash, we cannot decipher the input data. 
Hashing is easy to perform, but it is extremely difficult to 
reverse it. (The difference between hashing and encryption is 
that encryption can be reversed, or decrypted, using a specific 
key.) The most widely used hashing functions are MD5, 
SHA1 and SHA-256. Few of the hashing processes are 
significantly harder to crack than others. 

D. SHA-1 Hashing 

Any Secure Hash Algorithm 1 is a hash function that will 
accept input of any size and produces an output of size 
160-bits as hash value. The output value after hashing is 
referred to as a message digest. The message digest is then 
rendered as a hexadecimal number which is 40 digits long.  
National Security Agency (NSA) of the United States of 
America designed SHA1. 

E. Session Hijacking 

Session hijacking is also called as cookie hijacking. This is a 
process of gaining control over a valid computer session by 
an unauthorized user. In this session hijacking, the attacker 
will be stealing the cookie (i.e., session cookie) which is used 
authenticate a user to a web server. By using an intermediary 
system or with access to the saved cookies, the attacker can 
easily steal HTTP cookies which are used to maintain a 
session on many web sites. So, this has some connection with 
the web developers.  If the session cookie gets into the hands 
of an attacker, he might use the “Pass the cookie” technique 

to perform session hijacking. 

F. Wireshark 

Wireshark tool is an open-source packet analyzer. Wireshark 
is used for network troubleshooting, analysis, software 
package and communication protocol development, and 
education. Originally named as Ethereal, it was renamed as 
Wireshark in 2006 due to trademark problems. Wireshark is a 
cross-platform tool and it uses the Qt widget toolkit in current 
releases to implement its user interface and using pcap to 
capture packets. It runs on Linux, macOS, BSD, other 
Unix-like operating systems, and Windows. Wireshark, and 
the other programs distributed with it, are free software, 
released under the terms of the General Public License. 

G. Network Sniffer 

Network sniffer takes snapshot copies of the data flowing 
over a network without redirecting it. Some sniffers work 
only with TCP/IP packets, but the more sophisticated tools 
work with many other network protocols and at lower levels, 
including Ethernet frames. In the past, sniffers were tools 
used exclusively by professional network engineers. 
Nowadays, however, with software available for free on the 
web, they are also popular with internet hackers and people 
who are curious about networking. 

H. Salt 

It is a random string that enhances security and it is an 
additional input to a function that hashes data or a password. 
They are used to protect the passwords in storage.Historically 
a password was stored in plaintext on a system, but over time 
additional safeguards developed to protect a user's password 
against being read from the system. 

Users Passwords Hashed 
passwords with 

salt 

User1 Password123 qwertyuiop123as 

User2 Password123 asdfghjklop951h 

II. LITERATURE REVIEW 

LaCroix et al [1] gave a picture about cookie, who invented it, 
the way cookies work and the way a cookie can be stolen 
from a user to gain illegal access to accounts. He also 
explained about various mitigation techniques for end-users.  
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This paper demonstrated a situation having an attacker, a 
victim and a situation of cookie stealing. Li et al [2] analyzed 
the working methodology of Cookies, proposed the method 
of making cookies against the security threats. He also 
presented various options to meet the security constraints. 
Various security threats caused by the cookies are explained 
in this paper. Later on, concepts like confidentiality, integrity 
and at last the cookies security solutions like to strengthen the 
security of transmission between site cookies, to give 
strength to the security of information about cookies stored 
on the site and refuse them and resist the cookies monitoring 
user’s behavior are discussed. Park et al [3] discussed about 
secure cookies on the web in his paper. Security concerns and 
security threats of cookies are explained. Providing user 
authentication, integrity and confidentiality using cookies is 
discussed. Applications of secure cookies like User 
Authentication, Electronic Transactions (e-Commerce), 
Pay-Per-Access and Attribute-Based Access Control are 
listed in this paper.  Alex X. Liu1 et al [4] proposed a protocol 
which provides security to the cookies as all the security 
features like integrity, confidentiality, anti-replay and 
authentication are satisfied. The proposed protocol is very 
efficient and indeed deployed easily. This protocol is called 
efficient as it ensures all the security services. In Fu’s Cookie 

Protocol, a server issues a secure cookie to a client having the 
following fields in the value field of the HTTP cookie. Server 
key is the only key involved in the Fu’s protocol. Encryption 

of the data field present in every cookie is done by using this 
server key; but security is not achieved by this solution. This 
problem can be solved in a simple and efficient way. HMAC 
(username|expiration time, sk) is used as the key for 
encryption. Replay attacks can be done to the Fu’s protocol. 

To solve this problem, author propose that we can add the 
SSL session key to the keyed-hash message authentication 
code of a cookie. In simple terms, HMAC 
(username|expirationname|data|session key, sk) is to be used 
as the authentication code of each cookie. As we use the same 
server key for all cookies in the Fu’s protocol, it is easy to 

perform volume attacks. By using an encrypted key as 
proposed by the author, we can provide a scalable and 
efficient solution for the problem. Wei-Bin Lee et al [5] used 
a self-verification mechanism to propose an efficient, secure, 
and practical system of cookies. Cookie verification, simple 
key management, symmetric encryption and no sensitive 
verification table on the server are the features of the 
self-verification mechanism adopted by the author. Digital 
signature consists of a secret parameter produced by the 
server with the help of this self-verification mechanism. This 
parameter is checked by the web server and used to decide on 
the decryption key of a cookie. The web server does not have 
to maintain a sensitive verification table because the secret 
parameter used in this protocol is kept as secret by using the 
concept of digital signature. By using this proposed scheme, 
we can reduce the computational load on the server as this 
scheme provides high security and reduces cost at the web 
server side. Because of this reduced load, the author believe 
that this scheme provides more benefit when compared to the 
existing schemes when used for social networking sites, 
online shopping, and cloud services. Guy Pujolle et al [6] 
proposed a cookie mechanism which is secure as it is based 
on reverse proxy implementation. This mechanism makes 

sure that there is an end to end secure connection between 
client and servers in a network. The proposed mechanism 
provides integrity control, confidentiality, no-replay and 
source authentication to the cookies. This proposed secure 
cookie mechanism uses cryptography functions. All the 
cookie attributes to be protected are kept in a message M 
which is given as input for the HMAC function along with a 
secret key generated by reverse proxy and a counter value. 
sessionID is one of the attributes present in the message M 
which is used to uniquely identify a user session. To achieve 
source authentication, anti-replay cookies and integrity 
control, we integrate the counter value to the sessionID as per 
the secure cookie mechanism. User session management, end 
to end secure session and transparency are ensured by this 
design of the solution. Yitao Yao [7] in this paper described 
about systems and methods for using cookies to verify the 
origins of web related request. His proposal was that the 
systems and methods use a client identification value that 
may be sent from a client to a server. The server uses the 
client identification value to determine that the origin of the 
request matches the origin of previous requests so that 
personalized or other private data is not improperly sent to 
the wrong client. Praveen Gauravaram [8] in this paper 
focused mainly on the importance of protection of passwords. 
In this paper, the author recommended a hash function which 
is a combination of the salt and password to prevent the 
attacks such as birthday and dictionary attacks. The author 
presented the first security analysis of this salt||password hash 
function. In this paper author also made research on 
password||hash function and found a security gap between 
prefix-salt and suffix-salt methods of hashing passwords. In 
this paper, the author demonstrated the subtle property of this 
hashing application by performing a precomputed offline 
birthday attack and resulted in finding the possibility of 
building multiple passwords for an unknown password for 
same hash value and salt. Mohamad Badra et al [9] illustrated 
about the authentication provided by security protocols to 
prevent replay attacks and how shared secret keys and public 
key infrastructure are used to generate new keys for each 
session. In this paper, authors explained about how 
Challenge- Response authentication mechanism works and 
drawbacks of basic Challenge-Response authentication. The 
authors proposed a new semantic meaning for the challenge 
that helps in reducing identity assumption attacks. The 
extension proposed by the authors is completely compatible 
in backward manner and will continue the basic 
authentication process. Young-II Kim [10], in this paper 
proposed a MAC address-based communication restricting 
method and explained the mechanism of this method. In this 
method upon receiving a request for communication packet 
data is received which consists of a MAC destination address 
and a MAC source address. The access vectors of the MAC 
addresses are present in an address entry table is verified, and 
access if the security keys of the MAC destination and source 
addresses are not matched then the access is denied. Zheng Qi 
[11], in this paper provided an architecture for an 
authentication engine for SHA1 multi- loop or multi-round 
authentication algorithms to increase the speed at which data 
packets are transferred over 
computer network. 
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 According to the author, this architecture can be used in 
combination with data encryption and protocols. The author 
also suggested that this application can also be used in 
combination with applications that does not perform data 
encryption or decryption. In this paper, the author also 
explained about the increase in the performance of 
processing of short data packets with this authentication 
engine. Swain et al [12] presented a technique which made 
use of steganography (which is the art of hiding a file or a 
message inside another file or a message) and cryptography 
to achieve secrecy in communication.The cryptographic 
algorithm used in this paper is a block cipher. 
P. M. V. K. Sandeep at al [13], proposed a mechanism to 
reduce the chances of attack on Mobile as-hoc Networks. 
Through this paper, they stated some privacy requirements 
which are related to attackers in MANET. This mechanism 
adds the security feature of digital signature with Enhanced 
Adaptive Acknowledgement method to provide more trust 
with its performance. The experimental results of this 
mechanism are also found to be satisfactory. Gandharba 
Swain et al [14], through this paper proposed a classification 
of security techniques in network such as authentication, 
non-repudiation and secrecy. The secrecy techniques come 
under two categories: cryptography and steganography. 
Steganography also is a very suitable method to achieve 
secrecy in communication process. When both cryptography 
and steganography are utilized then the process becomes 
double secured. All the major techniques on image 
steganography proposed by different researchers are 
discussed in this paper very briefly. The techniques on audio 
steganography are also briefly discussed. A hybrid model is 
then shown using both cryptography and steganography 
techniques. N. Kusuma et al [15], in this paper proposed the 
methods to prevent attacks on digital signatures. 
Cryptography contains concepts about how to protect data in 
the digital form and to give security services. The primary 
task of a signature is to provide the means for any entity to 
bind its private identity information. The various attacks done 
on the digital signature were verified. RSA signature scheme 
was the method used and it remains till today as one of the 
most versatile techniques which are present. Fiat-Shamir 
signature schemes, DSA and related signature schemes are 
among the two other methods which were verified. 

III. PROBLEM STATEMENT 

Every session has a unique session id and all these session ids 
are very easy to be stolen., it is very important to safeguard 
these session ids from attackers in order to have a secure data 
exchange. These days, after the introduction of online video 
streaming websites like Amazon prime, Netflix, Hotstar, etc., 
it has become very common among the people to share a 
single account with many others. This can be done by sharing 
a single session id with others so that everyone can use a 
single session i.e., a single account even if the people using it 
are geographically located in different places. This is just an 
example of taking advantage of the vulnerability present in 
the current cookie management system. This vulnerability 
has become a common point of interest for many attackers in 
order to gain access to user accounts to which they are not 
authorized to enter. Banking, fund transfer, e commerce, etc. 

are being affected because of this vulnerability. The attacker 
can use any network sniffing tools like raw cap, Wireshark, 
etc. to capture the packet containing the session cookie in 
which the session id is present. The process of steeling the 
cookie is explained using the diagrams below. 

 
(a) User1 request for connection. 

Initially, User requests the server to start a session in order to 
establish communication with it. 

 
(b) Connection established and server sends a 

packet with cookie in it to user1. 
The server responds with a packet as response to the request 
sent by the server. This packet consists of several cookies out 
of which session cookie is one. This session cookie has the 
unique session id which will keep track of all the 
communication done in that session. 

 
(c) Communication between server and client. 

Now, the user and the server can interact using the session id 
till the cookie expires. 

 
(d) Interference of attacker. 
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The attacker captures the session cookie using any of the 
network sniffing tools and gain the session id using which he 
will bypass the login process to access the account of user1.  
By doing this, server will be getting requests from both user1 
and attacker with same session id hence it can’t identify the 

difference between a legitimate user and an illegitimate user. 

 
(e) Attacker accessing the user1’s account. 

The attacker and user1 accessing the account (i.e., interacting 
with the server) with a same session id. 

IV. PROPOSED METHODOLOGY 

As we all know that salt is a random string that enhances 
security, we want to use the concept of Salt by concatenating 
it to the Session ID that has been generated during the 
Session establishment. The result of the concatenation is 
hashed using hash algorithms like SHA-256, MD-5 etc. We 
call this hashed value as randomized session hash. This 
should be only known to the client and the server. So, at the 
beginning of the session establishment the client generates a 
random string and shares it with the server in a secure way 
then the server generates a randomized hash with help of the 
random string that is sent by the client ,the client sends this 
random string in a secure way by encrypting it with 
algorithms like AES, DES, RSA etc. This message can be 
sent by using protocols like SSH (Secure Session) or Telnet. 
Initially the server establishes an SSH connection with the 
client with the help of IP address that can be identified when 
the client is connected to the server. So that this randomized 
hash is shared only between client and server. When multiple 
clients are connected to the server, multiple randomized 
hashes will be generated each of the randomized hashes will 
be unique and the length of the randomized hash depends on 
the hash algorithms that is being used. When a client 
establishes a secure connection with the server, client 
generates a random string and sends it to the server in a 
secure way. Then the server generates a session ID and 
produces the randomized hash, so when an attacker can 
obtain the session ID by capturing cookies with the help of 
tools like Wireshark, Raw cap. If it is a HTTP cookie there is 
no need of any decryption, the attacker can easily see the 
Session ID and HTML content that is exchanged between 
client and server. By using tools related to MIMT (Man in the 
middle attack) he can also tamper the cookie which causes a 
lot of damage to both client and server. If the request is 
HTTPS, then all the content and cookie will be in an 
encrypted format even though they can be easily decrypted 
by using Man in the middle attack during the key exchange. 
so, in order to provide a secure session, the captured cookie 
should be of no use to the attacker. The attacker will be 
needing the random string that is generated by the client in 

order to gain access to that session which is not possible and 
is difficult to obtain because it is generated during the 
establishment of the session and is transmitted through SSH 
The client verifies its authenticity for every major redirection 
so that the server can easily identify any malicious 
connection to that server. The random string may be a hash of 
a string that is generated randomly or a MAC address of that 
host or any unique value or it can also be the IP address of 
that host. But the disadvantage of using the IP address as a 
random string is that it can be unique only to the network if 
any other client in a different network can have the same IP 
address as a previous host. In that case both will have same 
value for random string, which is not feasible. This solution 
needs the browser code to be changed for the SSH connection 
and transmission of messages are needed, so we will be using 
Python, Java, PHP etc. for generating the random string and 
establishing a secure session. The use of MAC address as a 
random string is one feasible way but it does have its own 
disadvantages when attacker tries to ARP (Address 
Resolution Protocol) spoof. So, a randomly generated hash of 
a string gets the job done. The below diagram will give a 
clear picture of what must happen when a session starts 
between a client and a server. 

 

V. RESULTS 

 
 Database table containing login details of various 

users. 
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 Cookie generated when user logs in 

 
 Capturing the packets using Wireshark. 

 
 Getting the session id from the captured packet. 

VI. CONCLUSION 

It is very important to secure the session id indeed session 
cookie so that no one can illegitimately acquire it and use it. 
Our proposed methodology uses a randomized string as salt 
value to be hashed along with session id. By doing this, we 
can make sure that even if the attacker attains the session id, it 
might not be useful to him as he does not know the user 
generated random string hence the server will not permit the 
attacker to access the data present in user’s account. The aim 

of this paper is to send the authenticated cookie over a secure 
channel so that it can’t be eavesdropped. Even if it is 

eavesdropped, it would be of no use for the attacker. 
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