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Abstract: Sleep is a mandatory biological requirement for 

humans that require appropriate proportions and quality. The 
assessment method in determining the best sleep quality and the 
medical gold standard is to use a Polysomnography device. The 
advantages of the Internet of Things can significantly increase the 
usefulness of Polysomnography in suburban areas. The target 
location of this framework makes our consideration adhere to the 
Offline-First Internet of Things method to overcome the 
limitations of the internet at that location. Unfortunately, there 
are still problems coming from the concept of the Internet of 
Things itself, and the problem is in data security. So we propose a 
framework for Polysomnography devices that connects the 
Internet of Things with a focus on the security and confidentiality 
of patient data called Offline-First Sleep Assessment (OFFSA). 
We enumerate patient medical data and archive encryption to 
improve patient data security. The confidentiality of our patient 
data is achieved by encryption on every medical data exchange 
and is only open on the Graphic User Interface application on the 
device that has been registered. 
 

Keywords: Framework, Internet of Things, 
Polysomnography, Sleep Assessment  

I. INTRODUCTION 

Sleep is one of the mandatory requirements needed by 

humans. The quality of sleep is very influential on human 
health. Poor sleep quality can lead to sleep disorders that will 
have an impact on everyday life. Patients with sleep disorders 
tend to be prone to suffer from chronic diseases such as 
obesity, diabetes, and hypertension. In several studies, it was 
found that there were several relationships between sleep 
quality and the risk of diseases such as diabetes and obesity 
[1], obstructive sleep apnea sleep disorders were a risk factor 

for systemic hypertension [2].  
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There are several methods for monitoring sleep to 
determine sleep quality, such as using Polysomnography [3], 

Photoplethysmography [4], Ballistocardiogram [5], and 

Actigraphy [6]. However, of the many methods that can be 

done to assess sleep quality and to know sleep disorders, the 
method of monitoring with Polysomnography devices is still 
the primary choice for evaluating sleep in clinical use as in the 
diagnosis of insomnia [7]. This is because Polysomnography 

devices can provide more detailed information for sleep 
monitoring and offer more accurate sleep assessment results 
[8].  

Developments in Internet communication bring a 
significant change. Internet of Things, where different objects 
can communicate with each other and exchange information 
with one another to improve the functionality and 
performance which is currently invisible already embedded in 
our environment [9], [10]. The extensive use of the Internet of 

Things, including its use in the healthcare industry sector. 
Monitoring patients' health by using biological sensors in the 
body, the Internet of Things allows patients to be in different 
locations such as at home, office, public place or in a vehicle. 
Medical sensors stay connected and send information to the 
medical party [11]. With the development progress in 
Information and Communication Technology, medical 
sensors provide a solution for many medical applications such 
as monitoring patient activity remotely, diagnosing chronic 
diseases, and for elderly health care [12]. 

However, the Internet of Things in the Health Industry 
remains in its early stages about design, development, and 
distribution. However, healthcare that utilizes the Internet of 
Things displays an extraordinary impact has a growing market 
in the healthcare industry, which will be one of the future 
health monitoring solutions. The Internet of Things solution 
has the potential to be able to save around fifty thousand 
people every year in the United States by avoiding deaths that 
can be prevented due to hospital errors. This is because it can 
provide patient safety by coordinating critical patient 
information and synchronizing resources such as health 
workers, devices that are used to extract vital data in real-time 
and instantaneously through the interconnection of devices 
and sensors. Other studies also reveal that the Internet of 
Things in the healthcare industry can facilitate better care by 
reducing costs, reducing direct interactions between patients 
and health workers, and access 
everywhere to get quality care 
[13]. 
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Emerging problems in the use of the Internet of Things in 
healthcare are due to the development of the Internet of 
Things itself. There are several issues that we will raise in this 
paper, and we will submit a proposed framework to answer 
those problems. The hope is that this framework can become 
one of the standards or can be another standard reinforcement 
to produce a better framework for all stakeholders. It is also a 
gold-standard framework for healthcare Internet of Things in 
sleep monitoring cases using the Internet of Things-based 
Polysomnography devices.  

Patient privacy is one of the most critical problems in the 
health industry. This privacy problem is either direct care or 
medical data sent online. Health data security and patient 
confidentiality are critical issues in online data exchange, 
which will have a substantial impact on the success and 
reliability of all parties in the utilization of the Internet of 
Things in the healthcare industry [14].  

This confidentiality protection has increased to be more 
difficult than direct maintenance compared to online 
maintenance because one of them is when sending data from 
the device to the server which can happen things such as 
interception, interruption, modification, and fabrication by 
other parties [15]. These problems can have an impact on 
patient privacy, the confidentiality of data transmission, 
integrity in receiving data, and data availability.  

Authentication is also an essential aspect in terms of 
creating trust in the system [16]. Other problems regarding 

access rights to medical data also need to be considered so 
that the data can only be accessed with specific access rights 
for those who do have access to the data. Another important 
thing is how we can ensure that the data is the right patient 
data, from the right medical device to the right server, and the 
integrity of data reception.  

The contribution of the paper we wrote is to propose a new 
framework that will be used specifically for monitoring and 
evaluating sleep disorders that use Polysomnography devices 
by involving the Internet of Things which focuses on the 
security and confidentiality of patient data by considering the 
Offline-First Internet of Things concept. 

The rest of the discussion in this paper are as follows. Part 
II will discuss studies or work from other researchers who 
have involved the Internet of Things for healthcare and study 
of the assessment of sleep disorders. This second part will be 
our foundation to propose this new framework. Part III we 
will explain the framework we propose. Finally, Part IV is the 
conclusion of our paper. 

II.  RELATED WORKS 

The existence of the Internet of Things as a technological 
innovation that connects a collection of sensors and devices to 
collect, record, transmit, and share data to carry out possible 
analyzes has been used in a broad field of application 
[16]–[25]. In recent years, the Internet of Things technology 

has been used in the healthcare industry because of the 
development of simplified standard protocols between wired 
and wireless medical devices [26]. Some have become 

potential applications in monitoring healthcare where patient 
data will be collected from several sensors, analyzed, and 
delivered through a network and distributed to several parties 

who need it such as doctors, medical personnel who are 
suitable for patient care, and also for patients and family if 
needed [13].  

One of the more specific uses is the use of the Internet of 
Things for Electrocardiography devices that have been 
carried out by several studies [20], [22]. R. Shaikh et al. 

performed monitoring of Electrocardiography, body 
temperature, and patient's heart rate in real time using an 
ARM processor [27]. Mohammed et al. designed an Android 

application for Electrocardiography monitoring and analysis 
data using web services and cloud computing, where the data 
can be further analyzed using third-party software if needed. 
It also encourages the use of the Internet of Things in the 
healthcare industry, where biomedical device manufacturers 
release APIs needed to interact with their products and allow 
use for further adjustments [28] . 

Another study says that for an Internet of Things-based 
Electrocardiography system, it consists of three main parts. 
First, the Electrocardiography sensor network. The second 
Internet of Things Cloud Server. And last part, a graphical 
user interface [29]. Sensor networks Electrocardiography is 

responsible for producing recordings of cardiac activity from 
patients and transmitting data that has been generated to the 
Internet of Things Cloud Server. Then the Internet of Things 
Cloud Server mainly has the task of storing and analyzing 
data. For example, specifically used to detect sleep disorders 
as in several studies that have been done [30]–[34], whereas 

the last part of the graphical user interface module is 
commonly used for visualization and data management. This 
can make the foundation of the parts needed to create a 
framework of the problems that we raised in this paper to 
build a sensor network framework for Polysomnography.  

Zhang et al. [17] introduced a mobile healthcare network 

architecture, which focuses on the security of safe data 
collection and transmission. The security of data collection is 
obtained by applying secret keys and private keys. Whereas to 
obtain secure data transmission is enhanced by combining 
encryption on specific attributes where only predetermined 
users can access the data. This is implemented because there 
have been many exchanging and transmitting data in the 
healthcare Internet of Things network that can be penetrated 
by third parties or parties that are not part of the party that 
should have access or data in terms of maintaining the 
confidentiality of patient data.  

Security and data confidentiality are critical topics. For 
example, in a heart monitoring system that uses the Internet of 
Things [35], since recording by Electrocardiography devices 
which are then stored in the Cloud, there may be some 
security threat such as improperly linked access and 
unauthorized access [36]. In several other studies, 

mechanisms have been used, such as anonymity [37], [38] and 
access control [31], [39]–[43] to ensure the security and 
confidentiality of recording Electrocardiography devices.  

Another study that uses biometrics and radio fingerprinting 
[11], where it is done to ensure that the data reaches the right 

patient, the data is taken from the right device, sent to the right 
destination.  
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This is an important discussion because, with the many 
devices that are interconnected on the internet, we do not 
know that the data is monitored when the entire system does 
have the right patient. Moreover, how to maintain the integrity 
of the data obtained, such as about the issue of security 
challenges in transmitting patient data to a remote medical 
server can open security threats such as interception, 
interruption, modification, and fabrication. The threat will 
have an impact on patient confidentiality, trust in data 
transmission, and integrity of data reception. Then the use of a 
user grouping is needed to ensure that the data can be seen 
with limited access depending on the level of access needed. 
Anonymity and a secure and encrypted network in sending 
data with authentication in the form of keys or in the form of 
identifying different signatures so as not to exchange 
incorrect data. 

 In the case of sleep monitoring assessment, as is well 
known that the main sleep study is using a Polysomnography 
device to diagnose the patient's sleep quality. This is because 
the use of Polysomnography is the gold standard in evaluating 
sleep quality. Polysomnography records biophysiological 
changes that occur during sleep [3]. However, there are 

several approaches to monitoring sleep assessment other than 
using Polysomnography and other devices that use the 
Internet of Things as in the study of Lin et. al. The study used 

Doppler radar sensors, automatic radar demodulation 
modules, and a framework recognition of sleep status with 
95.1% accuracy in determining sleep status called SleepSense 
[8]. Rofouei et al. present non-invasive wearable neck-cuff 
systems for sleep monitoring [44]. Another study using a 

lightweight system was made using microphones and 
accelerometers found on smartphones to determine sleep 
profiles [45]. Other frameworks, such as LullaBy to capture 

and monitor sleep environments using microphones, light 
sensors, and motion sensors [46]. Also, some are commercial 
off-the-shelf (COTS) based on actigraphy products such as 
Fitbit and Sleep Tracker, which are generally available. In this 
paper, we propose a framework that uses Polysomnography 
tools to assess sleep quality that involves the benefits of the 
Internet of Things. Aim to be able to maximize the use of the 
device and reduce the limited access of patients far from 
health facilities to assess sleep quality by focusing on the 
confidentiality and security of patient data. 

III. PROPOSED FRAMEWORK 

The framework we submitted, Offline-First Sleep 
Assessment (OFFSA) consists of four main sections to 
maximize the use of Polysomnography combined with 
utilizing the Internet of Things. This framework is expected to 
improve access to health in assessing the quality of sleep for 
areas far from the sleep laboratory and expert doctors. The 
four parts of the framework we submitted have the following 
sections. The first part is the sensor network system. Second, 
the Middleware section. The third part is the Cloud Server 
section. Last, the fourth part is the Graphic User Interface. 
The overall communication between parts of this framework 
uses internet networks in data exchange. Except 
communication in the sensor network system section with the 
Middleware section using a Bluetooth network which will be 
explained in more detail later.  

OFFSA framework architecture design was created to 
improve the mobility of Polysomnography devices by using 
internet networks in data exchange transactions. Then the 
device that evaluates sleep can be moved according to the 
location needed. This will also be able to cut the cost of 
procuring equipment or the presence of a specialist doctor 
because the device can be anywhere without the need for a 
specialist to visit the patient. Except for patient interview 
sessions, although this session can also be done online too. 

The Offline-First concept that we proposed is due to 
considering the limitations of internet access in suburban 
locations or those far from big cities. Therefore, this concept 
will be a solution for certain regions by storing medical data in 
advance if there is no connection to the internet network.  

The results of recording vital data as well as evaluating the 
quality of the patient's sleep can later be seen by related 
parties through a specific web service included in the 
Graphical User Interface section. The details of the OFFSA 
framework structure that we submitted are shown in Fig. 1, 
and we will describe the details of each part of the framework 
as follows. 

A. Parts of the Sensor Network System 

The sensor network system part is the part that interacts 
with the patient's body. 

 
 
 

Fig. 1 Oveview of OFFSA Framework 
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 The sensor network system consists of several sensors 
needed to meet the needs of a Polysomnography device. 
Responsible for getting vital patient data needed. The sensors 
contained in this section meet the needs of a 
Polysomnography device. An electrocardiogram to record 
heart activity data when the patient starts to sleep, while 
sleeping, and wake up. The electroencephalogram records the 
brain activity of the patient to determine the sleep stage of the 
patient. Electromyogram records the movements of patients 
in sleep to get a sleep profile. Electrooculogram to record the 
activity of eye movements of patients while sleeping. Also, 
related sensors used later as respiratory effort. If it is indeed 
needed, other sensors can be added such as pulse oximetry to 
measure SpO2 in the blood and also heartbeat, and Blood 
Pressure to see and record changes in blood pressure when the 
patient starts, falls asleep and wakes up. It can also be a room 
camera to record patient movements while sleeping. 
Alternatively, other sensors needed on sensor network 
systems. In the sensor network system section, the data 
received is raw data from the device that is sent on a Bluetooth 
network with a defined API and given a signature on the 
medical device. It is hoped that the addition of the signature 
will not overlap the data during the reception in the 
Middleware section. 

B. Middleware Section 

The Middleware section is part of the task of collecting and 
temporarily storing medical data obtained from parts of the 
sensor network system. The whole process can be visualized 
shows in Fig. 2. Medical data is recorded and collected during 
a sleep monitoring session before being sent to Cloud Server. 
This section does not automatically become a transit point for 

data, but in this section checks the suitability of the device's 
signature. After the signature data is matched, then the data 
received from the medical device on the sensor network part 
of the system is given a patient signature so that it will not be 
confused later on the Cloud Server.  

Furthermore, because medical data from the recording 
results in one session is large size, in the Middleware section, 
it also breaks down smaller files so that there is no failure to 
send data at once. This is a consideration because the OFFSA 
framework has the goal of using its devices to be placed in 
suburban areas or far from big cities with limited internet 
network conditions.  

Then checksum the medical data file using methods like 
BLAKE2, MD5, SHA-1, CRC32, or other methods that are 
done before and after file splitting. Checking file checksums 
is done to maintain the integrity of medical data sent that the 
data is genuine and error-free. 

After the medical data file that has been enumerated 
becomes a smaller size file and has received a file checksum. 
The medical data file is then entered into an archive format 
such as .tar.gz and is encrypted by giving a random password 
to the archive. Then as has been done before, after this stage 
the fragments of the medical data file are carried out to check 
the checksum of the file which will be used to maintain the 
authenticity of the medical data being sent. The entire file 
checksum data and archive password will be entered into the 
JSON file separately. Medical data files that have been 
enumerated and encrypted as well as JSON files that contain 
checksums of medical data files and archive passwords will 
be sent to Cloud Server in parallel alternately. File sending is 
carried out in the Secure File Transfer Protocol (SFTP), while 
JSON files are sent through Secure Socket Layer with REST 
API endpoints by authentication with API keys and 
authorization, as well as protection in session states to 
maintain the security of data entering the Cloud Server.  

The whole process is done automatically by utilizing Cron 
jobs on the Middleware device, but it is still necessary to 

choose from a manual override just in case.  
 
 
 
 

Fig. 2 Medical data processing in Middleware 
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The selection of Middleware devices can be done by 
meeting the following criteria, having Bluetooth and internet 
connectivity, then having the ability to do the things 
mentioned above. So we propose in the Middleware section 
of this framework to use mini or microcomputer devices such 
as Raspberry Pi or Intel Galileo devices.  

As a precaution for some things that might occur, such as 
the connection between Middleware and Cloud Server 
devices or an error in uploading data. Then the concept of this 
framework is to prioritize if there is a condition that the device 
cannot connect to the Cloud server with the Offline-First 
concept. Medical data of patients who have been encrypted 
without a JSON file in this section will disappear 
automatically after seven days. We propose that if there are 
data that does not reach Cloud Server, health workers can 
upload data. Other cases such as the absence of an internet 
connection at all, the data will remain in the Middleware 
device until it is manually removed. The overall information 
is whether the Middleware device is connected to Cloud 
Server or there is data not sent, and there is data that does not 
correspond to the checklist and requires re-uploading, and 
other. The status appears in the application's Graphical User 
Interface section. 

C. Cloud Server Section 

This section does the most work from the entire OFFSA 
framework. In this section, medical data is sent by the 
Middleware device in the form of files that are enumerated 
and encrypted as well as JSON files. JSON data received by 
the REST API provided will be interpreted and entered into 
the column in the appropriate table in the database.  

The split medical data file received will be done matching 

the checksum of the file between the checksums in the file 
with checksums that have been interpreted from JSON files 
from the database. If there is a difference in checksum, it can 
be ascertained that the file has different content, so the Cloud 
Server will notify the application of the Graphical User 
Interface so that the relevant party knows that there is a file 
that was defective at the time of upload. Cloud Serve also 
requests automatic sending of defective files to Middleware 
devices. If the upload fails several times again, then the 
request to the Middleware device will stop and give a 
notification to the relevant officer to do the upload manually.  

The split medical data file that has passed the checksum 
matching will be removed from the archive by calling the 
archive password from the database. After that, the checksum 
value returns. At this stage, if the checksum does not match, 
what is done is opening the file again because the most 
significant possibility is that the extraction of the file failed.  

After matching the checksum successfully, the next step is 
to combine the split file into complete medical data. After 
that, back to the last check file match, if there is a difference in 
the checksum value, the file merge will be repeated.  

The next step after the medical data file has returned to its 
intact state, and the next step is to enter the patient's medical 
data database, one table per session per patient with a column 
corresponding to the data taken, for example, the vital heart 

data is inserted into the ECG column on the table. After 
medical data is stored on the Cloud Server, it can be used for 
further purposes.  

 
 
 
 

 

Fig. 3 Data validation process from split medical data into database and some application of processed data 
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 One of the further uses of the patient's medical data is to 
make the visualization of the results of the data into data that 
can be used by the expert doctor to provide medical 
information. This visualization will appear in the Graphical 
User Interface section of the application contained in the 
framework. Making this visualization will always load data 
from the database; it will consume resources from Cloud 
Server. Therefore, we propose to always make it into an 
image or other files that do not require to load medical data 
from a database, such as creating a Scalable Vector Graphic 
file for each graph of the appropriate medical data. So 
generating a graphic image file that contains data from the 
database is only done once, the rest if related parties such as 
doctors only open the graphic image file. It is hoped that in 
making the graphic image can save the use of resources from 
Cloud Server. The next process can also be making files in 
other medical standards such as the European Data Format for 
other medical purposes. It can also be in the Cloud Server 
section, and there are data analysis and other processes that 
will help the medical and patient to increase speed in the 
process of evaluating sleep quality. In short, the Cloud Server 
functions to ensure integrity. In this section, it also shares the 
right to access patient data; for example, some stakeholders 
only receive data from Middleware devices by matching the 
checksum value. Then the Cloud Server also combines split 
files into one and then combines them again to be included in 
the database. Cloud Server also interacts with the Graphical 
User Interface section to provide notifications in the process 
that occurs. Furthermore, Cloud Server performs the next 
process, such as making visualization of the patient's medical 
data, generating other standard files such as European Data 
Format for other purposes, and it is possible to do other things 
such as data analysis and other actions. 

D. Graphical User Interface Section 

The Graphical User Interface Section is actually divided 
into access according to user clusters and access locations in 
the framework section. The Graphical User Interface on the 
Middleware device has a function that is to be able to see 
notifications about the status of processes that occur on 
Middleware devices. Still, in this section, the medical team 
can also upload medical data manually to the Cloud Server if 
the Middleware device cannot resolve an error. The last 
function in the Graphic User Interface on Middleware devices 
is to retrieve medical data that has been split and encrypted to 
allow manual uploads outside Middleware devices such as 
those on a medical party that has a Graphic User Interface 
application and the computer has a signature registered with 
Cloud Server. User Interface Graphics contained on 
computers or external devices outside the framework have 
one function, namely uploading medical data files to Cloud 
Server.  

The other Graphic User Interface is located on a computer 
belonging to a specialist doctor, which has a function to 
access medical recording image data on Cloud Server. 
Another function is to make medical reports and to store and 
access the results of reading medical data in the Cloud Server 
and the internal computer of the doctor's work encrypted. The 
next function is to regenerate visualization from medical data, 
so expert doctors have the right to re-generate visualization 

from the data. Furthermore, the Graphic User Interface on the 
computer working by a specialist is exporting other used files 
as in the European Data Format format. 

Patient medical data can only be accessed on applications 
included in this system framework with end to end encryption 
by paying attention to the device signature. The security is 
sought to prevent Man In The Middle attacks from occurring. 
Data exchange on the communication path is always 
encrypted and is only open in the Graphic User Interface 
application. The ability of tiered data access is needed so that 
parties other than experts can see the data to ensure patient 
confidentiality and security. 

IV. CONCLUSION 

Evaluating the quality of sleep using a Polysomnography 
device is a gold standard that is still used today. 
Unfortunately, this device is still not affordable for the entire 
community in need. Therefore, we propose a framework by 
utilizing the Polysomnography device by combining it on the 
Internet of Things, which focuses on the security and 
confidentiality of patient data. The safety of patient data is 
done by dividing and encrypting the patient's medical data 
archive. While the confidentiality of patient data is done by 
encrypting data at the time of delivery and is only open in the 
Graphic User Interface application on devices that have been 
registered. However, considering the target location of this 
framework, we adhere to the concept of Offline-First Internet 
of Things. So that in locations that have limited internet can 
still monitor sleep quality. Hopefully, the Offline-First Sleep 
Assessment (OFFSA) framework can be a standard 
framework for cases of assessing sleep quality.  
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