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Abstract: Detecting outliers before they cause any damage to the
data in the network is a important constraint. Outlier detection
methods need to be applied on various applications like fraud
detection, network robustness analysis. This paper mainly focuses
on detailed measures of both proposed intrusion and outlier
detection methods with traditional methods. In the proposed work,
KDD CUP data set is used. In this work, we initially divide the
entire network into individual nodes for efficient monitoring.
Later, the proposed methodology is applied on networks which
can easily handle high / multidimensional data. While detection of
outliers, the proposed method divides the entire network into
sub-networks and each network is formed with density based
strategy and then outlier detection is applied on them using a
Efficient Crossover Design method which identifies the outliers
more accurately. Finally ,the proposed method is evaluated and
compared with traditional method will all possible parameters in
network intrusion detection and the results prove that the
performance levels of the proposed method is far better than the
traditional methods.
Keywords : Comparative Analysis, Data Mining, Outlier
Detections, Network Data, Processing, Clustering, Classification,
Feature Extraction.

I. INTRODUCTION
With the increase in the dimensionality of the data, the
techniques applied on the streaming data or large data sets
cannot provide an efficient result and also takes high
computation time [6]. Construction of the model is required
that perfectly represents the data for the effective outlier
detection. Over the years, many outlier detection techniques
have been developed for anomaly detection and developing
models for outliers. Various problems arise due to this
increased size of data like data redundancy, missing data etc
[7]. The outlier detection from the data helps to acquire the
useful knowledge that will help in data analysis. This can be
used for different applications in different domains that will
give the efficient results.The Figure-1 defines the process of
outlier detection. Initially a network is created. Network is
basically the area or the region in which the dataset is present
and outliers are
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identified in this dataset after applying the proposed irregular
random forest method on it. In next step the data is taken
from the network and is converted into log files. By
converting the obtained data into log files the outlier can be
easily detected.

Fig-1 General Process of Detecting Outliers
The main objective of detecting outliers is to retrieve the
objects from the large datasets that have different behavior
than the normal object present in the data [8]. Detection of
outliers is the important field of data mining for which various
algorithms have been used [9].In literature, various outlier
detection algorithms are used [10]. Outlier detection has been
studied on a large variety of data types including
high-dimensional data, uncertain data, stream data, graph
data, time series data, spatial data, and spatio-temporal data.
II. ASSOCIATION MEASURES
A network which has many semi-networks are considered and
the DBOD algorithm[2] for detecting outliers is applied on
the sub networks. The network dataset is considered from
UCI machine repository. The DBOD algorithm uses
MATLAB with the end goal of information mining. The
information mining is utilized to extricate the data from the
extensive dataset. The Network Outlier Detection System
(NODS) algorithm[1] is compared with the traditional Spatial
Outlier Algorithm (SOA) and the results show that the
performance levels are much better than existing methods.
Below figure 2 plots the outlierness of the 1% attacks. Since
the attacks are infused at the start of the dataset, the figure
demonstrates the exception’s of the attacks is considerably
higher than the greater part of ordinary exercises.
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Fig 2: Attack outlierness Percentage
Fig 5: Outlier Detection Rate.
Table 1: Execution Tabulation

Fig 3: Attack curve level
It likewise demonstrates the different execution time of the
above said calculation against the quantity of information
focuses. The execution time is appeared in seconds. This
diagram is drawn by taking the quantity of information
focuses in X-hub and the execution time in Y-pivot.

Fig 4: Association of Execution Time amongst proposed
and existing calculations
The outlier detection rate analysis based on node longitude
location value and the degree of the node is illustrated in the
below graph.
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The networks range considered in the NODS method are
compared with existing method in terms of data processing.

Fig 6: Data Processing Levels
The Outlier detection rate is much better and quicker than the
traditional methods. The outliers are effectively identified and
can be resolved. The outlier detection rate is depicted as
below.
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Fig 7: Accuracy in detecting Outliers.
When there are semi-networks in a network then the outlier
detection among the semi-networks are identified accurately
and displayed. The identified outliers in a semi-network are
depicted in below figure.

Fig 10: Rate of Intrusion Detection
2.1 Efficiency
It is the evaluation of the average execution time required for
an algorithm to complete work on a given data set. Efficiency
of an algorithm is measured by its order. It is helpful for
quantifying implementation difficulties of certain problems.
Based on the references identified, the association of different
outliers are represented in Table-2.
Table-2 Association of Outlier Detection Techniques

Fig 8: Outliers identified in semi-networks of a network.
The “KDD 99” dataset is accessible from DARPA's intrusion
dataset assessment program. This dataset has been broadly
utilized in both intrusion identification also, for Intrusion
detection, and information have a place with four principle
attack classes. The Efficient crossover design method[4]
effectively identifies the intrusions with 97% accuracy when
compared to traditional methods which Efficiently identifies
the intrusions. The Processing time and the payload levels are
depicted in figure 9 which shows that the processing time for
outlier detection is low in the Efficient Cross over method and
figure 10 shows the detection rate.

Fig 11: Time taken for identification of intrusions

Fig 9: Processing Time Vs Payload
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2.2 Computational Cost
It is directly proportional to the computational complexity of
the algorithm. It is the evaluation of the number of steps
required by the algorithm related for input of an instance or a
given size in the worst case. Function of size is measured by
the number of steps.
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Fig 12: Computational Cost Levels
2.3 Scalability
It is defined as the capability of the product or a computer
application to continue to function well even when it is
changed in size or volume, as per the user requirements. It is
basically a rescaling like expandability of an application
program which can be used on larger operating systems for
handling large number of users and also for better
performance.

Fig-14: Identification Time
The Hybrid Framework[4] introduced a two-level half and
half interruption location technique in light of directed and
anomaly strategies. This technique shows extraordinary
execution in perceiving remarkable characterization
ambushes and likewise tremendous scale attacks new and
presented strikes when attempted with a NSL KDD datasets.
The system setup time for creating sub-networks from a large
network is represented in Figure 15.

2.4 Applicability
As each algorithm has its boundaries and limits set for being
applicable on any given set of data. Depending upon the data
set i.e. whether it’s a statistical data or large dataset, various
algorithms are applied on the datasets to detect outliers. All
the above stated outlier detection algorithms are compared in
table-1 with respect to certain parameters like efficiency,
computational cost, scalability, applicability etc.
III.OVERALL ASSOCIATION OF PROPOSED &
EXISTING METHODS
Intrusion detection system (IDS) has been attempted early
with various data mining techniques. The dataset used for
these are KDD-CUP 99, NSL-KDD, UNSW-NB 15. The
performance of algorithm on KDD dataset was plotted and the
results are shown in fig.13.

Fig 15: System Setup Time
The proposed method detects more attacks when compared to
traditional method. The results show that the proposed
method identifies more attacks than the traditional methods.

Fig 16: Identified Attacks

Fig-13: Accuracy Levels
The time for identification of outliers are illustrated in
Figure-14.
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The Efficient crossover design effectively identifies the
intrusions by inspecting every parameter for secured data
transmission. In future, we might want to investigate a
versatile execution of our calculation. The Proposed Hybrid
method performs intrusion detection and identifies the errors
at 97% accuracy whereas the traditional methods exhibits
87% accuracy rate.
VI. CONCLUSION
The speed of processing the data is to be increased that helps
in the reduction of processing cost of data. There is no single
universally applicable outlier detection approach of the
current techniques. This paper presents the study of different
existing outlier detection techniques and the way in which
they are categorized. It is found that efficiency and
computational complexity depends upon the data distribution
and type of data. It is also observed that no individual
algorithm is much suited for the high dimensional data. There
is need of developing some new algorithms or improvement
in the existing one is required. In future work, discussed
algorithms will be explored using different parameters which
are not included in this paper. What's more, we re-port on and
investigate different Intrusion location systems under directed
and unsupervised methodologies. In light of our audit, we
watch that the idea of Intrusion is distinctive for various
application spaces. Hence, advancement of a successful
exception discovery method for blended kind and developing
system movement information, particularly within the sight of
clamor, is a testing undertaking. This system will attempt to
influence a more suitable social affair to approach in light of
speedier and profitable classifiers with a specific end goal to
make a basic duty in the examination of the outlier
acknowledgment. ECD-IDS Method registered the highest
accuracy rate 97%, with the smallest false positive rate. It
seems that the ECD method presents acceptable performance
parameters except the false negative parameter. In this
research work, an information mining based Efficient
intrusion detection framework has been intended for
recognizing typical and meddlesome occasions. The
significant commitments of this work are the proposition of a
Cross over structure for powerful Intrusion Detection, the
identification methods for system as well as host Intrusion
Detection frameworks that utilization arrangement and
grouping calculations to upgrade the exhibition of the
intrusion identification system.
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