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 
Abstract: Recently with respect to developments in 

watermarking techniques, intruders are capable of accessing the 
database. Several strategies are designed for securing 
information. Utilization of watermarks will be recommended with 
the background pertaining to several biometric strategies 
comprising fingerprints, position of palm, gait, iris, speech, etc.   
Among the available approaches digital watermarking will be one 
of the effective techniques. Prominent manner of carrying out the 
digital watermarking will be spatial domain along with strong 
transform domain. This paper establishes a strategy for providing 
the watermark, besides biometric information by utilizing Wavelet 
Transform in addition to Singular Value Decomposition. 
Utilization of biometric rather than conservative watermark 
enhances protection of information. The utilized biometric will be 
iris.  Consideration of iris template as watermark guarantees iris 
pattern communication, whereas watermarking iris images might 
be involved in assisting, safeguarding of information in addition 
to identification of iris image moderation. The mentioned work 
involved in carrying out analysis means checking the 
authentication under various attacks along with no attacks. 
Motivation in utilization of watermarking will depend on 
enhancement in the field of biometric recognition. On the other 
hand, utilization of biometric patterns as “message” has to be 

designed with conservative strong watermarking for safeguarding 
the information. So as to ensure biometric appreciation to the 
development of watermark. 

Keywords: Biometrics, Discrete Wavelet Transform, Iris 
Images, Watermarking. 

I. INTRODUCTION 

CURRENTLY, because of several surging requirements it is 
necessary to provide protection to information resulting in 
construction of several smart strategies which involve 
providing restricted access to information dependent on 
biometrics. Recently, several verification strategies have 
become dependent on PIN Numbers, passwords and barcoded 
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cards for providing permission to access restricted 
documents.  The challenge in the present approach is the 
requirement of the users always to keep in memory a huge 
number of diverse passwords, which is considered difficult 
[1]. To overcome the challenge several corporations will be 
trying to develop involuntary verification schemes. 
Additionally, an increase in connectivity and a capacity to 
accomplish involuntary recognition arrangement with greater 
degree of preciseness are necessary [2]. Individual 
recognition will be a procedure involved in relating specific 
person with respect to his/her uniqueness. Recognition might 
follow the authentication that involves validating the 
stipulated uniqueness for the individual concerned [3]. Hence, 
additional strategy involved in providing verification of a 
person depends on biometrics.  It employs the physical 
attributes of a person. [4].  

Involuntary identification, along with authentication 
pertaining to discrete person dependent on differentiable 
characteristic comprises a biometric arrangement. 
Frameworks have been developed with the help of seizing the 
illustration belonging to attributes and converting illustration 
with the help of certain arithmetical operations to a biometric 
pattern. The pattern delivers standardization and competency 
along with extremely differentiating characterization 
pertaining to attributes that might be related to additional 
patterns for the purpose of finding the person [3]. 

A perfect biometric must depend upon global feature, 
which seems to be exclusive and balanced. Actually, 
conditions which fulfill entire requirements will not suit all 
valuable biometric arrangement. Experts involved in 
formulating biometric schemes should take into account 
additional challenges listed below: 
 Functionality: it is involved in explaining the 

arrangements including preciseness, rapidity and 
strength, along with demanded resources, in addition to 
functional or circumstantial parameters which impact the 
preciseness along with rapidity.  

 Suitability: it is degree of persons eager to receive the 
specific biometric recognizer. 

 Avoidance: it is a method of simplicity in deceiving the 
arrangement via fake approaches. 
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  Biometric is well-suited for identification of a pattern and 
it provides the recognition of a person. Particular 
characteristics are explained by means of customers. The 
biometric arrangement might be subdivided into divisions in 
registration.  

While performing the registration stage, attributes 
pertaining to biometric of the person will be initially skimmed 
via a device which is involved in sensing the biometric for 
accomplishing the characterization belonging to the attribute. 
For the purpose of providing the matching along with 
minimization of demands to store patterns, characterization of 
samples will be additionally computed with the help of taking 
out the characteristics in producing the minor but sensitive 
illustration termed as “pattern.” 

While performing the identification stage, biometric 
sensors collect the features belonging to a person which is 
included for recognition along with transforming to binary 
arrangement which might be additionally computed with the 
help of attributes for generating similar characterization as 
pattern. Consequently, characterization will be provided as 
attribute matcher which relates with pattern for launching 
uniqueness of discrete person. The procedure of biometric 
arrangement is presented in Fig 1.  

 Based on the background of application, biometric 
arrangement might be functioning with confirmed manner or 
with identification manner. Authentication arrangement 
verifies an individual’s uniqueness with the help of collected 

biometric features in addition to the pattern belonging to his 
biometric retained with database. If a person demands 
recognition difficulty to uniqueness, card containing magnetic 
stripes, user name for getting accession or card which 
performs multiple operation, the arrangement may discard or 
approve distinctiveness. 

 

 
              Fig 1. Framework of Biometric Identification 
 

Assessing the functionality biometric recognition 
arrangement will be a complicated subject of investigation.  
[5]. Comprehensive functionality pertaining to biometric 
arrangement will be analyzed with respect to swiftness in 
producing response and preciseness along with space for 
storing. Numerous additional parameters such as amount 
involved along with simplicity might impact effectiveness. 

The existence of several biometric strategies will be 
broadly observed. Strategies might consist of, facial imaging, 
hand along with finger alignment, established strategies that 
rely on parts of the eye, uniqueness in writing and speaking, 
alignment of blood vessel, etc.  

 Face: Majority of usual biometric features utilized depend 
in images of the face of an individual for developing the 
recognition system. Recognition dependent on facial 
images of individual will be the majority of dynamic arenas 
of investigation on face which contain fixed and regulated 
authentication to active unregulated recognition with the 
vicinity of confused circumstance [6]. 

 Fingerprints: Utilization of fingerprints for recognizing 
the uniqueness was established a century ago. [7]. 
Uniqueness has been established even among twins who 
have diverse fingerprints.  

 Hand geometry: Biometric arrangements utilizing 
alignment of hand are followed at numerous places because 
of the simplicity and cost effectiveness.  Prominent 
drawbacks of mentioned strategy will contain least 
differentiation capacity.  

 Retinal Pattern: Arrangement of blood vessels behind the 
surface of retina inside the eye will be static and distinct. 
Hence, an excellent amount of preciseness is observed.  
Retinal scanners involved in the process will be quite 
costly.  

 Iris: Exterior surface of eye containing pupil along with 
sclera constitute the iris. Iris becomes static after two years 
of growth in a baby and remains static after that. 
Complicated outline containing differentiable evidence will 
help to recognize the persons. Preliminary accomplished 
outcomes ensure preciseness along with swiftness and 
iris-dependent recognition is promising. Additionally, 
capturing the images of iris will be simpler when compared 
to retinal image. Detection using iris will be possible even 
after performing surgery or with the utilization of colored 
lenses. [8].  

 Signature: Every individual has a distinct writing style. 
Based on handwriting or signature recognition of an 
individual is possible. Fluctuations in handwriting may 
reflect the mental state of a person. So, this category of 
recognition will not be highly consistent.  

 Speech: Speech will be primarily biometric based on 
behavioral characteristics. Speech of individual will be 
unique but may not provide adequate data for delivering 
precise identification [9].  
Among the entire strategies utilized in the identification of 

individuals, using iris will be more precise.  Identification 
utilizing iris patterns will not be harmful for the individual and 
provides much significance [8]. The two eyes of a person 
might consist of distinct features [10]. Iris will be 
superficially observable and the exclusive feature will remain 
for entire life.  Because of the above-mentioned facts iris will 
be widely used in identification system [11]. 

II. LITERATURE SURVEY 

  The investigation carried out by Muktar et al. (2019) [12] 
dealt with the innovative Legendre wavelet filter which 
divides iris information with distinct arrangement to 
iris-based identification arrangement. Investigation took into 
account utilization of wavelets since they would provide more 
appropriateness in processing 
images.  
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Generated Legendre filter demonstrated fine outcome 
pertaining to disintegrated iris images in categorization.  

Image of iris would be subjected to distortions because of 
improper illumination. Work done by Wang (2018) [13] 
established enhanced extreme learning machine (ELM) for 
identification of individual dependent on iris images besides 
amalgamated attributes. Utilization of 2D-Gabor filters along 
with Grey Level Co-occurrence Matrix would be observed for 
creating multi-granularity amalgamated characteristic vector. 
Seizure of details with respect to least transitional frequency 
along with greater frequency data would be carried out with 
the help of 2D- Gabor Filter and GLCM. At last, employment 
of extreme learning machine for identification systems 
utilizing iris would be established. 

Work performed by Swathi and Kumari (2017) [14] 
established the innovative protection outline that delivered 
security to iris images utilizing watermarking along with 
visual cryptography strategies. Iris images would be secured 
with the help of watermarking practice while utilization of 
Discrete Cosine Transform in implanting watermarked 
scripted image to iris image was within least frequency 
boundary. Subsequent to carrying out the process of 
watermarking, watermarked image might be additionally 
analyzed for creating the pattern utilizing Daugman’s 
approach along with Gabor filter. The pattern might be 
subjected to additional protection arrangement utilizing 
visual cryptography. The pattern was divided into two: one 
existing with client and the other with data base, both of which 
might coincide subsequently creating a fresh pattern.  

Work carried out by Gaikwad and Ali (2017) [15] 
established the identification framework related with the iris 
that might comprise stages such as Procurement phase and 
pre-computation phase which were involved in separation of 
edges of pupil for identifying. Standardization might be a 
subsequent phase that included the process of mining of 
attributes with the help of wavelet approaches, a verifying 
phase that might be carried out by utilizing hamming distance 
metric. 

Research work done by Abdullah et al. (2016) [16] 
established the innovative protection scheme to provide 
security to truthfulness belonging to iris images along with 
patterns utilizing watermarking approach. Suggested 
arrangement delivered comprehensive security arrangement 
to iris-dependent biometrics that comprised two phases: 
Preliminary phase to provide security to iris image and 
subsequent one to generate iris pattern.  

Research work performed by Bansal et al. (2016) [17] 
established an approach for mining the characteristics 
dependent on interrelation among neighbor picture elements. 
Measurement depending on Hamming distance was utilized 
for verification with database. By means of utilizing diverse 
arrangements of thresholds, functionality was assessed with 
the help of calculating characteristics that contained the 
statistical information in both directions such as outspread 
direction of circular area of iris region along with pointed 
direction ranging from pupil to sclera.  

Encoding of Critical attributes belonging to iris was 
performed by Abikoye et al. (2014) [18] in order to relate with 
patterns. Iris attributes were taken out utilizing Fast Wavelet 
Transform Approach with least complications. Frameworks 

would be involved in encoding attributes for producing 
iris-attribute codes.  

Innovative iris biometric watermarking arrangement was 
suggested by Lu et al. (2014) [19] concentrating on iris 
identification rather than conservative watermark approach to 
enhance protection. Pre-analysis of iris image was carried out 
initially to produce iris biometric pattern with respect to 
individuals. Subsequently, patterns were enforced with 
Discrete Cosine Transform, the value belonging to Discrete 
Cosine was subjected to encoding with the help of BCH 
error-control coding. Host image would be distributed among 
four regions equally. BCH codes were implanted within 
singular values belonging to every one of host images’ 

coefficients that were accomplished via applying Discrete 
Cosine Transform.  

Nevertheless, observation of greater preciseness existed 
with the utilization of 2D Gabor filters, which encountered the 
challenge of spoofing. Work carried out by Omelina et al. 
(2013) [20] established a competent approach in mining of 
attributes for identification framework based on iris images 
relying on the utilization of convolution Kernel observed with 
respect to information pertaining to iris. The authors 
demonstrated the suggested method and accomplished the 
advanced functionality along with the prevention of intruders 
from creating deceptive database of iris if the optimized 
kernel was not securely retained.  

III. STATEMENT OF THE PROBLEM 

The application of biometric strategies was observed with a 
tremendous amount of significance particularly in the arena of 
financial services delivering improved coziness, while 
retaining a greater degree of protection. Additionally, 
provision of restricted permission areas like getting access of 
databases along with permission to access the system might 
also exploit freshly delivered approaches. Biometric 
approaches will deliver increased protection along with the 
simplest way of handling the challenges like intruding the 
system by means of hacking of passwords.  

Taking into account dependability along with 
non-aggressiveness the utilization of a person’s iris will 

provide the most fascinating biometric to identify him.  
Dependability with respect sophisticated arrangements will 
be extremely differentiable for a person.  Additionally, 
because of non-aggressive procedure along with capturing the 
image of iris from the person, utilizing machine vision 
technique will provide greater amount of significance [21]. 

The iris of a person will contain significant biometric 
attributes that might be involved in providing the 
methodology for differentiating between persons.  Mined 
attributes of iris with respect to certain persons might be 
utilized to establish the uniqueness even among identical 
twins.  Choosing the best attribute subset will decide the 
accuracy of classification. Procedure involved in the 
establishment of an identification system using iris will be 
listed as (i) procurement of image, (ii) Pre-analysis of image 
comprising iris localization and standardization along with 
conversion to polar coordinates 
(iii) Mining of attributes and (iv) 
Verification of image by matching.  
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IV. PROPOSED METHODOLOGY 

Issues in providing protection along with truthfulness with 
respect to biometric information, especially in the case of 
networks, will be considered very significant. Benchmark 
strategies involved in providing improved protection to 
biometric frameworks were observed recently, even though 
certain categories of fresh feasible challenges in delivering 
protection would be noticed. [22] 

Strategies such as Cryptography along with watermarking 
approach might be taken into account for delivering a feasible 
solution assuring protection along with maintaining trust 
pertaining to biometrics. Cryptograph approaches deliver a 
greater amount of protection. On the other hand, it consumes 
lot of time and will not ensure protection if biometric 
information is decoded.   

Watermarking approaches comprise implanting 
watermarking within biometric information devoid of 
degrading the knowledge which will be used for recognition 
of the individual. Hence, the delivery of validation with 
secured biometric information provides confidentiality along 
with protection to the procedure of decryption. [23]. As a 
result, watermarking approach must provide un-noticeability, 
providing restriction for unauthenticated individuals, 
containing the capacity of identifying the intruder along with 
establishment of Validation. [24]. 

In watermarking, the watermark cannot be isolated or be 
influential with attempted attacks. Several categories of 
watermarking will be observed such as binary information, 
data containing binary photographs along with audio and 
video.  Watermarking must provide the faultlessness or be 
unnoticeable.  

Apparent watermark will be employed as a part of 
information. On the other hand, it might degrade the quality 
along with location of watermark making it visible to 
intruders. Hence, significance in development of unnoticeable 
watermark might be observed, by which the location will be 
made visible for the public [25]. 

A. Methodology 

With respect to projected strategy, images will be obtained 
from pre-gathered dataset. Subsequently locating the iris 
portion will be performed involving the identification of 
precise position along with outline of iris in facial image.  
Explanation of interior along with exterior borders pertaining 
to iris area will be done. Construction of strategy which 
utilizes details from Cartesian coordinate system for 
developing the prototype of iris region that might be viewed 
as Elliptic would be performed.  
 

 
Fig 2. Flow of Watermarking for iris Images 

 Subsequently, an innovative strategy involved in mining the 
attributes utilizing the Wavelet Transform will be 
constructed. It performs the process of mining the attributes 
belonging to iris.  

B. Iris Pre-processing 

Images have to undergo pre-analysis for identifying the 
position of iris in facial image along with isolating desired 
area of iris.  Framework standardizes the region of iris for 
mitigating the challenge of variation of distance with respect 
to distance between camera and eye along with fluctuation in 
dimension of pupil obtained with respect to   lighting effect. 
Therefore, pre-analysis comprises procurement of images and 
locating the portion of iris along with standardization.  

1) Image Acquisition 

Images are acquired from pre-collected images. The first 
phase of our method is to collect a large database consisting of 
several iris images from various individuals, and CASIA iris 
image database is selected for the implementation, which has 
specular reflections. The CASIA iris image databases are 
used to evaluate the iris recognition algorithms. Currently this 
is one of the largest iris databases available in the public 
domain. 

2) Iris Localization 

 Strategy will be involved in the construction of approach 
which utilizes the Cartesian coordinates for marking the 
center portion of eye along with locating the borders. Border 
points will be utilized in computing the radius of border. 
Subsequently, the position of iris will be identified with the 
help an ideal outline which tailors the borders. Middle 
Portions along with calculated radius will assist the factors 
that might be retained as interior along with exterior border.  
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3) Iris Standardization 

Subsequent to the separation of iris portion from facial 
image conversion of iris portion to static size will be done. 
For ensuring attributes mining along with provision of 
reparation for rotation, iris image will be transformed into 
Polar form. Daugman’s ‘rubber sheet model’ [26] might be 

utilized in the standardization of an elliptical iris area into a 
rectangular one. Rubber sheet strategy considers the pupil’s 

enlargement along with variations in dimensions for 
generating the standardized illustration by utilizing fixed 
sizes. Standardized iris image will be utilized in iris feature 
mining.  

C. Iris Feature Mining 

Attribute mining will be a significant procedure while 2D 
image will be transformed into a group of arithmetical 
functions.  Iris will contain distinct attributes, which are 
commonly termed as texture of iris. Important attributes of 
iris will undergo the process of encoding for facilitating the 
analysis of patterns  

For investigating the texture information Gabor filter along 
with feature extraction will be utilized. [27] [28]. In this 
research work, Wavelet transform will be utilized in mining 
attributes. 

1) Wavelet Transform 

An arithmetical strategy involved in transforming signal to 
series of coefficients dependent on orthogonal basis 
containing least sized wave or wavelet Application of 
transform could be effortlessly prolonged to signal containing 
many dimensions like images while the time domain will be 
substituted with spatial domain.  
The strategy will be obtained with respect to quantitatively 
created orthogonal Multi-resolution Investigation. 

2) Algorithm for Wavelet based Mining of Attributes  

Step 1: Standardized monochromatic images containing sizes 
 picture elements will be considered. 

Step 2: Retain the value of picture element in proportional 
array  while  

                            
Step 3: Carry out the process of Wavelet Transform  
a) Consider every picture element row with in proportional 
array   along with retained as vector Vec1D 
b) Convert every vector of Vec1D utilizing WT technique.  
c) Retain the Converted vectors in proportional array.   
d) Consider every colony of picture element with in 
proportional array  along with retain the vector vec1D 
e) Convert every vector utilizing WT technique. 
f) Retain the converted vector within proportional array  
g) Take out 2048-bit WT values with respect to array along 
with retain within fresh array as pattern 
Step 4: Replicate stages 1-3 to additional standardized 
monochromatic image 

D. Watermark Embedding Principles 

1) Discrete Wavelet Transforms (DWT) 

Time-frequency investigation approach will be adopted in 
Wavelet Transform. Multi-resolution investigation of 
attributes will be found in Wavelet Transform. Four 

sub-images containing identical dimensions will be observed 
with every stage.  will be designated as approximation 
sub-image in addition to    will be 
designated for horizontal, vertical and diagonal direction 
greater-frequency detail sub-image correspondingly. While 

will be termed as scale or status 
belonging to breakdown of Wavelets. 

Utilization of Discrete Wavelet Transform will be highly 
pronounced due to delivery of concurrent spatial localization 
along with frequency distribution pertaining to watermark 
inside host image. Fundamental concept prevails with 
utilization of Discrete Wavelet Transform, and for processing 
of images process will exist with many distinguishable 
breakdowns of image to sub-images containing diverse spatial 
domain along with autonomous frequencies.  

For implanting watermark arrangement within the module, 
the data might be scrambled within the computation of 
arrangement which might be involved in degrading the 
strength of generated watermark.   For assuring the provision 
of unnoticeable watermark along with improved strength 
approximation sub-image LL3 coefficients will be selected 
for implanting watermark. Accomplishment of conversion of 
isolated wavelet is provided in Fig.3  

 

                         
Fig 3. Three Level Wavelet Decomposition 

2) Singular Value Decomposition (SVD) 

Consideration of image with size  image will be 
designated as original matrix , breaking down of A will be 
provided in subsequent expression: 

 
                                                                   (1) 
This breakdown mechanism will be termed as Singular 

Value Decomposition of A, while U will be unitary matrix 
with dimension , S might be the matrix containing 
positive numbers with respect to diagonal along with Zeroes 
contained in locations apart from the diagonal that has the 
dimension of  , along with VT signifying conjugate 
transpose of V, which will be unitary with dimension . 
Positive values of matrix S will signify the luminance of 
image. Transforming positive values of S will not impact 
excellence in image. Also, they cannot be altered even in the 
case of intruding affect. These characteristics were exploited 
by watermarking approaches. 
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3) Arnold Transform 

Arbitrary arrangement of actual picture elements with 
respect to original image will be carried out by Arnold 
Transform. The repeating procedure for resurfacing of 
untouched image will be noticed. Alternation of Location 
from one point to another will be noticed in Arnold 
Transform. Performing the conversion of digital image 
containing dimension  utilizing the Arnold 
transformation will be presented in subsequent expression. 

 

                                   (2) 

 
While while  will be the 

coordinates explaining the position of pixels belonging to 
actual image.  will be coordinates that explain the 
position of pixels subsequent to conversion of entire 
coordinates, and the accomplished image will be disoriented 
image.  

E. Proposed Watermarking Algorithm 

Preliminary generation of watermark image will be carried 
out with consideration of iris image, and subsequently 
transforming the generated image into an image which will 
contain only binary values will be done. Subsequently iris 
image will be subjected to 3-Stage Wavelet breakdown 
containing 2-D coefficients.  Selection of Approximation 
sub-band LL3 will be carried out for implanting the 
watermark. Generated watermark will be subject to Arnold 
conversion prior to carrying out the implanting procedure.  

Subsequently enforcing SVD transform over watermarked 
image along with chosen sub-band, generation of 
watermarked coefficients will be performed. Subsequently 
inverse Discrete Wavelet Transform will be enforced for 
creating the watermarked image that contains the implanted 
watermark. Procedure involved in taking out the watermark 
will be carried out with reversal of procedure adopted in 
implanting. 

Suggested arrangement of implanting the watermarking is 
presented in figure 4. Concealed image will be iris image, 
whereas watermark will be the binary image. Arrangement 
will be divided into two categories: 

a) Watermark Implanting 
b) Watermark Extraction. 

1) a)  Watermark Embedding Scheme 

Steps involved in performing the implanting the 
Watermarks are provided below: 

 Step 1: Breaking Down of Iris Image by utilizing 3 Stage – 
2D DWT. Among the entire sub-bands obtained,  
approximation sub-band will be selected. 

Step 2: Iris Image Pre-Analysis Breaks will be observed 
with respect to Iris Image which could result in the generation 
of fake points. Subsequently, Mining will be carried out by 
means of standardization along with evaluation of frequency.  
Utilization of calculated frequencies for performing filtering 
operation utilizing Gabor Wavelet will be established.  

Step 3:  Extraction of iris features and taking out attributes 
belonging to iris images will be carried out with the help of 
Wavelet Transform as mentioned in section 4.3.1. 

 Step 4: Carrying out the conversion utilizing Arnold 
Transform with Watermarked image W. 

Step 5: Accomplishment of Watermarked Coefficients 
by means of adopting three stages: 

 
            1.  

            2.  While  will be 
watermark asset 

            3.  
Step 6: Actual image will be subjected to inverse wavelet 

transform, along with changing double-precision real number 
into unsigned 8-bit integer. Accomplishment of Watermarked 
image with respect to implanting of watermark will be 
performed.  

 

 
                        Fig 4. Watermark Implanting Model 

2) b) Watermark Extraction Scheme 

Taking out the watermarking by performing the inverse order 
of watermark implanting will be performed. 
Step 1: Carry out 3-stage wavelet transform utilizing Haar 
wavelet with watermarked image, along with selection of 
low-frequency wavelet coefficient  

Step 2: Enforce Singular Value Decomposition with respect 
to , in order to obtain  along with 
accomplish  
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Fig 5. Watermark Extraction Model 

V. RESULT ANALYSIS 

Functionality of identification schemes by means of iris 
image with respect to unconditioned circumstances will not 
provide accurate results. Success pertaining to analysis 
involving mentioned complication will rely on obtainability 
of meticulously collected iris image datasets with adequate 
dimensions.  Because of restricted availability of information, 
utilization of CASIA Iris Image Database will be established 
for analysis and investigation of iris-based identification 
system.  

A. Brief Descriptions and Statistics of the Database 

          Three subdivisions will contain CASIA-IrisV3 that 
might be indexed as CASIA-Iris-Interval, CASIA-Iris-Lamp 
and CASIA-Iris-Twins. Huge Quantity of 22,035 iris images 
collected from 700 subjects will be contain CASIA-IrisV3. 
Entire set of images will take the form of 8 Bit 
monochromatic JPEG gathered with closer to infrared 
lighting [29].  

B. Performance Analysis 

Experimentation with iris identification will be performed 
by means of CASIA iris images. Every illustration of iris 
contains ten iris images acquired during diverse instances. 
The first image will be utilized in implanting the watermark, 
and the remaining nine for identification. Outcomes with 
respect to identification experiment are listed in Table 1. 
Outcome will be evaluated with the metrics named as correct 
recognition rate, false accept rejection rate along with False 
Rejection Rate (FRR) [30]. 

The biometric watermarking approaches with respect to 
following circumstances where the chosen frequency along 
with attacks like JPEG compression with 70% quality, 
Gaussian filtering with variance of 3 pixels, median filtering 
with 3x3 Window, blurring utilizing 3x3 Mask and Blurring 
are identified. 

 

 
            TABLE- I: BIOMETRIC AUTHENTICATION USING IRIS  

 

Nature of 
Attacks 

No 
Attack 

Jpeg 
Compression 

Q=70% 

Gaussian 
Filtering 

with 
Var=3 

Median 
Filtering 

(3x3) 
Blurring 

CRR  99.4% 96.3%  97.1%  96.5%   96.9% 

FAR  0.0014  0.0009 0.0021  0.0040  0.0045  

FRR  0.124 0.0049  0.09   0.03  0.0881 

VI. CONCLUSION 

 Providing security to biometric information along with 
patterns will be a significant challenge. Watermarking was 
recommended for enhancing protection belonging to 
biometric framework or for appending extra operation with 
developed outline. Innovative biometric watermarking 
arrangement will be recommended to provide improved 
protection. With respect to this paper an individual’s iris 

features for producing the watermark along with implanting 
the generated watermark within the target image the 
authentication belonging to the customer are produced. In the 
process of recognition, the uniqueness or confirmation of the 

mentioned product takes out the watermark and relates its 
abstract along with rebuilding the watermark with iris images 
for confirming the authentication.  

With respect to this work, establishment of non-blind 
strategy involved incorporating security of protected iris 
biometric was combined with watermarking technique for 
improving multimedia protection of information. Strategy 
involved in producing the biometric was retained with greater 
simplicity for minimizing the complicatedness while utilizing 
the mentioned strategy.  

Watermarked Image 

3-Level Wavelet Transforms 

Select LL3 Sub-Band 

Apply SVD on A*, A* = U*S*V*T 

Obtain D* = UwS*Vw
T 

Obtain Embedded Watermark as-W*= (D* -S) 

Change Double Precision Real Number to Unsigned 
8-Bit Integer 



 
Integrated Discrete Wavelet Transform and Singular Value Decomposition based Biometric 

Watermarking for Authentication using Iris Images 

4679 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number: D8502118419/2019©BEIESP 
DOI:10.35940/ijrte.D8502.118419 
Journal Website: www.ijrte.org 
 

 

Additionally, utilizing the combination of Singular Value 
Decomposition along with Discrete Wavelet Transform 
developed a strong watermarking arrangement along with 
capability of unobservable conduct. Hence, the mentioned 
arrangement delivered strong protection along with 
unnoticeable watermarking.  
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