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Abstract: In today’s world, we use multimedia technologies in 

various daily applications to send vital information from one end 
to another side. However, security is a prime concern when data is 
sent over a public channel. There are various multimedia 
techniques to transfer data using sound, video, and images. 
However, these methods are not effective in security and 
performance. Therefore, we propose an advanced substitute 
method using cell shuffling and scanning methodology for image 
encryption. The suggested scheme contains two processes as (1) 
divide an image into many blocks, and then, its pixel position is 
rearranged, and (2) the scan pattern is applied to get a more 
complex image. After that, we do performance and security 
analysis for the proposed method using the correlation coefficient, 
information entropy, PSNR, MSE, SNR, number of pixels change 
rate, average intensity, and unified average change intensity. 
 

Keywords: Scanning Technique, Image Encryption, Scan 
Pattern, Cell splitting, cell shuffling. 

I. INTRODUCTION 

Due to the increment of various vision applications, it is 

essential to preserve the security of information. Generally, 
encryption techniques are used to ensure secure 
communication between two parties over a public channel, 
and thus, unauthorized users are not able to understand 
transmitted information from one side to another end. Further, 
encryption achieves highly conceivable outcomes due to its 
advanced research innovation. In this method, the system 
does changes into the original images by over cryptic image, 
and thus, it is hard to retrieve information from these 
encrypted images without knowing the private key [9]. There 
are various applications (e.g., web correspondence, 
communication, teleconferencing, military communication, 
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video broadcasting, etc.) in which image and video encryption 
mechanism are used to protect vital information from 
attackers using some cryptographic techniques [5],[19]. 

Cryptography is a process to preserve information and 
communications by using the concept of some coding, and 
thus, only legitimate users can understand it to proceed 
further. Moreover, it performs encryption and decryption 
operations to convert the original message into the cipher text 
and to get back the plain text from the encrypted message 
respectively [17]. There are well-known public and private 
key cryptography techniques, e.g., Data Encryption Standard 
(DES), Advanced Encryption Standard (AES), 
Rivest–Shamir–Adleman (RSA), Diffie–Hellman (DH) key 
exchange, etc[7] [9]. 

A. Image Encryption 

An image stores different property (i.e., access, a high 
correlation among the pixels, size, etc) inside it and it can be 
extracted after performing some operations. Therefore, image 
encryption is especially a useful process to store data securely 
and it makes information as unreadable to unauthorized users. 
After that, an encrypted image (encoded a plain message) is 
sent to the receiver party over an insecure medium. Then, the 
receiver does the decryption to get back the original plain-text 
message. In this, the decryption procedure is the exact reverse 
step-by-step process when the system uses symmetric key 
cryptography [16].  

 
Fig.1.Image Encryption [19] 

 

 
Fig.2. Encryption methods [27] 
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Fig.1 shows an encrypted image (of original image) after 
applying cryptographic technique. Due to the usage colourful 
images, the concept of colour image encryption is widely used 
in the market to preserve significant information.  

Further, colour images contain more pixels rather than 
black and white images and this helps in the encryption 
system to enrich the security level. When colour image 
encryption technique can be performed in two steps as stream 
based and block based encryption [25]. Fig.2 displays a chart 
diagram to get an encrypted image from a normal image. The 
stream based encryption is applied bit by bit on the image. 
The image transformation procedure is carried out based on 
blocks [18]. 

B. Scanning Techniques 

An image is formed of pixels in a two dimensional array 
and it is produced in a different state of pixels. Scanning is a 
formal language using two-dimensional spatial-accessing 
procedure to represent and generate a picture of different 
sequences [22]. This exploring process is known as SCAN 
and it is a special purpose context-free language. Mostly, the 
system uses SCAN in the encryption and compression 
methods for images [15]. 

C. Scan 

An image is a collection of pixels to arrange it in a matrix 
form and then, it is represented as a 2-D array. Scanning of a 
2-D array is defined as the sequential representation of an 
image element, and SCAN is used to compose a 2-D array. 
Further, this system uses the recursive decomposition of a 
picture based on the hierarchical levels [27]. A 2-D array 
scanning process is described using a mathematical equation 
as follows. 

        (1) 

Pictorial Representation of SCAN technique 

 
Fig.3.Spiral out scanning 

 

 
Fig.4. Array representation of Spiral out scanning 

 
Fig.3 dictates the pictorial representation of “Spiral Out” 

scanning and here, pixels are denoted by P. Fig.4 shows a 1-D 
array representation of Fig.3. The paper is discussed in a 
following manner: Section 2 discuss different features and 
issues of various encryption techniques. We propose a novel 
encryption- based scanning system in Section 3. After that, we 
analyze and do the comparison of the proposed system with 
existing techniques in Section 4. Finally, our conclusions are 
described in Section 5. 

II. LITERATURE SURVEY 

M.Zeghid and Machhout analyzed the AES algorithm, and 
then they proposed an image encryption scheme by using a 
key stream generator (A5/1, W7)   to AES for the security 
enhancement [1]. Mohammed and Bani Younes introduced a 
block-based change algorithm by changing images and this 
method is known as Blowfish. In this scheme, the first image 
is isolated into blocks to improve into a transformed picture 
based on a transformation algorithm. Moreover, the 
processed image is encoded using the Blowfish method. 
However, the outcome of this process is reduced the 
correlation between image components. Further, they noticed 
that when the block quantity is expanded using smaller block 
sizes, it achieves higher entropy, but lower correlation [2]. 
Saroj Kumar and Panigrahy came up with an image 
encryption based scheme on the Hill cipher and in this 
method; a self-invertible matrix is generated for Hill cipher 
estimation. Moreover, they used this key matrix to encode 
gray scale and color images. The performance result is 
preferable of this system for gray scale images, but it produces 
blur images in the case of color images [3]. Amitava Nag 
designed a two stage method to perform 
encryption/decryption operations for images and in this 
approach, the system does rearrangement of picture pixels 
using affine transform and then, they apply an XOR operation 
for the subsequent picture. Moreover, the resultant image is 
processed by distributing pixels again to different parts of an 
image [17]. Reza Moradi et al suggested an efficient image 
encryption mechanism by using the XOR operation and 
scanning pattern at three different stages. Moreover, they use 
the symmetric key cryptography in this mechanism, and thus, 
the decryption process is the same as the encryption 
procedure, but it is applied in a reverse manner [20]. 
T.Sivakumar and R.Venkatesan designed a new image 
encryption method using based on framework reordering and 
XOR operation to encode images using the Matrix 
Reordering (MR) system. The primary motivation of behind 
the MR system and XOR operation is to fix pixel positions 
correctly and to diffuse the pixel esteems, respectively [21]. 
In 2014, T.Sivakumar suggested an image encryption scheme 
using random nonce and z-order bend to enhance the security 
level of images. This scheme achieves a certain security level 
due to the addition of noise during the process, and thus, this 
system can withstand differential and statistical attacks [24]. 
Seyed mohammad et.al suggested the algorithm is to use one 
half of image data for encryption of the other half of the image 
reciprocally that is based on hash function [6]. 

 After that, T.Sivakumar and R.Venkatesan came up with a 
different image encryption protocol using a genuine irregular 
number and light of knight’s travel way (based on pixel scan 

and travel path). Here, the Knight’s travel path is used to 

identify the pixel spots of the primary image to a blended 
image. After that, an XOR operation is performed of this 
blended image and random key numbers to get the cipher 
image [26]. 
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H.T. Panduranga suggested a cross-breed image encryption 
scheme using a scan pattern and carrier image. However, this 
method is feasible for image encryption [8]. In this work a 
novel advanced HILL encryption method has been proposed 
for an involuntary key matrix. This method is a fast encoding 
scheme which overcomes problems of encrypting the images 
with homogeneous background [4] 

III.  PROPOSED WORK 

 The fundamental thought of our new mechanism is to encode 
the original image using a block rearranging process and scan 
pattern. Here, the position of pixels position is changed based 
on spiral wave and raster spiral scanning patterns. Fig.5 shows 
the working process of the suggested method. The proposed 
method performs two alternate ways. In the first part, the 
original picture is separated into N number of blocks; and the 
image structure is changed after shuffling of blocks; and after 
that, the scan pattern is applied. In a second way, the scan 
pattern is performed before doing cell splitting and shuffling. 
 

 
(a) Block diagram of process 1 

 
(b) Block diagram of process 2 

Fig.5. Proposed block diagram of (a) process 1 and (b 
process 2 

 
In general, scanning algorithms are used to generate more 

disturbing images so that unauthorized users cannot 
understand from images. Next, the position of pixels is 
changed after doing the rearrangement based on a specific 
pattern, and this gives an intricate image, which is generally 
not the same as the original image. Fig. 6 and Fig. 7 display 
the original matrix of spiral wave scan pattern and raster spiral 
scan respectively. Fig.8 dictates the cell splitting and 
shuffling process for images. 

 

 
Fig.6. Spiral wave scan pattern 

 
Fig.7.Raster spiral scan pattern 

 
Our proposed scheme uses two different scanning 

techniques (i.e., spiral wave scan and raster spiral scan). We 
use these two techniques to change the pixel position, and this 
is shown in Fig.6 and Fig.7 sequentially. The scanning 
position is interchanged with cell splitting in raster spiral 
scan. We can state from these figures that encrypted images 
are totally different, and it is hard to get from these encrypted 
images. 

 

 
Fig.8.Cell splitting and cell shuffling 

 
Proposed Methodology 
 
Step1: Take RGB image as input of size M*N 
Step 2:  Separate RGB  image into three separate plane R,G 
and B then split each plan into 16 *16 block, so size of each 
block will be 16 * 16 there index will be a0 – a15.  
 
 
 



 
A Substitute Method for Color Image Enciphering based on Cell Shuffling and Scan Pattern 

5350 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number: D7566118419/2019©BEIESP 
DOI:10.35940/ijrte.D7566.118419 
Journal Website: www.ijrte.org 
 

// a0 –a15 is block indexing after cell splitting in fig.8   
 

             R = MR * NR    // Size of the red plane  
             G = MG * NG    // Size of the green plane 
             B = MB * NB   // Size of the blue plane   
 

Step 3: Cell Splitting 
3.1. Get the width and height of the plane 
3.2. Horizontal number of block (Hn) = image width / [X] 
3.3. Vertical number of block (Vn) = image height / [X] 
        
3.4. Find Total number of block (N)  

N =  

3.5. The size of each plane is 512*512(W*H) dividing the 
image plane into ‘n’ equal number of blocks. 
3.6. Size of each block is [X] and the blocks generated are as 
follows: 

N =           

// Hn is number of horizontal block 
// Vn is number of vertical block 
// Where [X] = Size of each block 
 

 So calculate X                       
256= (512 * 512) / X 

X=32 * 32 
So we get 256 equal blocks of size 32 * 32. 
3.7. The plane contain 16*16 block both in horizontal and 
vertical direction. 
3.8. Repeat steps 3.1 to 3.7 to all Red, Green and Blue planes. 
3.9. Merge the Red, Green and Blue planes. 
 
Step 4: Apply Scanning techniques according to process 1 
and process 2 
Step 5: Apply Encryption algorithm according to process 1 
and process 2 
Encryption algorithm:  

 Pick any of the images from subset that will be an 
input image for the next step. 

 Input an image. 
 To encrypt the image three keys (key1, key2, key3) 

are required .This will be created randomly using 
function “rand ()”. 

 Convert the input image matrix img1 into double 
precision image matrix “pic”. 

 Divide the image matrix pic obtained by key1. 
 Calculate element by element for product of the above 

matrix with key 2. 
 Add key 3 to the resultant image matrix and then there 

will get new encrypted image as Crypt Pic. 
 Again convert the final image matrix value into 8 bit 

unsigned integer. 
 Finally, we get an encrypted image.   

IV. IMPLEMENTATION AND RESULTS ANALYSIS 

The proposed method is executed on the system, which is 
configured as 2.80 GHz P-IV Processor, 2 GB RAM, 180 GB 
HDD. Moreover, we have used Matlab 2013 on Windows 7 
(64-bit) operating system. We have implemented the 
proposed encryption scheme for three color images (e.g., 
“Lena”, “Peppers”, and “Baboon”) of 512 x 512 sizes. 

Performance results are shown in Table 1, 2, 3, and 4. 
Specifically, encrypted and decrypted images (of the first 
process) are shown in Table 1 and 3 for spiral wave scan and 
raster spiral scan. Similarly, Table 2 and 4 show encrypted 
and decrypted images (of the second process) for spiral wave 
scan and raster spiral scan. Table 5 and 6 describe different 
results for spiral wave scan and raster spiral scan respectively. 

Table- I: Process 1 encrypted image and decrypted 
image 

 
Table- II:  Process 2 encrypted image and decrypted 

image 
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Table- III:  Process 1 histogram analysis 

 
 

Table- IV: Process 2 histogram analysis 

 
 
 

 
 

Security Analysis 

Now, we discuss the security strengths of the suggested 
method to verify its impact against various security attacks. In 
a case of visual attacks, encrypted images are generated after 
performing various operations of the suggested method, and 
thus, it is hard to retrieve visual information from an 
encrypted picture. The correlation coefficient and histograms 
are generated for both (encrypted and original) images. 
Further, an intruder cannot extract any values from encrypted 
images, and thus, the proposed scheme can resist a statistical 
attack. The estimation of a number of pixel change rate 
(NPCR) and unified average change intensity (UACI) are 
required to perform differential attacks. However, an 
adversary cannot retrieve any information from encrypted 
images because the encrypted image is not the same as the 
original image. To know the pixel change rate of an encrypted 
image, we have measured the number of pixels based on the 
number of pixel change rate and the unified average changing 
intensity. Generally, NPCR and UACI values should be large 
enough to protect against differential attacks, and this 
property is satisfied in the proposed system. Moreover, NPCR 
and UACI are 99.60 and 33.46 respectively for the suggested 
method, and it is discussed in Table VIII and Table XI. 
Results of the proposed method show better performance 
compared to relevant methods, and therefore, it achieves 
security requirements to preserve confidentiality and 
integrity. 
 

Correlation Analyses of Two Adjacent Pixels 

We have analyzed the correlation for two 
vertically/horizontally/diagonally nearby pixels on an image. 
Further, a pair of two adjacent pixels (i.e., 
vertically/horizontally/diagonally) is randomly chosen from 
both types of images (i.e., original and encrypted). Moreover, 
these correlation coefficients indicate the performance results 
of the suggested method on Lena, Peppers, and Baboon 
images. The correlation coefficients have the range from ’1’ 

highly correlated to ’-1’ highly uncorrelated. Furthermore, 

they ensure that both images (original and encrypted) are 
statistically .Table VII, IX and X describes the correlation 
distribution of adjacent pixels in the encrypted image. Fig 9, 
10, 11, 12, and 13 display different comparisons, i.e., entropy, 
mean square error (MSE), peak signal to noise ratio (PSNR), 
signal-to- noise ratio (SNR), NPCR and UACI respectively 
based on spiral wave and raster spiral scan patterns. In these 
results, process 1 is comparatively better rather than process 
2. Besides, the resultant image is highly complex, and 
therefore, it is difficult to extract any information from an 
encrypted picture. 
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Table-V: Entropy, MSE, PSNR, SNR, NPCR, UACI 
values of process-1 and process-2 of spiral wave scan 

Spiral 
wave scan 

Image Entropy MSE PSNR SNR NPCR UACI 

Process 1 Lena 0.031745 19497.07 5.23111 0.085538 99.60 33.46 

 Peppers 0 19255.76 5.285196 -0.11824 99.60 33.46 

Baboon 2.732783 24107.21 4.309333 -1.63408 99.60 33.46 

        

Process 2 Lena 0.029469 19496.77 5.231176 0.085604 99.60 33.46 

 Peppers 0.003282 19255.67 5.285217 -0.11822 99.60 33.46 

Baboon 0.726677 25010.38 4.1496 -1.79382 99.60 33.46 

 
Table-VI: Entropy, MSE, PSNR, SNR, and NPCR, UACI  

Values of process-1 and process-2 of raster spiral scan 
Raster 
spiral 
scan 

Imag
e 

Entr
opy 

MSE PSN
R 

SNR NPCR UACI 

Proces
s 1 

Lena 0.0527
41 

19496.
42 

5.2312
54 

0.085
682 

99.6 33.46 

  Peppe
rs 

0.0047
55 

19255.
69 

5.2852
12 

-0.11
823 

99.6 33.46 

  Babo
on 

2.3022
99 

24102.
29 

4.3102
2 

-1.63
32 

99.6 33.46 

                

Proces
s 2 

Lena 0.0129
78 

19500.
77 

5.2302
86 

0.084
714 

99.6 33.46 

  Peppe
rs 

0 19255.
76 

5.2851
96 

-0.11
824 

99.6 33.46 

  Babo
on 

1.8578
78 

24293.
84 

4.2758
42 

-1.66
757 

99.6 33.46 

 
Table-VII: Adjacent Pixel Correlation (Existing Image 

Encryption Methods) 
REFERENCE Horizontal Vertical Diagonal 

Adrian et al [22] 0.0002 0.0006 0.0043 

Khaled Loukhaoukha et al  [13] 0.0068 0.0091 0.0063 

Vidhya and Venkatesulu [14]  0.0177 0.0491 0.0034 

Panduranga et al [8] 0.0263 0.0163 0.0114 

Bani Younes et al. [2] 0.034 0.038 0.0245 

G.A.Sathishkumar et al [10] - 0.0332 0.0608 0.0567 

G.A.Sathishkumar et al [12] - 0.002818 0.006232 0.005763 

C.K.Huang and H.H.Nien [3] 0.01776 0.04912 0.00348 

 
Table-VIII: NPCR value of existing methods 

REFERENCE NPCR value (%) 

Khaled Loukhaoukha et al [13] 99.5850 

G.A.Sathishkumar et al [10] 98.4754 

C. K. Huang et al [23] 99.5400 

M Bin Younas et al [11] 80.7482 

This paper 99.60 

 

Table-IX: Adjacent pixel correlation - Proposed method 

Spiral wave scan 
 

Image 
 

Horizontal 
 

Vertical 
 

Diagonal 
Process 1 Lena 0.006009 0.006475 0.005941 

 Peppers NA NA NA 

 Baboon 0.030644 0.029631 0.03075 

     

Process 2 Lena NA NA NA 

 Peppers 0.021469 0.019017 0.021414 

 Baboon 0.008982 0.00681 0.00558 

Table-X: Adjacent pixel correlation - Proposed method 

 
Table-XI: UACI value of existing methods 

REFERENCE UACI Value ( %) 

Khaled Loukhaoukha et al [13] 28.6210 

G.A.Sathishkumar et al [10] 32.2128 

C. K. Huang et al [23] 28.2700 

Panduranga et al [8] 32.069 

M Bin Younas et al [11] 28.9903 

This paper 33.46 

 

 
Figure 9: Entropy comparison for process-1 and 

Process-2 
 

 
Figure 10: MSE comparison for process-1 and Process-2 
 

 
Figure 11: PSNR comparison for process-1 and Process-2 

 

Raster 
spiral scan 

 
Image 

 
Horizontal 

 
Vertical 

 
Diagonal 

Process 1 Lena 0.002023 0.00214 0.001981 

 Peppers -0.01454 -0.01704 -0.01501 

 Baboon 0.022227 0.024575 0.02263 

     

Process 2 Lena -0.00484 -0.00518 -0.00502 

 Peppers NA NA NA 

 Baboon 0.032995 0.034233 0.032302 
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Figure 12: SNR comparison for process-1 and Process-2 

 

 
Figure 13: NPCR and UACI comparison for process-1 

and Process-2 

V. CONCLUSION 

We have suggested a new substitution image encryption 
method by using a spiral wave and raster   wave scan patterns. 
Further, we have implemented the suggested scheme on three 
color images (i.e., Lena, Pepper, and Baboon) to check its 
performance results. The test-bed results show that our 
proposed method performs better in terms of security and 
implementation. Furthermore, the correlation (of horizontal, 
vertical, and diagonal) is approximately close to zero for the 
adjacent pixels of the encrypted image using the proposed 
scheme. Moreover, the suggested method achieves confusion 
and diffusion properties significantly. Further, the proposed 
method resists to different security types of attacks, and thus, 
it meets the confidentiality and integrity of an image. 
Therefore, the proposed system is helpful to transfer vital 
information publicly. 
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