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Abstract:  With the revolution of cloud computing and Internet 
of Things (IoT), users can access IoT services in different 
domain such as smart home,  smart healthcare and smart factory. 
The connected device using sensors generates hundreds of real 
time communication that transfers sensitive user’s data to the 

cloud server. This sensitive information is transferred via an 
open and insecure channel. The Cloud-IoT paradigm has opened 
a new window of security challenges related to it. Therefore 
secure authentication schemes are of utmost importance to 
provide a secure access data and IoT services for legal users. 
This paper propose a secure distributed mutual authentication 
protocol based on our previous published scheme “Amrani et 

Al.”, suitable for IoT environment. Moreover we implement the 
proposed scheme using Multi Agent System (MAS) in JADE 
platform, analyze the results and compare its performance with 
“Hanaoui et Al.” scheme. The proposed protocol can also protect 

a Mobile Agent (MA) while carrying sensitive information, from 
IoT platform to Cloud Server. 

Keywords: Security, Multi agent System, Cloud Computing, 
Internet of Things, JADE 

I. INTRODUCTION 

Internet of things (IoT) refers to the networked 
interconnection of everyday objects. Through this concept 
we can develop hundreds of applications that can be 
implemented in different areas and industries as such as 
transport and logistics, health and smart environment... An 
IoT device has very interesting characteristics, it must be 
able to communicate and interact with its environment, and 
it would be worth saying that it is an object having the 
ability to communicate via various modes of communication 
with the world. With all this inter communication and 
exchanging data, IoT devices at this stage need cloud 
resources to run this mass of exchanged data, and to ensure 
good decision-making. Things in IoT are passive devices 
that do not inherit any form of intelligence. The Cloud is 
fully responsible for the intelligence of these objects.  
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Multi-Agent Systems is a set of agents, that interact with 
each other, situated in a common environment, with 
intelligent behavior, and have the ability to achieve a certain 
goal. MAS can act and provide as a fitting solution for 
realizing embedded intelligence [1]. Agents can help objects 
to make autonomic decisions and reduce the  
amount of communication between object to objects and 
objects to cloud. 

Security still remains the major issue while getting 
connected to the cloud for using its resources. Indeed due to 
the limited resources of connected objects such as 
processing capability and memory size, the use of 
cryptographic systems such as RSA will not be practicable 
to be implemented on IoT devices, because their security 
level depends on the length of the keys. In [2], we developed 
an interesting lightweight secure scheme based on elliptic 
curve for IoT-Cloud that ensures a mutual authentication. In 
this paper we learned from our previous scheme and use it to 
develop a new distributed security protocol with JADE 
platform, using multi agent system (MAS) that guarantees a 
mutual authentication based on elliptic curve, between the 
IoT and Cloud. The rest of this paper is structured as 
follows. In Section 2 we'll put the light Cloud-IoT security 
threats. In Section 3, we'll discuss some related works and 
security issues. Section 4, we'll summarize the preliminaries 
of elliptic curve and some notions used. In section 5 we will 
model the authentication protocol with MAS. An 
implementation of the proposed solution is provided using 
JADE [3] in section 6. Finally, section 7 concludes the 
paper. 

 
II. SECURITY CONSTRAINTS AND REQUIREMENTS 

A. Security Constraints 

As we approach an increasingly interconnected society 
with progressively savvy items associated with the cloud, 
the dangers likewise increment and vulnerabilities that 
should be recognized and corrected duplicate. Be that as it 
may, this situation is additionally extremely alluring to 
cybercriminals, who find in the expansion of devices and 
applications an extraordinary motivating force for their 
activities. IoT security issues can be of various nature and 
happen at various levels. In what follow some of the most 
significant threats in IoT-Cloud environment: 

Computer attacks: Computer assaults are the most widely 
recognized danger in a cloud situation. They can be Denial 
of Service (D-DOS) assaults, malware spread in IoT 
gadgets, abuses, and assaults on the client's security or even 
change of the electronic parts of the gadget. 
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Software vulnerabilities:  Another real security challenge 
lies in the vulnerabilities of IoT applications and 
programming. These must remain refreshed, broke down, 
tried and designed effectively to anticipate security issues, 
both in stage and backend. 

Data interception:  Interchanges between IoT gadgets are 
another level where cyber security dangers may happen.  
Session kidnappings, or correspondence conventions and 
getting system information are some threats to which it is 
basic to receive security measures. 
In order to fully enjoy the benefits of connected objects, it is 
imperative to ensure the security and privacy of users. We 
can resume in what follows some challenges, which we 
should working on: 
Data privacy: Data collected by IoT devices must be 
secured. 

Vulnerabilities in authentication: IoT device interact with 
other entities, and collect sensitive information. It’s 

important to work in authentications mechanism  

Data encryption: Sending sensitive data by unencrypted is 
a major security problem.  

B. Security Requirements 

The Security requirements that are relied upon to be met by 
the IoT security plans are as per the following [19]:  
 
Authentication: The authentication process allows to a 
smart device to ensure the identity of the entity with which it 
communicates. It must also be verified that only the 
validated user has access to the IoT devices. 

Authorization: It guarantees that only the approved objects 
have access to the resources and network services. 

Access control: It is the process that ensures that the 
authenticated objects have only access to the resources of 
which one has permission. 

III. RELATED WORKS 

To reduce the time computing of an IoT device, recently 
schemes based on elliptic curve has been proposed and 
others have been implemented. The use of the elliptic curve 
comes for multiple reasons. The key size is one of the major 
reasons, which is very small compared to other 
cryptosystem keys. In 2009 Yang and Chang [5], an 
interesting mutual authentication scheme and a session key 
agreement between the user and the server was proposed, 
this algorithm does not exhaust the resources of the device, 
since it is the server that does all the work, but unfortunately 
this algorithm suffers from the clock synchronization and 
the offline password guessing [6]. In 2012 Hafizul et al. [7] 
by learning from Debiao et al's. He proposed a scheme 
consisting of four steps. Initialization phase, client 
registration, mutual authentication with key agreement and 
finally changing and updating the local private key phase, 
but again this scheme suffers from the password guessing 
and does not hide the identity of the client. Other protocols 
based on ECC have been proposed by Granjal et al. [8], Ray 
et al. [9] and Jiang et al. [10]. 
Not too long ago in 2015, a novel scheme appeared, 
proposed by Kalra and Sood [11], who have gained 
experience from other previously discussed. It's a very 

strong algorithm; it proposes a mutual authentication to 
secure the communication between IoT devices and the 
Cloud using HTTP cookies. It's a protocol that has been 
verified by AVISPA tool, but that has not been implemented 
in real case. In 2017 Kumari et al. [12] they proved that the 
Kalra and  
Sood scheme is vulnerable against offline password 
guessing and insider attack. 
In [13] proposed an authentication broker that integrates 
MAS and the single sign-on, to satisfy the confidentiality, 
integrity and non-repudiation requirement In [14] an 
approach of how to apply MAS to serve the authentication 
service in the multi-clients and multi-application 
environment has been proposed, and finally in [15]  have 
developed an interesting security protocol based on a 
combination of TLS, RSA, ECC signature in order to create 
a secure channel that guarantees authentication, 
confidentiality and integrity for migration of a mobile agent 
from a platform to another while carrying sensitive 
information. Unfortunately this convergence requires a huge 
time of calculation, for the generation, the distribution of 
key and for the signature which increases the execution 
time. In an IoT environment the time execution is an 
element not to be neglected, because it is exhaust the 
resource of the devices. 

IV. PRELIMINARIES OF ELLIPTIC CURVE 

CRYPTOGRAPHY 

In this section we introduce the concept of ECC (elliptic 
curve cryptography). To get started, the RSA keys that have 
the recommended size, keep increasing to maintain 
sufficient encryption strength, from 1024 bits to 2048 bits a 
few years ago, are the most common used for SSL 
certificates. An alternative to RSA keys are the ECC keys. 
These two types of master keys share the same important 
property of being asymmetric algorithms (a key to Encrypt 
and a key to decrypt). However, ECC can offer the same 
level of encryption power for much shorter keys, providing 
better security while reducing computing requirements. The 
use of ECC short keys can help to save obvious costs. This 
reduced key size also allows us to implement and design 
faster and strong cryptographic operation, which makes 
ECC a very attractive option for devices with storage or 
processing power is limited, which is becoming increasingly 
common in the era of the Internet of Things. Table 1 give a 
comparison between ECC and RSA based on key size for 
same security level [16]. 

 
Table- I.  Comparison of RSA and ECC based on key 

size  
ECC key size 

(bits) 
RSA key size key size ratio 

163 1024 1:16 

256 3072 1:12 

384 7680 1:20 

512 15360 1:30 
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Comparing to the existing PKC’s [30, 31] (Public Key 

Cryptosystem).  ECC offers better performance and more 
security. This concept was proposed first by Koblitz and 
Miller. An elliptic curve E(a ,b) over a finite prime field K, 
where a,b   K is given in Eq. (1) bellow :  
                                   (1) 
Where p>3, a and b will have to fulfil the following 
condition              K can be in the following 
fields            . Let E be an elliptic curve defined on a 
field K, and two points P, Q   E (K), L the line connecting P 
to Q (the tangent to E if P = Q) and R the third intersection 
point of L to E. Let L be the vertical line passing through R. 
We define P + Q   E (K) as the second point of intersection 
of L' with E. With the law of composition (E (K), +) is an 
Abelian group whose neutral element is the point to infinity 
(O). Fig. 1 shows the basic curve for ECC [20]. 
 

 

Fig. 1. Weierstrass elliptic curve 

Scalar addition and scalar multiplications are two common 
operation on elliptic curves. Scalar multiplication nP over an 
elliptic curve E (a, b) is defined as repeated additions, as 
given in Eq. (2) below: 
nP = P + P + P + … + P (nTimes)         (2) 
Where n      . Security of ECC depends on the complexity 
and difficulty of solving following problems: 
Problem 1: Elliptic Curve Discrete Logarithm Problem 
(ECDLP).  
We suppose a curve E(ℤ/nℤ). By giving a Q,K   E(ℤ/nℤ), 

with Q a multiple of P. We need to find K that solves the 
following equation Q = KP. It is a difficult problem to solve. 
This is called, the discrete logarithm problem or (ECDLP). 
 
Problem 2: Computational Diffie–Hellman Problem 
(CDHP) 
Given three points P, u and v over an elliptic curve E(a,b), 
where u,v     . It’s difficult to solve uvP over E(a,b).in 
polynomial time. 

V. PROPOSED PROTOCOL 

It is sure that an agent in an intranet of things will add 
several benefits to these devices, the aspect of intelligence, 
the autonomy of tasks and reducing the number of 

communication between object and especially between 
object and cloud. But with all these advantages, this merged 
technological, will not see the day if the security aspect has 
been neglected. We are talking about very sensitive 
information, circulating in the network that can be exposed 
and exploited. Recently the research in the MAS has 
become very active, the development and implementation of 
agents in different sectors. But rarely, where we found a 
community that deals with the security aspect. 
Authentication is a process that ensures and confirms a 
user’s identity. And it is the most essential requirement as 
the agent from the IoT device and the Cloud must 
authenticate each other for secure communication. In this 
paper we have designed a mutual authentication scheme 
which has gained experience from [2] based on elliptic 
curves and using Multi agent system. 

A. Multi agent system Model 

In this section we'll detail our MAS model and we'll 
explain the role of each used agent. Our model consists of 
three phases, initialization phase, registration phase and 
finally the login and authentication phase. 

 
1. Initialization Phase -  
In our design, it's the Cloud who's in charge to initiate the 
parameters of the parameters necessary for the generation 
and distribution of keys as shown in figure 2. We assume 
that the Cloud has sufficient storage and calculation capacity 
to generate and distribute the keys to the sub for each 
session. First the Cloud Computing chooses an elliptic curve 
equation  
 
           Over    , where            (3) 
 
(p >    ) is the finite field group. He selects two field 
elements           a and b must satisfy the following 
condition            . G is the base point of the 
elliptic curve with a prime order   (n >     ), and O be the 
point at infinity such that  n x G = O. Then the Cloud 
chooses random master secret key    from           and 
computes public key 
       . Finally broadcast the public parameters 
               . 
2. Registration phase – 
i.                   –  
In order to register with the Cloud. At the device level, we 
need an agent named   registration agent who will be in 
charge of calculating and presenting               . 
 
 
ii.                  –  
After the Cloud receives   . An agent named “S_P_ag” 

computes the security parameters                 , 
          and transfer it to “Co_ag”. This last is an 

agent who’s in charge of generating and computing 
            and   

        of each device. Then he 
computes other security settings                

   and 
stores    

        ,    corresponding to the identity     of 
the device i in its database. 
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3. Login & Authentication phase - 
In this phase, we're going to need too agents authentication 
agent “Auth_ag” and login agent “Log_ag” in the both side, 

the cloud and the embedded device. 
i.                   - 
The agent “Auth_ag” from the device platform computes 

        and           
   send it with the    to the 

Cloud through. 
ii.                  - 
The Cloud receives    and  . This last computes   
            by calculating           then 
computes the poin  

          t. The “Auth_ag” checks 

whether the value of   
  is equal to the received value of   . 

If it's true, he computes the ECC point        ,   

     
 , and sends    ,    and    to the IoT device. 

iii.                   - 
The “Log_ag” from the device platform receives   ,    then 
he computes               

   and calculates ECC 
point   

        and compares the value of    
  with the 

received value of    if it's true the “Log_ag” calculates    
       , where         and sends    to the cloud. 
 
iv.                  - 
The “Log_ag” from the Cloud platform receives  . Then he 
computes   

                 where        . And 
compares the value to the received value of   .  

B. Algorithm presentation 

Algorithm 1: Initialization 
Input: Ep : EC equation,   : Cloud platform secret key  

Output: H: Reception platform public key, G: 
Generator point. 

1. Chooses      
               

2. Generates  the generator point G. 
3. Computes                   
 

Algorithm 2:  Registration 
Input:  
    : Identity of the device i  

    : Identity of the cloud , mK : secret key of the 

cloud 
   : Key for device I , r : random number 
 And other security parameters :     

 ,  ,    ,   
      

Output:  
     : The hashed identity of the device 
1. Computes              .  
2. Sends     to the cloud 
3. Select a random number N. 
4. Computes                  
5. Computes           
6. Computes             
7. Computes   

        
8. Computes                

   
9. Computes   

        
10. Stores   

 ,    and   . 
11. Sends   

  and    to the device i. 
 

VI. IMPLEMENTATION AND RESULTS. 

Here we expose our model that we implemented and the 
results got through implementing the proposed solution. In 
this work we used JADE [3] an open source framework for 
the development of peer-to-peer applications of intelligent 
agents. JADE offer a platform with FIPA [17] specifications 
and an API for developing agents with java. The main 
characteristics of Jade platform is 
 Deployed on one or more machines. 
 Hosts a set of uniquely identified agents that can 

communicate bidirectionally with other agents, by 
sending messages whose content is expressed in ACL. 

  Each agent runs in a container that provides it with its 
runtime environment, he can migrate inside the 
platform. 

 Any platform must have a main container that registers 
the other containers. 

 A platform is a set of active containers. 
We present in figure-2, our model with a diagram, the 

different internal and external communication between 
agents that we have implemented, to establish a mutual 
authentication between the smart IoT Device and the Cloud  

Algorithm 3: Login and Authentication 
Input:  
Select random number   ;    ,   : Cloud platform secret 
key 
G: Generator point.  
Output:  
ECC points :   ,   ,   ,    

   : security parameter , K : session key , and set of 
parameters  ,   

   

1. Computes        . 

2. Computes           
   

3. Sends    ,   ,    to the cloud 

4. Computes           

5. Computes             

6. Computes   
           

7. Verifies   
  (? = )   , 

8. Computes         and          
  

9. Verifies    (? = )   
  

 
10. Computes         

11. Computes            
12. Sends    to the Cloud 
13. Computes          
14. Computes   

                 
15. Verifies    (? = )   

  
16. Generates a session key  
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Fig. 2.   MAS Model 

 
Server. Each agent will perform his task, according to the 
scenario. The practical tests of the implementation are 
carried out in a machine which contains two containers first 
represent the IoT machine and the second the Cloud server. 
The technical characteristics of the machine are: Intel Core 
i5 processor has 2.2 GHz with 6 GB of RAM.. 

A. Parameter used 

In this subsection we're going to present some major 
parameter used during our implementation, namely the 
parameters of the elliptical curve, the hush function used 
and we'll give also an agent code snippet. 

According to section 4. In order to generate the point G, 
we must first define our elliptic curve 

 

                                .             
(4) 
 

In [18] they published a useful standard of 
recommended set of elliptic curve domain parameters.   In 
our work we used the P-192 Curve which equals to 1536 bit 
RAS Key length. In what follow we go through each 
parameter {P,G,a,b,q} in decimal form: 
i. The Prime P-  

P_192=“62771017353866807638357894232076664160839
08700390324961279”. 
ii. a and b – 

a=“627710173538668076383578942320766641608390870

0390324961276”. 
b=“245515554600894381774029391519745178476910805

8161191238065”. 
iii. The base Point G:   

X_G=“602046282375688656758213480587526111916698

976636884684818”. 

Y_G = 
“17405033229362203140485755228021941036402348892

7386650641”. 
iv. Order q of the point G: 

q=“627710173538668076383578942317605901376719477

3182842284081”. 

Point addition and Point doubling are two operations which 
can be applied to a base point G on the elliptic curve. All the 
parameters exchanged in our protocol between the IoT 
device and the cloud servers in order to establish a mutual 
authentication were hashed with the SHA-256. 

B. Evaluation and results 

In figure-3, we present our RMA (remote agent 
management), it's a GUI that groups the two containers 
created. The first container "Main-container" represent IoT-
platform, and the second represent the cloud-platform. Each 
container, brings together a multi agent system that 
communicates with each other in order to establish mutual 
authentication between the IoT and Cloud. 
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Fig3.  Remote Agent Management 

  

The sniffer agent of the JADE platform allows us to 
visualize the sequence of messages exchanged between the 
agents of the two platforms. In figure-4 summarizes in a 
scenario, the communication established between the two 
containers. And that only approves and validates the model 
that we have established in figure-3. 
To have a better visibility on the routing of the parameters 
between the two platforms, the figures bellow shares the 
results of the execution. We have thoroughly tested the 

results of the test following the model on Figures 3 in order 
to understand how it works. The first phase of the test was to 
initialize the parameters of the Elliptic curve in the cloud 
platform, then in order to establish a mutual authentication 
we respected the three phases: registration, the login and the 
authentication phase. 

 

 

 
Fig4.   Remote Agent Management 

 

Fig 5. Reg_Ag 
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Fig 6. S_P_Ag 

 

Fig 5. Co_Ag 

 

Fig 6. Auth_Ag 

 

Fig 7. Auth1_Ag 

 

 
Fig 8. Log_Ag 
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Fig 9. Log1_Ag 

 
 In this part we will present the execution time of our 
solution composed of several security mechanisms to 
guarantee the mutual authentication between IoT device and 
the Cloud server.  Before presenting our time test result, 
let’s consider the total time for our solution. 

 
                                                              
(5) 

Figure 10 we expose the detail of the execution time for 
each agent 

Finally, according to the equation (5) the total time for 
executing our solution is: 

 
        =   34 + 420 + 125 = 579 

 
Fig 10.  Execution time in ms for each agent 

 
In what follows we compare our results with that of 

Hanaoui et al [15] protocol. Both solution are developed in 
Jade Platform, and both on containers located in the same 
platform. 

The graph in the figure 14, resumes the execution time 
for both protocol. Regarding the execution time of Hanaoui's 
we neglected the time for the migration of the agent between 
the  
two platforms and we focused only on the execution time 
that was required to establish the secure channel. In our 
proposed protocol each agent is responsible for performing a 
specific task that requires  time, as shown in the following 
figure. The total period of the proposed protocol is defined 
in 579ms, while the Hanaoui's protocol is in 2213ms. 

 

 
Fig 11.  Comparison of the two solutions 

VII. CONCLUSION 
In this paper, we have detailed the failures and the security 
needs that a Cloud-IoT environment requires, especially 
with the low-capacity of the intelligent devices. Also we 
mentioned some works in the literature that tried with 
various protocol to secure the communication between IoT 
and Cloud. Later we have summarized the prerequisites of 
the elliptic curve needed to develop a mutual authentication 
algorithm. While emphasizing the utility and benefits that 
multi agent systems can bring in such a smart environment, 
we proposed a solution based on our scheme [2], that protect 
IoT-Cloud environment form different types of attacks like, 
man-in-the-middle, Cookie theft, Offline password guessing 
attack, Replay attack and Stolen-verifier attack. In the last 
section, we compared our results with those of Hanaoui’s, 

we found that our scheme is better whether it is at the 
security level or the execution time The result of the 
execution confirms the performance, efficiency and 
adaptability. As future work, we intend to secure the 
migration of a mobile agent from one platform to another 
using this protocol. 
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