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Abstract—In worldwide, all people are living with mobile 

applications for most of their life time. A statistical survey shows 

that mobile user exceeds 5 billions by 2019. There is a necessity to 

download different kinds of applications in different occasions. 

The library in android OS used for displaying media content has 

multiple vulnerabilities which enable the attackers to exploit 

media files and run the malicious code. The new ranges of attacks 

have been opened up today.  The malware application does 

fraudulent activities automatically in the mobile without the 

knowledge of users. It is very difficult to identify the malware 

among such applications. Thus a challenge rises for protecting the 

mobile phones from these attacks.  The existing method, 

“Significant Permission Identification for 

Machine-Learning-Based Android Malware Detection 

(SIGPID)”, which uses Multi-Level Data Pruning process to 

identify significant permissions. In SIGPID, three level pruning 

process namely Permission Ranking with Negative Rate (PRNR), 

Support based Permission Ranking (SPR) and Permission Mining 

with Association Rule (PMAR) are applied to the dataset followed 

by SVM classification.  The large dimension of the dataset 

negatively affects the malware detection efficiency. To reduce 

features of malicious apps further, an enhanced method called 

“Enhanced Model of Significant Permission Identification 

(ESID)” is proposed to identify android malware applications 

using data mining techniques. It adds the process to remove 

non-significant permissions and to classify the benign apps and 

malicious apps using SVM before installing an android 

application in the mobile. The experimental result shows that the 

better accuracy of 93.75% in identifying the malicious apps.. 

 

Keywords: Android Malware Detection, Datamining 
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I. INTRODUCTION 

Nowadays, the mobile device becomes an essential part of 

life of the people. For most of the activities in our day-to-day 

life is being completed with the help of the mobile 

device[19]. It is necessary to protect the data stored in the 

mobile from malware applications. 

Because of presence of the mutli-vulnerabilities in the 

android mobile devices, the attackers may easily hack the 

data stored in the mobile, which leads to the possibility of 

fraudalent activities. The permissions asked during 

installation may provide the ability to access the mobile data 

without of much difficulty. Hence Android Malware 

Detection system is necessary for mobile devices. If it detects  
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an android application is a malware one during installation of 

that application, it sends a notification to the user; hence it 

prevents the mobile from malware app installation.  

II LITERATURE SURVEY 

Different approaches [1] [7] [10] [11] [16] [18] [22] are 

being used in the detection of malware apps. Sample 

approaches have been described in the following sections. 

Wanga, et. al[23], illustrated a method to find the malware 

applications among the other applications. It uses different 

classification approaches like K-Nearest Neighbor (KNN), 

Random Forest (RF), Support Vector Machine (SVM), Naïve 

Bayes (NB) and Classification and Regression Tree (CART) 

as ensemble classifiers. To characterize the behaviors of the 

applications,  eleven different varieties of features which are 

static in nature are extracted. 

Milosevic, et. al, [10], demonstrated the usage of machine 

learning approach for detecting malware applications. It 

includes two different methods to analyze the android 

malware applications statically. The permissions based 

method is used first and the second method uses a 

bag-of-words representation model to analyze the source 

code. The results shows that an F-score of 95.1% and 

F-measure of 89% for these methods respectively. 

Lou, et.al,[20] shown that a novel method TFDroid used to 

detect malware apps by topics and sensitive data flows using 

machine learning techniques. The results show that this 

method can correctly identify 93.7% of all malware. 

Meenu Ganesh, et. al., [15] developed an android malware 

detection method which investigates permission patterns 

based on a convolutional neural network. The result shows 

the accuracy of 93% in identifying the malware apps among a 

set of 2000 malicious and 500 benign apps. 

Hui-Juan Zhu, et.al, [9] developed an effective and robust 

detection model namely, “DroidDet”which uses static 

analysis to extract the features like permissions, sensitive 

APIs, monitoring system events and permission-rate and 

employ the rotation forest model. The results show that it 

achieves accuracy of 88.26% with 88.40% sensitivity at the 

precision of 88.16%. 

Chit La PyaeMyoHein  andKhin Mar Myo, [2] have 

selected the features based on permissions to detect the 

malware applications. It is based on manifest file analysis to 

reduce the features of applications. It is followed by 

Score-based Approach which uses correlation and 

information gain. 
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Other approaches used network flow-based features [13], 

defense techniques [14], and sensitive data flow [20] to 

identify the malware apps. 

Jin Li, et. al[12],  implemented “Significant Permission 

Identification for Machine-Learning-Based Android 

Malware Detection (SIGPID)”, which uses Multi-Level Data 

Pruning process to identify permissions which have impact 

on the system. The large dimension of the dataset negatively 

affects the malware detection efficiency. Hence three level 

pruning process namely Permission Ranking with Negative 

Rate (PRNR), Support based Permission Ranking (SPR) and 

Permission Mining with Association Rule (PMAR) are 

applied to the dataset. Then SVM classification method is 

applied to classify the malware apps and benign apps.  

To improve the existing system (SIGPID), identification 

and elimination of non-sensitive columns has been 

introduced in the proposed system. In this paper section 3, 

illustrates the phases in the proposed system, section 4 shows 

the implementation of the proposed system, section 5 

summarizes the results found and section 6 concludes the 

paper with future expansion of the work. 

III PROPOSED SYSTEM 

The main objective of the proposed system is to detect 

android malware applications and to protect the mobile 

devices. An enhanced model of Significant Permission 

Identification (ESID) is proposed to identify dangerous 

malicious applications by considering the list of permissions 

associated with them. Different phases of the proposed model 

are explained in the following section. 

A.  Phases of Proposed System: 

The overall architecture of the proposed model ESID 

includes different phases as shown in the figure 1.  

 
Fig. 1 Phases in the proposed system 

The android malware dataset with their permission list is 

given as input for the system. The proposed model starts with 

the phase feature selection which eliminates the non-sensitive 

permissions from the dataset. Then permission rankings have 

been done based on various strategies. Finally the 

classification is done using the SVM approach. The steps in 

the above three phases are explained in the following 

sections. 

B. Phase I - Feature Selection: Elimination of Non 

Sensitive Columns 

While downloading and installing various android 

applications from various resources, the applications require 

permissions from the user. The permission represents a 

specific operation such that an application is allowed to 

perform. Permission INTERNET refers that whether an 

application can access to the Internet.  

The features i.e. permissions listed in the dataset do not 

have significant effect in the detection of malware 

applications. The proposed system focuses on reducing the 

number of non-sensitive permissions. Non-sensitive 

permissions mean that most of the values in the column is 

almost same, the reason behind the elimination of the 

columns are they are insensitive to any calculations. In this 

phase, the model focuses on finding such non-sensitive 

columns and eliminating those columns from the dataset. 

Thereby reducing the number of permission list from the 

original dataset helps in achieving higher accuracy than the 

existing system.  

Dataset is in the form of matrix, where rows represents the 

android applications and column represents the permission 

used by the android applications. Let the matrices M and B 

represents malware apps and benign apps respectively. The 

permissions required are represented using the following 

criteria as shown below: 

  Mij= 1, if i
th

 malware application needs j
th

 permission  

   = 0,  otherwise. 

  Bij = 1, if i
th

 benign application needs j
th

 permission  

   = 0,  otherwise. 

The non-significant permissions are to be eliminated based 

on the following criteria as shown below: 

  (i) For each j
th

 permission in Mi, 

  Mj =eliminated, if j
th

 permission = c, for Mi, 0< i< n  

      = not eliminated, otherwise. 

  (ii) For each j
th

 permission in Bi, 

  Bj =eliminated, if j
th

 permission = c, for Bi, 0< i< n 

  = not eliminated, otherwise. 

The above said criteria are applied to the dataset. The 

reduced feature data set is used for the next phases. 

C.  Ranking Permissions  

The permissions requested for both benign apps and 

malicious apps needs to be analyzed to make an effective 

malware detection system. The permissions with high-risk 

attacks, permissions frequently asked, rarely asked 

permissions, commonly asked permissions are to be 

analyzed. It becomes an essential activity to differentiate the 

type of applications. While excluding the commonly asked 

permissions, a care to be taken for identifying the way of 

using such permissions by both benign apps and malicious 

apps.  

The feature reduced dataset i.e. M and B matrices from the 

phase 1 to be given as input to the phase 2 to reduce the 

permissions based on the ranking method. The balanced 

matrices are appropriate for ranking method. The support 

value of a permission of a larger one scales down that of the 

same permission of a smaller one. For the alternate case, then 

the support of each permission SB(P) is calculated as shown 

in equation 1 : 

SB (Pj ) = ∑Bij size(Bj) ∗ size(Mj )                         (1) 
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where SB(Pj) denotes the support of jth permission in Bi 

app. Then Permission Ranking with Negative Ranking 

(PRNR) can be implemented as shown in equation 2 : 

R(Pj ) = ∑Mij − SB (Pj ) / ∑Mij + SB (Pj )               (2) 

The values of R(Pj ) falls in a range of (-1, 1). The 

permission Pj needed only in the malware applications is 

considered as high risk with a value 1. Similarly the 

permission Pj needed only in the benign applications is 

considered as low risk with a value -1. The permission having 

the value R(Pj ) = 0 is noted for its insignificant effect in 

malware detection system. 

D.  Support Based Permission Ranking 

If a dataset contains more number of features or attributes, 

the results may be overfitting. To get the more accurate 

classification, the features may be reduced properly. The low 

support value of permission does not affect the performance 

metrics used in the malware detection approaches. Consider 

the permission BIND_TEXT_SERVICE which is used only 

in benign applications. So, any application which uses this 

permission is considered as benign app. 

E.  Permission Mining with Association Rule 

Association rule mining [17] is a process through which 

the permissions always appear together can be found. The 

permissions for writing SMS and reading SMS are always 

used together. Consider only one of this permission is enough 

to characterize some of the behaviours in the applications. 

The other one associated with this permission can be found 

and to be eliminated further. 

F.  Classification of Applications 

To classify the benign app and malicious app, the Support 

Vector Machine (SVM) is used. The feature reduced dataset 

obtained from the previous ranking phase is given as input to 

this classification phase. It classifies the malicious app and 

benign app into two groups. 

IV EXPERIMENTAL ANALYSIS 

A.  Experimental Setup 

To experiment the proposed method with the real time 

android maleware dataset, the system with Intel octa core 

processor, 8 GB RAM and disk capacity of 256 GB SSD is 

used. The program was written using R Studio Version 3.4.4 

[8] and executed in a Windows 10 operating system 

environment. 

B.  Dataset Description 

The proposed system is experimented with two datasets. 

The different datasets [4] are available on the web. The first 

dataset [5] used from android malgenome project includes 

1260 malware apps and 2539 benign apps. The dataset 

includes 215 features extracted from 3799 applications. The 

second dataset [6] used in Drebin project [3] includes 5,560 

malware apps and 9,476 benign apps. It consists of 215 

attributes extracted from 15,036 applications. 

The sample features are explained below: 

(i)GET_SYSTEM_DIRECTORYA – used to retrieve the 

path of the system directory which contains system files such 

as dynamic link libraries and drivers. 

 

(ii) WRITE_SMS - used to allow an application to send 

SMS messages which has been approved as top ten 

dangerous permissions by the Google.  

(iii) CAMERA – used to enforce automatically 

the uses-feature manifest element for all camera features.  

(iv) WRITE_CONTACTS -  used to allow an application 

to write the user's contacts data. The protection level of this 

permission is dangerous.  

(v)ACCESS_BACKGROUND_LOCATION – used to 

allow an application to access location in the background 

which requests ACCESS_FINE_LOCATION. Requesting 

by itself is not sufficient to give the location access. The 

protection level for this permission is dangerous. Attributes 

have only two values 0 and 1. If the attribute value is 0, then 

the permission is not used by the particular app. If the 

attribute value is 1, then the permission is used by the 

particular app. 

V RESULTS AND DISCUSSIONS 

After the removal of non-sensitive permissions in the 

phase 1, the features of dataset1 has been reduced by 38 such 

permissions and that of the dataset2 has been reduced by 47 

permissions. This is an added process to the existing system 

SIGPID. 

To verify the performance of the proposed system, the two 

data set described in section 4.2  are experimented. A 

comparison is made between existing system (SIGPID) and 

the proposed system (ESID). The metrics used are precision, 

recall and accuracy.  In existing system 22 permissions 

have been identified as the dangerous permission after 

applying three pruning levels but in proposed system 8 

permissions in dataset1 and 12 permissions in dataset2 have 

been identified as the dangerous permission after applying 

feature selection along with the three pruning levels. 

 
Fig. 2:  Precision values 

 

The above figure 2 shows the results of comparison made 

between the precision values obtained in SIGPID and that of 

the proposed system. It is obvious that the precision value 

obtained is 91.55 but in the proposed system the precision 

value is 93.12 and 94.4 for dataset1 and dataset2 respectively. 
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Fig. 3: Recall values 

 

From the figure 3, it is observed that the recall value 

obtained for SIGPID is 91.22, whereas in the proposed 

system the recall value obtained is 95.04 for dataset1 and 

97.14 for dataset2. From figure 4, it clearly shows that the 

proposed system provides better accuracy value than the 

existing system. i.e. accuracy value obtained in the existing 

system (SIGPID) is 91.34 and that of the proposed system is 

93.68 and 93.75 for the dataset1 and dataset2 respectively. 

 
Fig. 4: Accuracy values 

VI CONCLUSION 

This proposed framework demonstrated the possibility of 

reducing the features by considering the significance of them. 

Then for further reduction, a systematic three-level pruning 

approach is followed. The proposed system uses only 12 

permissions in the pruning phase. When compare to the 

existing system, significant number of permissions were 

reduced due to non–sensitive permission feature reduction. 

Because of the reduced features, the proposed system shows 

the better accuracy 93.68 and 93.75 respectively for the 

dataset1 and dataset2 respectively than the existing system. 

Furthermore, the enhancements can be made by 

identifying such more permission sets by using advanced 

techniques like deep learning, etc. and apply a more suitable 

classification approach to reach most accuracy in the 

identification of malware apps and benign apps. 
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