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Abstract: Apple devices are well known for their high-security 

features in terms of data storage. IOS devices have some 
restrictions for their usability. The device contains only internal 
memory and the users can back up their data into iCloud or 
iTunes. IOS devices are more secure when compared to other 
mobile devices. The IOS devices can also be jailbroken for the 
purpose of removing software restrictions and allows the 
installation of application from the unknown sources i.e., the app 
that are not unavailable in Apple App store. After jailbreaking, 
the device becomes vulnerable and lets the attacker to access the 
device. Apple provides both hardware and software patches to the 
vulnerabilities, which means many versions can’t be jailbreak so 

easily. To perform Forensic investigation on the IOS devices, 
even the forensic investigators need privilege escalation to access 
the data of the device. The tools which are used to investigate 
IOS devices are avail as commercial. This project proposes an 
opensource method to access the IOS device using SSH shell. 
After the successful mount of device, the data can be acquired for 
further forensic analysis. Based on the artifacts analysed, the 
investigators can be able to find the root cause of the crime. 

Keywords: iOS, plist, db files. 

I. INTRODUCTION 

IOS Introduction: 
The first iPhone was formally launched and created 
accessible to the overall public in 2007, and this iPhone and 
was heralded noticeably at the Macworld of that exact same 
year. Throughout this first unhitch, the iPhone was 
accessible among the U. S. of America, UK, Canada, 
Germany, Norway, Sweden, Finland, France, Spain, 
European nation and African country. Jobs expressed his 
belief that pill PCs and ancient PDAs weren’t wise choices 

as high-demand markets for Apple to enter, despite 
receiving many requests for Apple to create another 
personal digital assistant. 

On January 9, 2007, Steve Jobs declared the 
first iPhone at the Macworld convention, receiving 
substantial media attention. Jobs declared that the 
first iPhone would be discharged later that year. On June 11, 
2007, Apple declared at the Apple's Worldwide Developers 
Conference that the iPhone would support third-party 
applications pattern the campaign engine. Third parties 
would be able to turn out web 2.0 applications that 
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users could access via the net. Such applications appeared 
even before the discharge of the iPhone; the first of 
these, mentioned as One Trip, was a program meant to 
remain track of users' trying lists. On June 29, 2007, Apple 
discharged version seven.3 of iTunes to coincide with the  
discharge of iPhone. This unhitch contains support for 
iPhone service activation and syncing. 
IOS Architecture: 

iOS is an iPhone operating system and it was 
created by Apple for the devices which are manufactured in 
Apple like iPhone, iPad, iPod, etc. Just like other operating 
system iOS has an architecture and it is a layered 
architecture. 
In iOS architecture there are four different layers and these 
layers works as intermediate layer between the application 
and the hardware because the application and the hardware 
do not communicate each other directly. In this architecture 
a lower layer provides a normal service and the higher layer 
provides GUI services. 
 

 
Figure 1: Architecture of iOS 

1.  Cocoa Touch Layer 

The Cocoa bit layer is primarily answerable for the looks of 
apps. It provides access to main system functions like 
Contacts, Camera, bit input, shares with different apps, push 
notifications etc. 
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Event Kit framework:  This framework is an interface 
which helps to see and perform the operations related to the 
calendar. 
Game Kit Framework: This framework helps to 
implement the support to the game centre to share the game 
related information in online. 
iAd Framework: This framework helps and allows to 
deliver advertisements from application which based on a 
banner. 
Map Kit Framework: This framework gives a scrollable map 
and that map can also be included into user interface of an 
application. 
Push Kit Framework: This framework will provide a 
registration support for the application which support VoIP. 
Twitter Framework:  This framework is an UI which 
supports to generate tweets and also for creating URLs to 
access the services provided by Twitter. 
UI Kit Framework: This framework is a vital infrastructure 
to applying any graphical and event-driven applications in 
iOS. And it has some important functions like multitasking, 
application management and infrastructure, cut, copy and 
paste operations and also supports touch and motion events. 

2.  Media Layer 
The Media layer assist you to include second and 3D 
graphics, animations, image effects, and professional-grade 
audio and video functionalities into your mobile app. 
Graphics Framework: 
UI Kit Graphics:  This helps to describe the higher-level 
support for the images which are designed and also for 
animated images to the content. 
Core Graphics framework: This framework is a drawing 
engine for applications in iOS and it supports 2D vectors 
and images which are based on rendering. 
Core Animation: This framework is an initial technology 
which optimizes the animation of application. 
Core Images: This framework provides an advanced 
support to control video and motionless images and makes 
sure that the controlling the images in a non-destructive 
way. 
Open Gl ES and GL Kit: This framework is an interface 
which was accelerated by hardware to manage 2D and 3D 
rendering. 
Metal: This offers a very low overhead access to A7. And 
also permits to perform sophisticated graphics rendering and 
computation works in a high level. 
Audio Framework: 
Media Player Framework: This framework is one of the 
high-level frameworks and it gives and supports to easy use 
and access to iTunes library and playing playlist. 
AV Foundation: This is an objective interface which 
handles the recordings and playbacks of audios and videos 
in the device. 
Open AL: This framework is used to provide audio and it is 
a standard technology from the industry. 
Video Framework: 
AV Kit: This framework provides collection of user 
interfaces which are easy to present video. 
AV Foundation: This framework provides an advanced 
capability for recording and video playback. 
Core Media: This framework is used to describe the low-
level interfaces and to describe data types for operating 
media. 
 
 

3.  Core Services 
The Core Services layer comprises core services like 
address book, Security, Social and foundation which 
offer essential options to apps. It offers access 
to basic resources required for app.  
Address book framework:  This framework give access to 
a database which consists the contacts of the user in a 
programmatically way. 
Cloud Kit framework:  This framework provides a 
medium which helps to move data between the user app and 
iCloud. 
Core data Framework: This framework is a technology 
which manages the Model View Control application’s data 

model. 
Core Foundation framework:  This framework is an 
interface which gives fundamental data and service features 
to the application in iOS. 
Core Location framework: This framework gives the 
information about geographical location and heading 
information of the applications. 
Core Motion Framework: This framework can able to 
access the data which work based on motion of the device. 
Using this framework can also be able to access the 
information which works based on accelerometer. 
Foundation Framework: This framework consists the 
features which were programmed through objective C. 
Health kit framework: This framework consists and 
handles the health-related information of user. 
Home kit framework: This framework can able to access 
the devices which are connected in the user’s house. 
Social framework: It is an interface for accessing the user 
social media accounts. 
Store Kit framework: This framework supports for buying 
content and services from inside of iOS apps. Simply it is 
known as In-App Purchase. 

4.  Core OS 
The Core OS layer comprises technologies and 
frameworks which offer low-level services associated 
with low-level hardware and networks. Core OS is the 
bottom layer and it work just like a foundation to iOS and 
maintains the other layers on the top of this layer properly. 
This layer is responsible for memory operations after 
completion of application like managing, allocating, 
releasing memory and takes care of the tasks of file systems, 
and other tasks in OS, and this layer can directly interact 
with hardware easily. 

5. Kernel and Device Drivers 
This is very cheap layer of iOS that in the main includes the 
kernel and device drivers. The kernel atmosphere is 
constructed on prime of Ernst Mach three.0 (a 
microkernel that replaces the kernel within the BSD version 
of Unix) and provides superior networking facilities and 
support for multiple, integrated file systems. 

II.  LITERATURE REVIEW 

Mobile Forensics is the process of extracting Electronic or 
Digital evidence from mobile devices under Forensic 
conditions. These include iPad, iPhone, Smartphones, etc. 
While performing a forensic investigation, the forensic 
experts examine the evidence systematically with utmost 
careful so that evidence will not 
be modified or damaged.  
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The investigators will analyse only the particular data 
related to the case using forensic tools. The extracted data 
could be application files, SQLite database files, or 
keychains. 
 

 
Figure 2: Data Extraction Phases 

Seizure & Isolation: 
The device should be disconnected from all the network and 
flight mode must be activated to avoid further 
communication to the device. 
The device must be placed in the Faraday bag to prevent 
data tampering. 
The simcard and memory card should be ejected. 
Identification: 
In what place does the mobile was identified? 
What is the state of the mobile when available? 
What data need to be extracted from the device? 
Acquisition: 
SSH connection should be established between the iPhone 
and computer to the same local network to maintain data 
integrity. 
The backup of iPhone should be collected. 
The passcode needs to be bypassed if passcode is present. 
The Application files, SQLite database files, ktx files,.etc 
will be collected and stored. 
Examination & Analysis: 
The plist files, db files, ktx files will be analysed by using 
forensic tools and the data is extracted. 
The deleted data will be recovered for evidence 
examination. 
Report & Document: 
The detailed document of the entire procedure, methods, 
tools used, the data retrieved will be prepared by the 
examiners which is a report as well as evidence. 
The way to extract the complete data from the mobile device 
is by using Commercial Forensic tools. The other way of 
extracting data is possible with the help of jail breaking the 
device. 
Jail breaking is the process of removing software limitations 
which are obtruded by Apple and performed on iOS devices 
to gain and attain the privilege escalation of the device. 
After jailbroken, the device will be ready to access all the 
data and collect the evidence which can be used in forensic 
examination. 

III. APPLICATION STRUCTURE 

IOS Application Structure: 
Each and every iOS application operates in its own sandbox. 

 
Figure 3: iOS Application Structure 

 
 
Exception cases: 

1. The public system interfaces like contacts, 
calendars, photo library. 

2. Any application can use these interfaces provided 
when the user approves its access. 

iOS Standard Directories: 
 /AppName.app:  This directory contains the app 

itself. 
 /Documents: This directory stores user documents 

and data files of applications. 
 /Documents/Inbox: This directory is used to read 

and delete files but it cannot create or write to the 
files which already exist. 

 /Library: This is the top-level directory which 
contains files but not data files and it is used to 
create sub directories. 

 /tmp: This directory is used to write temporary files 
that do not persist between the app launched. The 
files should be removed when they are no longer 
needed. 

IV. DATA ACQUISITION PROCESS 

Data Acquisition is the process of imaging the electronic 
evidence for examining the data present in the device. 
Extracting information from mobile device is not so easy. 
Types: 
1. Physical Acquisition: 
                    It is the method which makes a bit-by-bit 
duplicate of a whole file system, comparable to approach 
taken in computer forensic examinations.  
2. Logical Acquisition: 
                    It is the method of extracting the logical storage 
objects which resides on the filesystem. 

 
Figure 4: A visual architecture of my proposed mode 
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   After the device is brought to perform forensic 
investigation, the data can be extracted either in the form of 
Physical or Logical acquisition methods. If there is passcode 
restriction, then bypass should be done to read the encrypted 
file system. Different types of file systems like 
plist(property list) files, SQLite (.db) Database files, 
Keychains( a database which stores sensitive information 
and encrypted with hardware key) will be present. Using 
different forensic tools, data in iPhone will be extracted. 

V. PROPOSED METHODOLOGY 

The IOS devices possess the potential shreds of evidences, 
which are acquired and analyzed for the forensic 
investigation. 
 This project proposes an open source approach to perform 
the forensic analysis of the IOS device. The device can be 
accesses through the Shell as it has linux kernel. The root of 
the device is accessed by using SSH shell and the data 
available in the storage is acquired for further forensic 
analysis. 

The device can be accessed using the IP address of the 
mobile device through SSH port. Mobile devices store the 
system data, application data in the database file format. So 
to analyze the artifacts, those .db files or sqlite files and plist 
files are acquired. After gaining the shell access to the 
device, important artifacts like contacts, SMS, media etc., 
can be extracted.   
In order to mitigate the cost effectiveness of existing system 
and to find artifacts in iPhone for forensics purpose, an 
open-source approach is designed. 

VI. DATA ANALYSIS 

Artifacts Extraction & Analysis 
A piece of data that relevant to digital forensic investigation.  
SMS: It is used for offline communication to send and 
receive message. 
Sms.db: This database file which contains information 
about sent and received messages. The query used to extract 
the data is “select * from message.” 
Path: /private/var/mobile/Library/SMS/sms.db  

 
Figure 5: SMS Path 

 

 
Figure 6: Data extracted from sms.db 

Contacts: The entity which is created for identifying other 
person. 
AddressBook.sqlitedb: This database file contains identify 
of persons which includes mail, Home, multiple storage of 
numbers. The query used to extract the data is “select * from 

ABPersonFullTextSearch_content” 
Path: /private/var/mobile/Library/AddressBook 

 
Figure 7: Contacts Path 

 

 
Figure 8: Contact names from AddressBook.sqlitedb 

 

 
Figure 9: Contact Numbers from AddressBook.sqlitedb 
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Call Logs: It contains the statistical record information of 
owner calls in the form of logs. 
 CallHistory.storedata: This database file contains 
information about the call statistical record and Timings, 
Location, Duration. The query used to extract the data is 
“select * from ZCALLRECORD” 
Path: /private/var/mobile/Library/CallHistoryDB 
 

 
Figure 10: Call Logs path 

 
Figure 11: Phone Logs retrieved successfully 

 
Accounts: It contains information about the device and its 
account holder. 
data_ark.plist:  This property list file contains information 
about the name of the system the last iTunes backup was 
taken and also the details of the iPhone. 
Path: 
/private/var/root/Library/Lockdown/data_ark.plist 
 

 
Figure 12: Accounts Path 

 

 
Figure 13: Device information from plist file 

 
Photos: It contains user photos which are built via camera, 
screenshots and WhatsApp. 

Path: /private/var/mobile/DCIM/ 
 

Figure 14 Photos path id

entified successfully 
      

 
Figure 15 Images are successfully extracted 

 
Passwords: These are used to secure the device or 
applications and sensitive data. Keychain-2.db file contains 
data which will be in encrypted form. The query used to 
extract the data is “select * from synckeys” 
Path : /private/var/Keychains 

 
Figure 16: Passwords stored path is identified 

successfully 
 

 
Figure 17: Password data extracted successfully 

 
 
 
 

https://www.openaccess.nl/en/open-publications


 
Forensic Acquisition of IOS Devices 

 

10852 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number: D4374118419/2019©BEIESP 
DOI:10.35940/ijrte.D4374.118419 
Journal Website: www.ijrte.org 
 

Third party applications: 
 These are the applications which are provided by vendors 
other than Manufacturers. iOS contains AppStore to install 
Applications onto the devices by secure authentication either 
to provide Apple password or finger access. The Names of 
the applications in the path are dynamic which means 
whenever it is newly connected for forensic purpose the 
names will be modified but not the data. 
Path: /private/var/mobile/Containers/Data/Application 
 

 
Figure 18: Vendor Applications Path 

WhatsApp: It is a free messaging App which allows users 
to communicate and share data (photos, videos, GIF, 
Document, Location, Contacts, Voice Messages) with the 
help of Internet. 
ChatMedia Folder contains media and status of different 
users.  
Path: 
/private/var/mobile/Containers/Data/Application/5E66E
731-D1DA-4DE5-BC1C-
127B44C00332/Library/Caches/ChatMedia 

 
Figure 19: WhatsApp path 

 
Figure 20: Data of One Person 

 
Figure 21: Extracted data of WhatsApp 

Facebook: This is a free, cross-platform application which 
allows different people to make friends, to follow people, 

messaging, sharing images, and comment on photos or 
posts. 
Recent_activites_notifications.txt file contains list of 
notifications received or popped-up. 
Path: 
/private/var/mobile/Containers/Data/Application/E0DB4
DD7-7175-4153-AFBD-218A1C2CB5CA/Library/Caches 

 
Figure 22: Facebook Path and data 

Instagram: This Application is used to follow the activities 
or posts and send messages to different people. 
Path: 
/private/var/mobile/Containers/Data/Application/EA14A
BB2-EFDB-4F9F-8E0B-A1D550590E22/Library/Caches  

 
Figure 23: Cache Information 

Path: 
/private/var/mobile/Containers/Data/Application/EA14A
BB2-EFDB-4F9F-8E0B-
A1D550590E22/Library/Caches/Snapshots/com.burbn.in
stagram 

 
Figure 24: Data Identified 

SBI YONO: This Mobile Application of SBI is used to 
perform monetary transactions, view account balance and 
place check book requests for bank. 
Path: 
/private/var/mobile/Containers/Data/Application/0CB96
E66-E635-4654-99C8-051168ADD772/Documents/Inbox 



International Journal of Recent Technology and Engineering (IJRTE)  
ISSN: 2277-3878 (Online), Volume-8 Issue-4, November 2019 

10853 

 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number: D4374118419/2019©BEIESP 
DOI:10.35940/ijrte.D4374.118419 
Journal Website: www.ijrte.org 
 

 
Figure 25: SBI YONO Path 

 
Figure 26: Information extracted 

Axisbank: This Mobile Application of AXIS bank is used 
to transfer money from one account to another account with 
the help of account numbers, IFSC Code. 
Path:  
/private/var/mobile/Containers/Data/Application/6C7CC
C94-0854-476B-AC2E-474024841254/Documents 

 
Figure 27: AXIS Bank path and log files 

Flipkart: This Shopping Application is used to know the 
list of items which are searched by user and purchased. The 
information is stored in flipkart.sqlite. 
The query used to extract the data is “select * from 
ZCROSSPLATFORMCACHE” 
Path: 
/private/var/mobile/Containers/Data/Application/C0E87
A33-ABB6-480C-8BFE-DA2F78443F8E/Library 

 
Figure 28: Flipkart Path 

 
Figure 29: Searched Data of Flipkart 

BookMyShow: This Entertainment App is used for 
checking Movies List, Date and Location for which the user 
has browsed. 
Path: 
/private/var/mobile/Containers/Data/Application/91AFD
7FD-D91A-4363-BFF7-09B12F36D9FB/Library/Caches 

 
Figure 30: BookMyShow Path and Browsed Information 

HPPrinter: This Application is used for printing documents 
or scanning Applications. Inbox folder contains the list of 
documents user has taken printout. 
Path: 
/private/var/mobile/Containers/Data/Application/06D781
2E-084B-4D70-B9D4-E4B1397A4A0B/Documents/Inbox 

 
Figure 31: HP Printer Data and Path 

FindMyiPhone: This Application is used in iPhones to find 
the location of the iPhone if the mobile is lost or missing. It 
requires internet connection and Location needs to be turned 
on. 
FMIP.sqlite folder contains the locations of iPhone. 
Path: 
/private/var/mobile/Containers/Data/Application/6C5B2
2EC-CB9B-4ADB-92F0-1671D97B8784/Documents 
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Figure 32: FindMyiPhone Path and database file 

Google Maps: This route-map Application is used to find 
the Locations which are used by the user for travelling or 
searched. 
 
 
Com.google.Maps.plist file contains the data when the user 
has used GoogleMaps. 
Path: 
/private/var/mobile/Containers/Data/Application/83B0F
882-A1B8-4462-9937-
B07B9D98ACB9/Library/Preferences 

 
Figure 33: GoogleMaps path 

 
Figure 34: GoogleMaps data from plist file 

BSNL: This Application is used to know the connection and 
registered user details. 
BSNL.sqlite database: This file contains information of 
Service number, Account number and name of the user. The 
query used to extract the data is “select * from Items” 
Path: 
/private/var/mobile/Containers/Data/Application/93DD2
AFF-86AE-41AD-85F3-43647ABB3AF6/Documents 

 
Figure 35: BSNL Path 

 
Figure 36: Extracted data 

WYNK: This Music App is used to find the list of MP3 
songs downloaded and login details of the user. 
Path: 
/private/var/mobile/Containers/Data/Application/9AFE8
AC0-5913-4670-B3C7-
C596DCCEAF7D/Documents/stream 

 
Figure 37: WYNK Path 

 

Figure 38: The Downloaded MP3 files  

VII. CONCLUSION 

Smart phones usage has been expanded vastly with the 
increase in advanced features like face lock, fingerprint 
unlock, gaming, and storage capacity etc. Among them 
iPhone usage is in high growth due to its security policies 
and features like device 
encryption. 
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 So, extracting data from iPhone is very challenging in 
Forensics. By using the method proposed in this paper, the 
artifacts can be analysed which helps the forensic 
investigator to extract the data and prepare an evidence. 
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