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Abstract: This paper depicts a novel sub bytes strategy for 

executing the executing the advanced encryption standard (AES) 
algorithm that offers a considerably enhanced cryptographic 
strength. Our strategy depends on composite field math 
randomization, which involves a low cost of execution while not 
adjusting the algorithm, does not decrease the recurrence of the 
work and maintains an ideal similarity to the distributed standard. 
In this document, we suggest a fast and knowledgeable execution 
of AES in memory (AIM) to scramble the whole part of the 
memory only when needed. We use NVM’s intrinsic logic working 
ability to implement the AES algorithm instead of adding extra 
processing parts to the cost-sensitive memory. The proposed 
design is implemented using Modelsim 6.4 C and Xilinx tool 
Verilog HDL and simulated. The proposed framework actualized 
in FPGA Vertex or Spartan-3.The proposed AES system has been 
made into an IP and effectively connected in encryption 
application. 

Keywords: AES Algorithm, Verilog HDL, FPGA, MEMORY 
UNIT. 

I. INTRODUCTION 

Cryptography is the process of constructing and using a 
cryptosystem or cipher to prevent all but the intended 
recipients from reading or using the encrypted information or 
request. A steganography is a strategy for encoding a signal. 
The recipient can see the scrambled message with the keys 
and right computation. Steganography is used mainly to 
transport touchy information across PC systems 
cross-sectionally. The encryption procedure takes an 
unmistakable archive of content and applies a key and a 
numerical calculation to it, transforming it into 
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crypto-content. In crypto text, unless the user has the key that 
can undo the encryption, the file is unreadable. In 997, a 
division of the U.S. government, the National Institute of 
Standards and Technology(NIST), started a project to  
Develop a substitute for the Data Encryption Standard(DES). 
It was widely considered that owing to advances in PC 
preparation power, DES was not verified. NIST’s aim was to 

characterize a DES trade that could be used by US 
government offices for non-military data security apps.  

It was understood, of course, that industrial and other 
nongovernmental consumers would benefit from NIST’s 

research and that the work should generally be accepted as a 
standard of trade .To take an interest in the process of dialog 
and determination, the NIST welcomed cryptography and 
information security officials from around the globe. For 
research, five calculations for encryption were adopted.   The 
Belgian cryptographers Joan Daeman and Vincent Rijmen 
proposed encryption calculation was chosen through an 
agreement procedure. Before determination Daeman and 
Rijmen utilized the name Rijndael (got from their names) for 
the calculation. The name Advanced Encryption Standard 
(AES) was provided after choice of the encryption calculation 
which is used in the same way today. The NIST officially 
embraced the AES encryption calculation in 2000 and 
distributed it as a government standard under the FIPS197 
assignment. The full FIPS-197 standard is available on the 
NIST site. True to form, numerous suppliers of programming 
and equipment for encryption have joined AES encryption 
into their items.  

Using an encryption key and a number of encryption 
rounds, the AES encryption algorithm is a block cipher. 
Calculating AES encryption is a square figure with a key and 
few rounds. A square figure is an encryption calculation that 
takes a shot at a solitary square of information at any given 
moment. The square is 128 bits or 16 bytes long due to 
standard AES encryption. The word-rounds algorithm relates 
to how the encryption algorithm mixes the information to 
re-encrypt it ten to fourteen times based on the important 
duration. This is described in the AES encryption article in 
Wikipedia. For a computer program or a computer, the AES 
algorithm itself is not a source code. It is a mathematical 
description of a method that obscures information. Various 
people, including the first creators, have produced AES 
encryption source code executions.  As part of the encryption 
operation, AES encryption uses a lonely key.  
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The key can be either 256 bits (32 bytes), 192 bits (24 
bytes) or 128 bits (16 bytes). The term encryption 128-piece 
refers to the use of a 128-piece encryption key. Using a 
similar code, encoding and encryption was achieved with 
AES. This is called a symmetric encryption algorithm. 
Encryption algorithms are referred to as asymmetric 
encryption algorithms using two different keys, a private and 
a public key. An encryption key is a binary data string used in 
the encryption method. Since a similar encryption key is 
utilized to decrypt and encrypt information, it is essential to 
keep the encryption key a mystery and to utilize keys that are 
difficult to figure. Some keys are created by programming 
utilized for this particular undertaking. Another technique is 
to get a key from a pass expression. Great encryption 
frameworks never utilize a pass expression alone as an 
encryption key.  

 Side channel attacks are on AES, not cipher text outputs. 
In an effort to imagine the key, it tries to correlate different 
readings of the encryption instrument with time. A professor 
at MIT, coded an AES algorithm on his desktop, 850Mhz, 
Pentium III running Free BSD 4.8 and was able to effectively 
imagine the key in less than 100minutes by measuring time 
gaps between the CPU and memory. The index of an array is 
correlated with the moment it takes to get the outcomes back. 
This is because of the memory device’s physical place of the 

information. Because it won’t take so long for the signal to 

migrate its way out of the chip, it won’t take as much time to 

retrieve information nearer to the output lead as data away 
from it.  

At this moment, he feels he can enhance. He finished about 
an hour studying the outcomes of his readings after running a 
few thousand encryptions. There were many repetitions to 
prevent noise after studying the information; he found that the 
key was one of several of opportunities. He was able to 
discover the key by attempting each one. He thinks that this 
method of assessment can be programmed to reduce the time 
to just a few minutes. The technique for estimating time 
delays in memory solicitations are called timing assaults. 
Power assaults endeavor to quantify control utilization by the 
CPU. Switching 8 bits requires more ability than switching 1 
bit. Some are likewise now estimating emission layer from 
CPU's and picking up information of its internal activities.  
  Some of the side channel attacks are 1)Do not use arrays, 
S-box and RCon process estimates to abstain from timing 
attacks.2) To construct a principle’s and gadgets to work at 

steady intervals. Study the speecsheets of your device and 
insist on correct data. For instance, you should know which 
operations take longer, XOR or shift. 3) Remember that using 
the same memory is speedy than DRAM. 4) Calculate key 
elaborate on the fly. Try not to find out the key elaboration 
and then refer to it from memory 5) use pipeline to balance the 
wastage of CPU energy 6) wherever possible, use dedicated 
chips, they are now considerably quicker than CPUs and 
require highly costly hardware to measure side channel 
attacks 

II. METHODOLOGY  
This paper describes a novel AES Cryptography With 

Memory to implement the advanced encryption standard 
algorithm, and Key expansion another input of this paper is 
designing an Encryption and Decryption design using Mixed 

column, shift rows, Add round key. Finally with the aid of 
Encryption and Decryption Block will implement with 
memory. The results of this paper are for protecting the data 
with high security. The proposed method is rest on AES 
Encryption & Decryption based on Memory Design. In this 
paper, on memory cells the in-memory encryption is directly 
performed on memory. SA’s read the data in memory cells, 

each divided by a few adjacent columns with a mux as shown 
in figure-3.Since it is necessary to organize the unit data 
matrix to be encrypted in a certain way to facilitate the 
encryption process, we spread the 8 b of each element in the 
data matrix into dissimilar mats and dissimilar columns in the 
same mat so that they can be used simultaneously. Before 
encryption begins it is not necessary to change the plain text 
data block into matrix during this process.    

 
FIG1: PROPOSED BLOCK DIAGRAM 

  

 
FIG2: MEMORY ENCRYPTION ARCHITECTURE  

The figure-3 illustrates distributed data organization for AES 
encryption. In this algorithm, the processing unit is 1b of data 
matrix and each matrix is assigned into eight mats of data 
matrix. Four columns of the data matrix are allocated 
individually to dissimilar columns of the memory array fixing 
to four adjacent SAs to encrypt each row of the data matrix in 
parallel. These four memory array columns have the same 
local column address. Thus, when one sub array row is 
initiated and a local column address is selected for each mux, 
each four adjacent SAs will detect a data matrix row.  

 
FIG3: DISTRIBUTED DATA ORGANIZATION FOR 

AES ENCRYPTION 
 
 

 
 
 



International Journal of Recent Technology and Engineering (IJRTE)  
ISSN: 2277-3878, Volume-8 Issue-4, November 2019 

1798 

 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number: C6188098319/2019©BEIESP 
DOI:10.35940/ijrte.C6188.118419 

  III. IMPLEMENTATION  

Implementation is the action that transforms procedure and 
plans into actions to achieve calculated goals and objectives. 
Implementation by computer programming and deployment is 
the realization of a technical specification or algorithm as a 
program, software component system.  
By using Modelsim to implement the flowing blocks booth 
encoder partial product generator, adder and ecw.   

EXISTING SUBSTITUTION BOX (S- BOX):  
A non-linear byte replacement is carried out by the sub byte. 
Each byte from the input state is returned by another byte in 
the s-box. The S-box in the finite field GF(28) is calculated on 
the basis of a multiplicative inverse and bit wise affine 
transition. The s-box composite field is implemented using 
combination logic circuits instead of pre-stored s-box values.  

 
FIGURE: A Non-linear Multiplicative Inverse 

 
Table: S BOX Truth Table: 

 
 ADDROUNDKEY TRANSFORMATION:  

In this process the output of mix column is taken as input to 
the add round key. In the modification to AddRoundKey, the 
operation bitwise Exclusive-OR(XOR) adds a round key to 
the state. The following Figure shows the AddRoundKey, 
This process is same for both encryption and decryption. 
Decryption is the inverse process of encryption. 

 
MIX COLUMN TRANSFORMATION: 
     In this process the output of shift rows is taken as input to 
the mix column operation. The mix column operation is 
performed by column by column matrix and each column is 

taken as four term polynomial over GF and multiplied by the 
equation of a(x) mod(x4+1) where 
a(x)={03}x3+{01}x2+{01}x+{02}, this modification is 
expressed in figure as shown below, 

 
The inverse mix column is the reverse process of the mix 
column. 
 SHIFT ROWS TRANSFORMATION: 
In this process the output of sub bytes is taken as input to the 
shift rows operation. In this process the operation is 
performed by shifting bytes cyclically. Here, the first row of a 
matrix remains constant. And the second row the bit is shifted 
by one bit left and in third row two bits is shifted and in fourth 
row three bits are shifted left in encryption process. In 
decryption the process is reverse here the bits are shifted 
cyclically right. 

 
KEY EXPANSION UNIT: 
The main design sends a comparable scheme with further 
optimizations for s-box and loading information for distinct 
key sizes into the important registers as in the encryption 
manner. When not used to spare the dynamic energy usage, 
the s-box inputs are masked by steady values. The expanded 
key is determined on the fly and returned to spare land straight 
to the main registers. Key development module involves two 
4-stage shift registers and a main transform module with four 
s-boxes and a xor. 

 
ROTCON, ROT WORD: 

    For the primary cycle of a round, these s-boxes are 
empowered for 128 and 256-b keys and for 192-b keys every 
six cycles. They remain inert from that stage on. This leads to 
a 30% reduction in the s-power usage which includes the main 
growth. RotWord step can be evacuated as it trades the bytes 
condition in a 32-b signal. 
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 The RCon constant can be modeled as a shift register, but we 
intended it as a ten-value LUT in our architecture to minimize 
the amount of registers to reduce and minimize power 
consumption. Key to convert the network of clocks. The 
RCON XOR with the output of the s-boxes after RotWord is 
minimized by only the bits required by XORing. The main 
developments 32-b output is sent directly forward encryption 
route in the add round key phase to be XORed. The clock 
gating technique is also applied in the key expansion to save 
power consumption. During the idle state, the key register and 
the s-boxes will not create any activates. 

IV. FLOW DIAGRAM 

This means that for both encryption and decoding it uses a 
comparable key. Be that as it may, in different ways. AES is 
not the same as DES. 
 The Rijindael calculation requires into consideration an 
assortment of square and key sizes, not just the square and key 
size 64 and 56 pieces of DES. Depending on which 
modification is used, the normal name will be altered. 
Separately to AES-128,AES-192 or AES-256. However, the 
AES standard states that a square size of 128 bits and a choice 
of three keys-256,192,128 bits can be acknowledged. The 
name of the standard is changed separately to AES 
256,192,128 bits depending on which adaptation is used. Just 
as these distinctions AES contrasts from DES in that it’s 

anything but a feistel structure. Review that in a feistel 
structure, half of the information square is utilized to adjust 
the other portion of the information square and after that the 
parts are swapped. During each round, the entire information 
square is prepared in parallel using substitutions and stages 
for this situation. 

The Rijndael calculation is a symmetric iterated 
square figure. The key lengths and square can be the bits of 
256,192 & 128. The NIST mentioned that the AES must 
execute a symmetric square figure with a size of a square is 
128 bits. Because of this prerequisite, varieties of Rijndael 
that can work on bigger square sizes won't be incorporated 
into the real standard. Rijndael additionally has a variable 
number of cycles or adjusts: 14, 12, and 10 when the key 
lengths are 256, 192, and 128 individually. The changes in 
Rijindael consider the information hindrance to be a 
rectangular 4 byte vector cluster in four segments. The key is 
also viewed as a 4 byte vector rectangular cluster the number 
of segments depends on the key length. Rijndael 
unscrambling involves the converse of the changes that 
encryption utilizes, performed backward request. 
Unscrambling begins with the converse of the last round, 
trailed by the inverses of the rounds, and completes with the 
underlying information/key expansion, which is its very own 
reverse. 

 
                          FIG4: FLOW DIAGRAM 

V. RESULTS 

FINAL TOP MODULE: 

 
AES DESIGN WITH MEMORY UNIT: 
 

 

RTL SCHEMATIC: 
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TECHNOLOGY SCHEMATIC:  

 

 COMPARISON TABLE: 

AREA AND DELAY COMMPARISON TABLE: 

 
AREA GRAPH:  

0 20000 40000

LUT Based 
Encryption
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Memory Based 
AES 
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LUT

 
DELAY GRAPH: 

 

VI. CONCLUSION 

A novel idea of implementation in memory using the resistive 
nature of NVM and using existing peripheral memory 
circuits. With AIM, the memory blocks are simultaneously 
encrypted with in each memory bank and the entire encryption 
process with in the main memory can be completed without 

exposing the results to the memory bus. Rijindael, AES 
Design implementation with High Security Constrains. 
Implementation relies on and stays numerical characteristics 
of the Rijndael algorithm. Another input of this article is that 
it also uses shift rows to design encryption, mixed columns, 
add round key, and we will design a decryption part as well. 
The new design allows efficient area and speed characteristics 
to be constructed while maintaining a very high level of 
protection. With the key generation method, we conducted 
relevant AES implementation. Nearly every calculation 
inserted in cryptographer was intended to oppose direct, 
differential and high-order differential attacks in an abnormal 
state, whereas nothing was done to make them resistant 
intrinsically safe attacks. However, this work will be 
implemented in the FPGA. It is possible to design algorithms, 
so when the next generation of cryptographic.  
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