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Abstract— The introduction of digitalization as an innovation 

in economic processes is necessitated by the need to enter the 

world community, in order to further expand the markets for 

products, goods or services, to ensure the development of domestic 

national markets, increase the level of competitiveness, etc. The 

digitalization of enterprise security management is one of the 

priority places in the enterprise management system. The key 

objective of digitalisation is to meet public needs in the most 

efficient way through the introduction of digital technologies and 

platforms. On the other hand, existing methods of analyzing the 

impact of factors on the level of security of enterprise 

development, need generalization and specification. It is the use of 

cognitive methods of analysis that makes it possible to take into 

account the factors of external and internal influence for poorly 

structured systems such as enterprises. 

In the digital economy, the key place of any enterprise's 

resource is occupied by information resources expressed by digital 

data: numerical, textual, etc. The use of digital data as a resource 

in managing enterprise development security can significantly 

improve the effectiveness of management decision making by 

defining more scenarios while reducing the time to analyze 

relevant data. 

Adhering to the basic principles in the digitalization of the 

security management of the development of the enterprise, it is 

possible to completely or partially (depending on the conditions of 

functioning of the existing) to avoid the negative consequences of 

the influence of factors of external action. To date, a large number 

of principles for digitizing the economy as a whole and the real 

sector separately have been formulated and generalized. However, 

considering the digitalization of development security 

management as an innovative process in the enterprise 

management system, the general scientific and specific principles 

of digitalization are highlighted. 

With digitalization, the use of a cognitive approach to managing 

the enterprise’s development security becomes more effective 

through the use of digital platforms: BlockChain, Digital 

Marketing, CRM & BPM, Digital Insurance - by which it is 

possible to increase the number of scenarios to form a generalized 

model of the situation and choose the best management solution in 

the enterprise management system. 
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I. INTRODUCTION 

Recently, the necessity of digitization of all levels of the 

national economy, from meso-, macro-levels to micro-levels 

has been determined. This is due both to the need to enter the 

world community, to further expand the markets for 

products, goods or services, and to ensure the development of 

domestic national markets, improve competitiveness, etc. 

However, there are some obstacles to implementing effective 

socio-economic development today. In this case, there is an 

unstable economic situation in country where there is a real 

sector of the economy, and, above all, it is caused by the 

influence of external factors such as: the general economic 

situation in the country, the volatility of political 

expectations, the imperfection of regulatory and regulatory 

activity, antitrust regulation, etc. This, first of all, affects the 

performance of each individual enterprise and the direction 

of the vectors of their economic development, the formation 

of internal factors affecting the level of security of 

development. Therefore, the digitalization of enterprise 

security management is one of the priority places in its 

management system. The key objective of digitalisation is to 

meet public needs in the most efficient way through the 

introduction of digital technologies and platforms. On the 

other hand, existing methods of analyzing the impact of 

factors on the level of security of enterprise development 

require generalization and concretization in the appropriate 

conditions of enterprise functioning. It is the use of cognitive 

methods of analysis that makes it possible to take into 

account the factors of external and internal influence for 

poorly structured systems such as enterprises. 

II. LITERATURE REVIEW 

The issue of digitalisation of the economy in recent years 

has received a great deal of attention at all levels of the 

national economy from the State authorities [2] to Ukrainian 

scientists outraged by such issues as: O.Arefyeva, V. 

Prokhorjva [1], N. Kraus, O. Goloborodko [6], V. Lyashenko 

[9], Gavkalova N., Lola Y. [3]. 
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Particular attention is given to the use of a cognitive 

approach to business process management, the construction 

of cognitive models, which is reflected in the works of such 

scientists as: M. Makarov [10], Lanlan Cao, Jyoti Navare, 

Zhongqi Jin [7], Kevin McCormack, Nancy Rauseo [5]. 

However, insufficient attention has been paid to the issue 

that combines digitization processes with enterprise 

development security management. 

III. THE AIM OF THE PAPER 

The purpose of the paper is to substantiate the feasibility of 

introducing digitalization processes in the management of 

enterprise development based on a cognitive approach. 

IV. RESULTS AND DISCUSSION 

As outlined in the Economic Strategy of Ukraine 2030, 

digitization of the economy should become the main tool in 

achieving the strategic goal of Ukraine - to increase GDP by 8 

times, up to $ 1 trillion in 2030, and ensuring the well-being, 

comfort and quality of life of Ukrainians at a level higher than 

the average in Europe [2], with a 65% share of the digital 

economy in Ukraine's GDP under the conditions of the 

accelerated development scenario. However, it is impossible 

to achieve the results of national priorities without the 

participation of the real sector of the economy, whose share 

in GDP is about 60%. That is why, first of all, digitalization 

must be developed at the level of economic entities. On the 

other hand, the main thing the direction of any development, 

including digitalization, of the entity is to ensure the 

management of its security, that is, the management of 

development security as an economic process in different 

operating conditions. 

1. In the digital economy, the key place of any 

enterprise's resource base is occupied by information 

resources expressed by digital data: numerical, textual, etc. 

The use of digital data as a resource in managing enterprise 

development security can significantly improve the 

effectiveness of management decision making by defining 

more scenarios while reducing the time to analyze relevant 

data. However, there is a close correlation between the 

amount, quality of information supplied to the enterprise 

through the use of existing information and communication 

technologies and the competence of the personnel who select 

and process it in the conditions of digitalization of the 

security management of the enterprise development. Over the 

last decades, the Internet has been increasingly important in 

obtaining information from every level of interest of every 

enterprise: from regulatory regulation of activity, state of 

internal and external markets to financial and economic 

status of suppliers and consumers of products, goods, 

services, etc. Along with the quality information needed to 

carry out an effective activity, there is a considerable amount 

of poor quality information, which in turn, has a negative 

impact on the development of the enterprise. Therefore, we 

believe that information today is a primary resource that 

affects the performance of any enterprise, its development 

and should provide a certain level of security regardless of 

the time of its collection and processing, whether strategic 

interval, tactical or operational. The role and place of 

civilization in managing the security of enterprise 

development can be represented in the form of a scheme 

(Fig.1). 
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Cognitive management techniques
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 Purpose: Digitization of enterprise security development 
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Figure 1. The role and place of digitalization in the enterprise security management system 

Information as a resource for its further effective use 

(analysis, management decision making) in the enterprise 

security management system is collected and processed in the 

information-analytical field for the detection of existing 

antagonisms of the external and internal environment of the 

enterprise with direct and feedback. The use of digital 

technology and products enables us to address issues 

automated collection and analysis of existing 

information.The digitalisation of development security 

management has both positive and negative features. 

The positive features of digitalization management 

security development of the enterprise include 

- accelerating the collection and processing of information; 

- structural restructuring of economic processes; 

- reduction of administrative costs; 

- raising the level of productivity of decision-makers; 

- reduction of risks of business activity; 

- partial leveling of incompleteness of information; 

- improving the effectiveness of managerial decision 

making; 

- strengthening the competitive position of the enterprise 

as a whole; 

- access to new markets, expansion of export 

opportunities; 

- increasing investment attractiveness. 
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Along with the positive properties of digitalization, there is 

a likelihood of an onset and negative consequences, such as: 

- receiving of low-quality false information; 

- low level of competence of the personnel who conduct 

the collection and processing of information; 

- reduction or loss of the level of security of information of 

internal origin and use; 

- the possibility of fraudulent intervention in the enterprise 

management system. 

Adhering to the basic principles in the digitalization of the 

management of the security of the enterprise development it 

is possible to completely or partially (depending on the 

existing conditions of operation) negative consequences. To 

date, a large number of principles for digitizing the economy 

as a whole and the real sector separately have been 

formulated and generalized [6]. But, considering the 

digitalization of development security management as an 

innovative process in the enterprise management system, it is 

necessary to allocate general scientific and clarify specific 

principles of digitalization (Fig. 2).  

The general scientific principles of digitalization of the 

security of enterprise development are closely related to each 

other. Surely, the purpose of digitalization should be aimed at 

creating revolutionary advantages of security of enterprise 

development, and only under the conditions of truth and 

reliability of the information space. 

Along with the principle of digital accessibility, according 

to which every subject has equal opportunities to access 

services, information and knowledge provided on the basis of 

digital technologies, the principle of security and trust should 

be respected, through confidence building, including 

information security, cybersecurity, protection of 

confidentiality of information, privacy and user rights of 

digital technologies and products. 
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Figure 2. Principles of digitalization of enterprise security 

development management. 

 

The principle of cost-effectiveness is closely linked to the 

principle of systematic nature, because the best use of the 

resources needed to digitize the security of enterprise 

development is possible only if a systematic approach to 

optimize their use. 

The specific principles of digitalization are closely linked 

to the information flows of the enterprise. In accordance with 

the principle of openness, the digitalization of enterprise 

security development management should focus on 

expanding international and regional cooperation in order to 

expand markets, obtain external financing for innovative 

projects, including the spread of digitalization. 

The principle of independence of digitalisation should 

promote the development of the information environment, 

the media, the "creative" environment and the "creative" 

market, etc. In the creation of an open information space, the 

creation, distribution and preservation of the content, ie 

content in different languages and formats with due 

recognition of the rights of the authors, plays a decisive role. 

The creation of content, primarily Ukrainian, in accordance 

with national or regional needs, should contribute to social, 

cultural and economic development, to strengthening the 

information society. The freedom to seek, receive, impart and 

use information to create, accumulate and disseminate 

knowledge is a key factor in the security of the enterprise's 

information space. 

The principle of standardization calls for the development 

and use of open, functionally compatible, non-discriminatory 

standards with basic elements of digital and 

business-oriented and open market-oriented development 

and dissemination. 

In line with the principle of inclusiveness, there should be 

no obstacle on the part of the State administration and the 

political party on the digitalisation of security management 

enterprise development, and should play a leading role in 

developing, promoting, implementing national "digital" 

strategies. 

The principle of fairness is aimed at establishing rules that 

must be followed by all members of the public and business 

entities. Synergies are closely linked to the principle of 

systematicity, however, the effect of each element of the 

digitalization of the security management of the development 

of the enterprise should increase the overall effect of the 

digitalization as a whole. 

The overarching principle, which can be attributed to both 

general scientific and specific, is the principle of limit 

generalizations, according to which, in any situation of 

analysis and synthesis naturally based on self-organization or 

through intellectual actions formed a very generalized model 

of the situation, image, phenomena reality, that is, the core of 

cognitive and metacognitive technologies. 

The use of a cognitive approach in managing economic 

processes has become increasingly popular lately. An 

approach that combines abstract-logical, game-based 

analysis with economic-statistical and mathematical methods 

allows us to determine the relationship between the influence 

of external and internal factors of action on the security of 

enterprise development. With digitalization, the use of a 

cognitive approach to managing enterprise development 

security becomes more effective through the use of digital  
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platforms: BlockChain, Digital Marketing, CRM & BPM, 

Digital Insurance - by which it is possible to increase the 

number of scenarios to form a generalized model of the 

situation and choose the best management solution in 

enterprise management system. 

The cognitive approach, combined with the digitalisation 

of enterprise security development management, is focused 

on the activation of intellectual processes in presenting a 

problematic situation in the form of a formalized model. This 

is possible when using a cognitive map, which is a set of 

interrelated underlying factors and objects of the situation in 

the form of an oriented sign graph, in which its vertices are 

signs of the situation, and the arcs between them represent are 

cause and effect relationships, among which are the positive 

and the negative. With a positive connection, increasing the 

value of the factor-cause leads to an increase in the 

factor-consequence, with a negative - to its decrease [10]. 

At the same time, the choice of basic factors and objects is 

made using the algorithm of four-element strategic analysis 

of the environment - PEST-analysis (Policy - policy, 

Economy - economy, Society - society, Technology - 

technology and science). The situational analysis of the 

problem area is carried out by means of SWOT analysis, 

which allows to identify actual problems, bottlenecks, 

chances and threats for the object taking into account 

environmental factors.The cognitive graph is a simplified 

subjective model of the functional organization of the system 

under study and a material for further analysis and 

transformation. The purpose of building a cognitive model is 

to generate and test hypotheses about the functional structure 

of the observed situation to obtain a functional structure that 

can explain the development of this situation by predicting 

and interpreting qualitative forecasts of the situation (solving 

the direct problem "what if ..."), obtaining situation 

management tips and tricks (solving the ―what it takes to…‖ 

solution). Then, based on multicriteria selection, a set of 

favorable scenarios, ranked by rank, is determined [5, 10]. 

The choice of basic factors and objects, their cause and 

effect relationships (positive or negative) for the 

digitalization of the security management of the enterprise 

development was reflected in the construction of the initial 

cognitive graph (Fig.3). 
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Fig. 3. Initial cognitive graph of digitalization of enterprise security development management 
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An apparatus of sign and weighted oriented graphs is 

effectively used to describe cognitive models. The weights of 

the arcs of the cognitive model are determined either by 

statistical information processing or expertly. Changes in the 

values of factors are introduced step by step to determine the 

response of the system, after which, through multicriteria 

selection, many favorable scenarios to be ranked are 

determined. Cognitive analysis and modeling allow you to 

investigate the problem, take into account changes in the 

environment, determine the response of the system. For 

cognitive models, there is a requirement for their stability 

with respect to single impulse effects. 

In modeling, such properties of processes and phenomena 

are ensured by the presence of positive, stimulating growth, 

and negative, feedbacks, as well as adjusting the parameters 

of these relations, which guarantee the fulfillment of these 

conditions. 

V. CONCLUSION 

The study substantiates the place and role of digitalization 

of the security management of the enterprise development, 

defines the basic general scientific and specific principles of 

digitalization. The expediency of using a cognitive approach 

in the management of economic processes, which combines 

abstract-logical, game-based methods of analysis with 

economic-statistical and mathematical methods, makes it 

possible to determine the interrelation of the influence of 

external and internal factors of action on the security of 

enterprise development. 
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