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A Highly Secure and Robust Copyright
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Abstract: Digital watermarking has emerged as a potential
solution to copyright-related issues of digital data. A novel, highly
secure robust digital watermarking method using DWT-SVD is
presented in this paper. Instead of using the conventional
watermark embedding process where the watermark gets
embedded over the entire host image, the coefficients for
embedding the watermark inside the host image has been
identified in this proposed method. Such selection of pixels used
for insertion of watermark makes this algorithm highly secure,
robust, and imperceptible. The experimental results demonstrate
the efficiency of the proposed method in aspects of high
robustness and good imperceptibility.
Keywords: Digital watermarking, robust watermarking,
transform domain, DWT-SVD, copyright protection, information
hiding.

I. INTRODUCTION

The current scenario of rapidly growing technology, the
highly competitive environment and the role of internet in our
lives have made it very convenient to upload our data on
digital platforms. However, the availability of numerous data
manipulation tools such as Photoshop Editors and PDF
converters has made it very easy to copy digital data and
manipulate it. This leads to copyright disputes of digital data.
Information hiding techniques are capable of providing
efficient solutions to these issues. Whilst someone sends
his/her important information over the network it is desired
that neither the information gets stolen nor it gets manipulated
whether intentionally/ unintentionally. However, such
information can easily be accessed and manipulated if it is not
secured. To secure the copyright of the owner of such data,
some information can be used as hidden information to that
data which is known to its owner only. Digital watermarking
is one such information hiding method that has emerged as a
very effective method to provide copyright protection and
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copyright authentication to digital data. Fragile watermarking
is a discipline of watermarking designed to provide copyright
authentication specifically. The main feature of a fragile
watermark is that if some manipulation is applied to the
watermarked image, the hidden information also known as
watermark gets vanished from the watermarked image.
However, the other discipline of watermarking known as
robust watermarking is exactly contrary to fragile
watermarking. In robust watermarking, the watermark is
inserted in the host image such that no manipulation can
eliminate the watermark from the watermarked image. This
feature of robust watermarking makes it suitable for the
applications where copyright protection of digital data is
required.
The process of watermarking consists of two main units:
watermark insertion unit along with a watermark extraction
unit [1-2]. Any information such as data, image, text, logo,
and even the coefficients of the host image itself can be used
as a watermark. During the watermark insertion process,
information used as the watermark is embedded over the host
image. The amount of embedding is decided by a unit known
as the scaling factor. Higher is the value of scaling factor
higher is the amount by which the host image gets transformed
by watermark and hence resulting in lowering the perceptual
quality of the watermarked image. So, to maintain the
required quality of watermarked image it is necessary to select
a suitable scaling factor for the algorithm. The resultant image
of this embedding process is known as watermarked image
and this image gets floated over the social networks where the
malicious attackers try to modify it using image processing
and geometrics tools available [4-7]. The attacked
watermarked image then becomes the input to the extractor
unit, where the owner can claim his copyright. The applied
watermark on the host image in the insertion unit gets
extracted from the attacked watermarked image at this stage.
Then the retrieved watermark is compared with the original
watermark, the amount of similarity decides the claim of the
copyright of the owner. This amount of similarity is calculated
by evaluating either Structural Similarity Index (SSIM) or
Correlation Coefficients metrics of calculations [3, 11].
As compared to the relatively simpler spatial domain
techniques, transform domain techniques have found to be
more robust [8]. The transformation techniques such as DCT,
DFT, and DWT can be applied in transform domain
watermarking.
Despite
the
disadvantages
like
computationally expensive,
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complex implementation, etc., the transform domain
methods are used widely as they are capable of providing
effective robustness against some common image processing
as well as geometric attacks like blurring filtering, The

addition of noise, changes in contrast, sharpening, etc [9-12].
The transform domain methods, when hybridized with other
transformation methods like SVD, provide even better
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Fig:1: Flowchart of Watermark Insertion and Extraction Process.
robustness than when used solely [3].
In this work, a robust digital watermarking method based
on DWT-SVD has been proposed.
Grayscale images have been used as a host image and as the
watermark image. During the insertion process instead of
embedding the watermark over the entire host image, the
coefficients from the host image have been identified using
the SVD method. This will lead to a highly imperceptible and
robust watermarking algorithm. The results are compared
with the conventional DWT-SVD algorithm where the entire
host image has been used for insertion of a watermark. The
efficiency of the proposed algorithm has been verified by
using watermarking parameters such as SSIM, CC, and PSNR
and its resistance to attacks have also been presented. The
paper has been organized as the watermark embedding and
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insertion algorithm has been explained in Section 2, the
results and conclusion have been demonstrated in section 3
and 4 respectively.
II. THE WATERMARKING EMBEDDING AND EXTRACTION
PROCESS

A. Watermark Embedding
The Watermark insertion and extraction algorithm have been
presented in Fig.1. The steps followed for the watermark
insertion process are as follows:
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 Step 2: Enter the Host Image.
 Step 3: Apply 2 Level DWT on the host Image.
 Step 4: Apply SVD on LL sub-band extracted from
DWT, and thus extract U, S, and V matrices of the
low-frequency sub-band of the host image.
 Step 5: Enter the image to be used as a watermark and
apply SVD on that image to extract U, S, and V
matrices of the watermark image.

The extracted watermarks from the attacked watermarked
images by both DWT-SVD and the proposed algorithm has
been presented in Fig.3. The column 1 and 3 of this figure
represents the recovered watermark from the cameraman
image by DWT-SVD and the proposed algorithm
respectively, whereas column 2 and 3 are showcasing the
recovered watermarks from Lena Image.

 Step 6: Take Singular values of both the images and
identify the coefficients in the S matrix of host image
where the S values of watermark are inserted.
 Step 7: Construct the watermarked image from the S
values obtained from step 6.
B. Watermark Extraction
The watermarking extraction process has been carried out as
follows:
 Step 1: Check for the key entered if the inserted key is
wrong then the person is not authenticated to extract
the watermark. However, if the entered key is correct
then extract the watermark by following the next steps.
 Step 2: Apply IDWT on the attacked watermarked
image.
 Step 3: Apply SVD and reconstruct the extracted
watermark image.
Step 4: Calculate PSNR and Correlation to assess the
robustness and imperceptibility of the extracted watermark.
III. EXPERIMENTAL RESULTS
Two JPEG images Lena and Cameraman each of size
512X512 has been taken for the analysis of algorithm as
depicted in Fig. 2(a-b respectively). An image of size
256X256 has been taken as the watermark image as shown in
Fig 2 (c). Attacks like blurring, cropping, Gaussian noise, salt,
and pepper noise, resize, sharpening, and rotation has been
imposed on the watermarked image.

(a)

(b)

(c)

Fig. 3: The Extracted watermarks
The proposed algorithm has been compared with two states
of the art methods presented in [3, 13]. To evaluate the
robustness and imperceptibility of the algorithm presented in
this paper, PSNR and CC have been calculated. The results
obtained for PSNR in dB (Decibels) has been presented in
Table-I.
Table-I: Evaluated PSNR for Watermarked Images
The
result
obtained by
the
approach
presented in
[3, 13]

The result
obtained by
the approach
presented in
[3, 13]

Proposed
Method

Cameraman

Lena

Cameraman

41.57

45.9

52.78

Lena

54.82

As depicted by the values of Table-I, the proposed method
has significantly improvised PSNR in comparison to the
approach used by [3, 13].
Table-II is showcasing the correlation values achieved by
the proposed method. Comparison with the two existing
DWT-SVD methods [3, 13] validates that the proposed
method can provide a higher correlation. A graphical
representation of the correlation comparison has been shown
in Fig. 4.

Fig. 2 (a-c): Host Images (cameraman, and Lena) and
watermark Image.
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From Table I and II, it is evident that the method proposed in
this paper provides significant improvements in terms of
PSNR and Correlation.

Fig.4: Correlation comparison of Cameraman and Lena image
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