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Abstract: Cybercrime has many dimensions. Mails sent from one 
person to another may have much illegal content. Cybercrime has 
gained recent significance in current situation. Mathematical 
models have proved to give more accurate results in Cybercrime 
analysis and prediction. Euclidean distance with Voronoi 
diagrams is a recent mathematical diagram which is divided into 
regions based on points in a plane. Thiessen polygons gain 
popularity in science and technology. This paper finds the 
solution to analyse data based on persons arrested under 
cybercrime.  
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I. INTRODUCTION 

Cyber crime is the great threat among today’s world. In 

circumstances, when there are no comprehensive trust 
between sender and receiver, some method is needed to 
prevent cybercrime. Cyber crime is the crimes in which any 
ICTdevices has been used knowinglyor unknowingly [1]. 
Cyber attacks done purposefully are termed as cybercrimes. 
These have many side effects both politically and 
economically. Cyber fraud is a challenge in many fields. 
Euclidean Voronoi is more useful in finding different types of 
cyber crimes in various fields. Voronoi diagram, provides a 
solution to most complicated problems. Cyber crime problem 
which is included includes calculation of Euclidean distance 
and nearest neighbouring algorithm. Data mining also 
provides a vital role in statistical implementation of data in 
crimes. The patterns that are discovered from spatial data or 
crime data is of much use to investigation team. Since 
cybercrime is much sensitive area, we can encompass the 
mathematical model to predict the result and for future 
proceedings [2]. The proposed method using Euclidean 
distance and Voronoi diagram not only identifies the crime 
but also useful for future predictions. It is used for identifying 
that the results produced by this type prove to be important 
[3].  
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II.  LITERATURE SURVEY 

This research paper has various data mining methods for 
cybercrime detection in vast area.  Among those someare  
proven  to  be  successfully implemented,  while  others  are  in  
the  process  of advancement.  Everyone will be affected from 
the succession of fraud irrespective of the management of that 
particular company. Every organization must be protected 
with firewall to minimize the effect of cybercrime. 
Cyber-attacks were also examined in banks where brute force 
attack and ATM frauds are detected [4]. Networking 
algorithms also help in detecting cyber attacks. 

III. METHODS AND DISCUSSIONS 

Web mining plays a vital role in development of research 
area. Web structure, content and usage mining is widely used 
in cyber crime investigation. Web mining acquires best 
knowledge and has proven effective in the field of cyber crime 
investigation. As Internet is ruling over the world, most of 
cyber crime is knowingly or unknowingly committed by a 
normal user who is new to computers. 

A. Web Mining and its usage in detecting Cyber crime 

Web content mining needs innovative applications of text 
mining and its unique approaches. In recent years we can see 
the sudden raise of web mining. Digital evidence is collected 
from textual data by means of blogs, e-mails, SMS, MMS. 
Many tools are used to extract information. 

B. Tools for extracting information  

1. Scrapy: is a good web mining tool. It helps in extracting 
data from the websites. It is a genuine web scraping tool. 
2. BIXO:  web mining tool available in open source. 
3. Oracle Data Mining: is intended by Oracle. It is excellent 
data mining software, encompassing many data mining 
algorithms mainly used in predicting data. 

C. How tools are used in cybercrime 

Investigation of cyber data is essential in web mining and data 
mining techniques is used for that. Web mining and criminal 
mining are used in Data Mining Techniques.If a particular 
webpage is taken for review, using data mining methods, 
succession methods of crimes involved can be detected. 

IV. IV DATASET 

The data set for analysis is taken from the Government 
website data.gov.in under cyber crime website.  
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Dataset refers to the person arrested by various age categories 
under different section of IT Act and IPC sections detected 
under cybercrime during the year 2018.  This crime statistics 

is provided by the Ministry of Home Affairs and National 
Crime Records Bureau (NCRB). 
 

 
 

Table- I: Partial Table showing cyber crime details of the year 2018 

State/UT
s 

Crime Heads 
Below 

18 
Years 

Between 
18-30 
Years 

Between 
30-45 
Years 

Betwee
n 45-60 
Years 

Above 60 
Years 

Total 

ANDHRA 
PRADESH 

TAMPERING 
COMPUTER 

SOURCE 
DOCUMENTS 

(SECTION 65 IT 
ACT) 

0 4 3 1 0 8 

ARUNACH
AL 

PRADESH 

TAMPERING 
COMPUTER 

SOURCE 
DOCUMENTS 

(SECTION 65 IT 
ACT) 

0 0 0 0 0 0 

ASSAM 

TAMPERING 
COMPUTER 

SOURCE 
DOCUMENTS 

(SECTION 65 IT 
ACT) 

0 0 0 0 0 0 

BIHAR 

TAMPERING 
COMPUTER 

SOURCE 
DOCUMENTS 

(SECTION 65 IT 
ACT) 

0 0 0 0 0 0 

CHHATTIS
GARH 

TAMPERING 
COMPUTER 

SOURCE 
DOCUMENTS 

(SECTION 65 IT 
ACT) 

0 0 0 0 0 0 

GOA 

TAMPERING 
COMPUTER 

SOURCE 
DOCUMENTS 

(SECTION 65 IT 
ACT) 

0 0 0 0 0 0 

GUJARAT 

TAMPERING 
COMPUTER 

SOURCE 
DOCUMENTS 

(SECTION 65 IT 
ACT) 

0 0 4 3 0 7 

HARYANA 

TAMPERING 
COMPUTER 

SOURCE 
DOCUMENTS 

(SECTION 65 IT 
ACT) 

0 5 0 0 0 5 

HIMACHA
L 

PRADESH 

TAMPERING 
COMPUTER 

SOURCE 
DOCUMENTS 

(SECTION 65 IT 
ACT) 

0 0 0 0 0 0 

JAMMU & 
KASHMIR 

TAMPERING 
COMPUTER 

SOURCE 
DOCUMENTS 

(SECTION 65 IT 
ACT) 

0 0 0 0 0 0 

 

A. Euclidean distance to find the crime 

Euclidean distance is a technique used to find the 
distance/dissimilarity among objects.Euclidean distance (). 
SQRT (   (X1 – X2)2 + (Y1 -Y2)2   ) = 0   
his file contains the Euclidean distance of the data after the 
min-max, decimal scaling, and Z-Score normalization. 

Euclidean distance Calculations in excel after normalization - 
min max, z score and decimal scaling 
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B. Proposed formula for predicting cybercrime 

Use Euclidean distance measure Dis√(∑ (β-N) )/n. 

This formula can be used on the cyber data set to find the 
similarities. Data is divided into uniform grid cells. Each 
point must process to the prescribed locations [5]. A window 
which is on mid of each cell is passed through study area. 
Number of crimes is calculated based on the formula  
ʎ(s) = ∑(1/ʎ2)R(S-Si/ʎ) [6].  
 
Here 
k refers to  kernel function 
s refers to grid reference point 
sirefers to point event being measured for intensity 
trefers to bandwidth 
R – study region (not part of formula) 
Every point that lays within the area of the kernel function is 
being progressed to reference point. Each point that falls 
within the bandwidth of the kernel function as it progressively 
moves from one grid reference point to the next contributes to 
an estimate 
of the intensity of the point process [7]. When the calculation 
is completed for all the surface points, hotspots are generated. 

C. Image for Euclidean varanoii 

 
Fig.1 Crime analysis using Voronoi diagram 

(A) Voronoi diagram and calculation of Euclidean distance 
(B) Distribution of Crime Data 
Vor(s) = {p:distance(s,p)<=distance (s1,p),s1¥s1

€s) 
Where Vor(s) is the Voronoi region for a point s. 

D.Working of Diagram 

O is a single point where sametypes of crimes are met. (Xi,Xn) 
is the set of two points which is considered in a single plane. 
Here Xi coordinates refer to the age and type of crimes. This is 
used in drawing the perpendicular bisector with X 
coordinates. The polygons are formed for each tuple in the 
data set. This Voronoi diagram is drawn only for partial 
dataset in cybercrime. The point in diagram B represents the 
collision of crimes among various ages.Pearson method also 
can be used to find the similarity in cyber crime among 
different age groups. 

V CONCLUSION 

This paper aims in detecting Cyber crime by using trending 
Mathematical concept Euclidean Voranoi. Many data mining 
methods are used to calculate and predict Cybercrime in 
different fields. Mathematical model gives an accurate result 
for predicting persons involved in cybercrime. Euclidean 
Voranoi has gained significance in predicting huge number of 
data. The graph obtained by Euclidean Voranoi is of much use 
to the cybercrime department for disrupting future crimes. 
The data set is selected from Tamilnadu Government 
Website. The analysis is performed in partial dataset where 
Euclidean distance is used to measure the cyber crimes based 
on age. Various Mathematical formulas are used to find the 
similarities grouped on age. Voranoi models are more are less 
similar to networking model for detecting cybercrimes but 
this proves to be more accurate compared to networking 
model. Detection of Cybercrimes on Persons arrested under 
Cybercrime is of great use to crime departments. These types 
of mathematical models are more accurate and these models 
are used for predicting the occurrence of cybercrime. It is 
clear in near future problems of cybercrimes can be easily 
solved by implementing mathematical models. 
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