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Abstract: Many aspects of our life now continually rely on 
computers and internet. Data sharing among networks is a major 
challenge in several areas, including communication, national 
security, medicine, marketing, finance and even education. Many 
small scale and large scale industries are becoming vulnerable to 
a variety of cyber threats due to increase in the usage of computers 
over network. We propose Fuzzy-ECOC frame work for network 
intrusion detection system, which can efficiently thwart malicious 
attacks. The focus of the paper is to enforce cyber security threats, 
generalization rules for classifying potential attacks, preserving 
privacy among data sharing and multi-class imbalance problem in 
intrusion data. The Fuzzy-ECOC framework is validated on 
highly imbalanced benchmark NSL_KDD intrusion dataset as 
well as six other UCI datasets. The experimental results show that 
Fuzzy-ECOC achieved best detection rate and least false alarm 
rate. 
 

Keywords: Network Intrusion Detection System, Fuzzy 
Classification, ECOC, multi class imbalance, Machine Learning.  

I. INTRODUCTION 

The role of network intrusion detection system (NIDS) 
must effectively identify all major and minor attacks, even if 
they form a small fraction of network intrusion data. NIDS 
refers to the set of models which are used to isolate attacks 
against computer networks.  Many Hacker/Intruders can 
create successful attempts to crash the networks. Finding 
modern technique solutions to prevent these threats are 
important. Cyber Security involves protecting networks, 
computers, and data from unintended/unauthorized access, 
change or destruction. Unfortunately, most cyber security 
defenses are reactive in nature, such that they cannot 
anticipate attacks and fail to keep up with new attack types. 

Many researchers offer a different Machine Learning 
solutions for developing an effective NIDS such as Support 
Vector Machine [1], Decision Tree [2], K-Nearest Neighbor 
[3], Naïve Bayes [4], AdaBoost [5] etc. can efficiently thwart 
malicious attacks. Over the years, machine learning 
techniques have been successfully applied on many cyber 
security applications, such as Intrusion Detection and Misuse 
Detection. Machine Learning approaches are ideally suited to 
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handle cyber-attacks but they fail to anticipate previously 
unknown or unseen behaviors. The process of correctly 
identifying unknown/unseen intrusions from the network 
traffic is considered as an intrusion detection classification 
problem. On the other hand, data sharing among inter 
corporation’s necessitates privacy among sensitive data. A 

Fuzzy-ECOC framework can be built with the objective of 
efficiently identifying malicious activities while minimizing 
the false alarm rate (FAR), improving accuracy and detection 
rate. The main focus of Fuzzy-ECOC for NIDS System is to 
predict the behaviors of users over networks, and these 
behaviors can be analyzed/predicted as a normal or intrusion 
behavior.  In order to identify generalization rules for 
classifying potential attacks. We use Fuzzy Membership 
function to pre-process the data to the range [0, 1] and 
attributes of each instance   are defined with the linguistic 
values (Low, Medium, High) as shown in Fig. (1). the 
representation of linguistic values protect sensitive data from 
unauthorized users, when the organization releases sensitive 
or confidential data to third-party for performing data mining 
operations. This makes fuzzy classification is a great choice 
for user’s privacy, the boundary between benign and 
malicious classes are well separated for intrusion detection. 
Fuzzy-ECOC is trained on fuzzy space belongs to different 
classes at the same time. Moreover the intrusion data 
involves many numeric features in collected data. Building 
classification models on numeric type usually causes high 
detection errors. A malicious activities that deviate slightly 
from the classification model may not be detected or a small 
change in normal connection may increase false positive rate. 
With fuzzy classification, it is possible to build model for 
these minor deviations to maintain lower false negative / false 
positive rates. To preserve privacy among data, researchers in 
the data-mining professionals have proposed various 
methods such as K-anonymity [6], L-Diversity [7], 
perturbation based (Adding Noise [8], Randomization 
[9],[10], Cryptography based (Pseudonymization [11], 
Secure Multi Party Computation [12]) and Normalization 
[13],[14] techniques especially for the security related data 
mining applications. But these approaches often very 
complex and time consuming to execute and suffer from 
problems such as excessive generalization and suppression 
[15]. 

Many real world applications are multi class in nature, 
where most of the classes are very similar and very difficult 
to discriminate one among others. When class imbalance 
exists in network intrusion data, greater accuracy of the NIDS 
does not indicate essentially a more efficient NIDS. The 
NIDS also expected to identify 
novel connections effectively 
[16].  
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To alleviate multi class imbalance problem, several 
researchers proposed different variations of ECOC 
frameworks, but they are mainly focused on binary class data. 
The multi class imbalance is more challenging than binary 
class imbalance. we use Error correcting output codes 
(ECOC) to tackle multi-class imbalance problem in intrusion 
data to reduce false alarm rate and to increase the overall 
accuracy of each attack category (Dos, Probe, U2R and R2L). 

II.  RELATED WORK 

Several researchers proposed different variations of ECOC 
techniques presented in [17],[18],[19],[20]. In general, they 
are categorized into problem independent and problem 
dependent methods. The code words created for   - classes 
in problem independent method are not always 
discriminative for the multi-class classification problem. 
Hence, problem dependent methods have been proposed such 
as discriminant ECOC (DECOC) [20], node embedding 
ECOC (ECOC-ONE) [21], deep learning ECOC 
(DeepECOC) [22] and imbalanced ECOC (imECOC) [19]. 
The basic ECOC design presented in [17] includes two major 
steps, coding and decoding. The popular binary ECOC 
coding strategies are one-vs.-all (OVA) [23] and dense 
random [20] strategies, they are confined to {1,-1} symbols 
shown in Fig. (2). In OVA, each base classifier is trained to 
distinguish one class from the other classes. The work 
presented in [24] extended the binary ECOC design by 
considering zero symbol, called ternary ECOC, {-1, 0, 1} 
shown in Fig. (3). the ternary ECOC coding strategies are 
one-vs.-one [25] and sparse random strategy [24]. The OVA 
consider all pairs of classes, hence the length of the code 

matrix is defined as
         

 
.               [26], investigated the 

behavior of the ensemble ECOC framework on image vision 
application. The dense and sparse random ECOC methods 
were compared with the traditional multi class classification 
methods including One-Vs.-One (OVO) and One-Vs.-All 
(OVA). The ECOC method for logo recognition and shape 
categorization improved the classification performance in 
comparison with the traditional multiclass approaches. An 
ensemble model based on ECOC for the medical diagnosis 
application is presented in [27]. The best feature space for 
each dichotomizers in the ECOC design are optimized to 
improve their accuracy. The proposed method achieved 
accurate detection in classifying four Angle closure 
glaucoma (ACG) eye disease categories. The authors of [28] 
presented data-driven ECOC (DECOC) method to study real 
world applications such as holistic recognition (hand written 
numeral recognition) and for the classification of cancer 
tissue types. The experiments were conducted on hand 
written numeral pair NIST dataset and micro-array gene 
expression NCI cancer dataset. The performance of the 
DECOC is compared with the other popular decomposition 
methods like one-vs.-One, DAGSVM and pairwise coupling. 
The imECOC method in favor of minority classes presented 
in [19] used weighted code matrix. The weighted code matrix 
tackles both between class imbalance and with-in imbalance 
problem. The Experimental results from fourteen UCI 
datasets indicated that, imECOC outperforms other state of 
the art ECOC methods. The imECOC method is evaluated in 
terms F-Score, G-mean and AUC measures. To improve the 
process of binary coding strategies, [29] presented best 
decomposition methods for multi class classification 

problem. In order to achieve optimal results for the ECOC 
design model, [24] suggest that dense random and sparse 
random ECOC approaches requires             and 
            base classifier. The random ECOC coding 
approaches cannot guarantee that the created base code 
words are always discriminative for the multi-class 
classification task. The work proposed in [30] compared 
different approaches for multi-class SVM-problems, 
including OVO, OVA, and D-DAG. Experiments were 
conducted on ten benchmark datasets. The author claimed 
that the OVO method is better than the other approaches. 
OriolPujol et al [20] proposed D-ECOC method using 
decision tree, to find the most discriminative code words for 
the    Classes considered exactly      base classifiers, 
which significantly improved the performance of 
dichotomizers. But, the decision tree based approach has one 
major drawback i.e., if the parent node misclassifies an 
instance, the mistake will be propagated to all the subsequent 
child nodes. To overcome this problem [21] proposed 
ECOC-ONE with OVA strategy. This approach iteratively 
changes the dichotomy classifiers to discriminate the most 
confusing pairs of classes to improve the performance of 
ECOC ensemble model. However, this approach suffers from 
major drawback, if the initial coding matrix fails to perform 
well, the final results of ECOC-ONE are un-satisfactory. 

III. METHODS 

Fuzzy Logic 

Fuzzy logic is a method to computing based on degree 
specified by its membership function (MF). MF is a curve 
that defines how each instance in the input space is mapped to 
a membership value between 0 and 1. Fuzzy logic has proved 
to be a powerful tool for decision making. In a fuzzy 
classification system, the attribute set   in   is characterized 
by a membership function      . An instance    is classified 
based on the linguistic values of its attributes (LOW, 
MEDIUM, and HIGH) as shown in Eq. (1).The triangular 
membership function used in this paper is depicted in Fig1. 
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Fig. (1) Triangular Membership Function 
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Error Correcting Output Codes (ECOC) 

The basic idea of the ECOC ensemble framework is to 
separate instances that belongs to multiple classes. It has 
three steps: coding, learning and decoding. The figures 
shown in 2 and 3 for    classes decompose the multi-class 
classification problem into   binary classifiers .The code 
matrix   with        or          values of size      is 
trained on set of two-class problem consists of different 
combinations of the original classes. Then, these results can 
be combined to provide solution to the original multi-class 
problem. A good ECOC framework needs a proper coding 
and decoding strategy to enhance generalization ability, to 
reduce variance and bias produced by the learning 
algorithms. To design ECOC framework for a   -class 
problem, it should satisfy that the rows and columns are well 
separated in terms of Hamming Distance (HD) and Euclidian 
Distance (ED). 
An example of the ECOC coding design for a given 4-class 
problem is presented in Fig. 2(a) & Fig. 2(b) show class 
partitions in each column of the ECOC matrix in Binary Case 
and Ternary Case respectively. ECOC coding design for a 
four class, +1 indicates considered class for the dichotomy 
classifier  , -1 indicates other classes, and zero indicates 
classes that are not considered by the respective dichotomy 
classifier in the learning. Once the classifier is learned for all 
four dichotomizers, at the decoding step a new test sample    
is tested by    classifiers. Then, the new vector (or) code 
word   

                is compared with the class 
codeword’s                   , classifying the new 
sample by the class    which code word minimizes the HD. 

Coding and Decoding 

Several researchers proposed problem independent and 
problem dependent coding strategies. The code-words in 
ECOC techniques separate the classes between rows and 
columns, in order to achieve diversity among dichotomies. 
The popular coding strategies shown in Fig. 3(a) to Fig. 3(d) 
includes, OVA maintains exactly N-bit code word length for 
   number of classes, whereas OVO uses             
     code word length. The sparse and dense random coding 
design with the estimated length of             and 
            bits are presented in [24]. The authors [17] 
used well separated coding mechanisms for multi-class 
classification problem, where code length for   -classes is 
chosen         . The exhaustive code words for 10 class 
and 5 class problem are presented with a row separation of 
hamming distance (HD) of 8. 
The simplest standard decoding strategies are hamming 

distance                  
 
    

    and Euclidean 

distance                   
 
 
 

 
    , where    is the 

distance to the row for a class    ,   indicates number of 
dichotomies,   and   indicates input vector and output vector 
code words respectively.  If the minimum HD between any 

pair of code words is  , then 
     

 
  errors in the individual 

binary classifier result can be corrected, since the closest 
code word will be the correct one. 
 

 

Fig.2. (a) Binary ECOC; (b) Ternary ECOC design for a 
four – class problem 

 

Fig. (3) Variations of ECOC Coding design for a four- 
class problem 

Proposed Method 

The aim of proposed Fuzzy-ECOC framework is to 
provide an efficient intrusion detection with high detection 
and low false alarm rate. The working of proposed 
framework is presented in Fig. (4) and Algorithm 1. The 
architecture operates in three phases: pre-processing phase, 
classifier building phase and validation phase. 

The pre-processing phase for a given input training dataset 
                  

  with    in domain belongs to 
conditional attribute set                     and 
       in domain belongs to decision attribute with 
   number of classes                   is considered. In 
order to preserve the user’s privacy, the original values in the 

attribute set    are converted to fuzzy form shown in Eq. (1). 
Under classification phase, the fuzzy input space is defined 
according to fuzzy-membership function as shown in fig (1). 
Once the Fuzzy-space is obtained, Fuzzy-ECOC framework 
with base learner C 4.5 is trained on ECOC code words as 
sown in fig (2) and fig (3). Then, validation phase is used to 
classify a test instance     , then we apply each of the learned 
function   

  to    to compute a response vector of binary 
decisions      

   
     

   
       

   
   .  
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Then we find code word    is closest to this   vector 
using HD as shown in line 4 through 6. In coding stage (line 
2), we considered different variations of coding design shown 
in Fig. (2) and Fig. (3), and each code-words are trained to 
distinguish one class from the other class. Fuzzy-ECOC (line 
3) is an ensemble method which combines many binary 
classifiers in order to solve the multi-class classification 
problem. In decoding (line 5), each classifier predicts a value 
for an unknown instance resulting in the code-word of 
length . Then a closest is assigned in the code matrix   using 
hamming decoding (line 6). 
 

Algorithm 1 : Fuzzy- ECOC  
Input : Training set                   

   
                   binary classifier   
    //Classification phase 
1 Generate      distinct binary or ternary code word 

matrix , where                 in binary case or 
                 in ternary case. 

2 Each class is assigned one row from a code  
matrix   
for i = 1 to n  
           
end for 

3 Train the base classifier to learn the         binary functions 
( one for each column) 
for i = 1 to l 
                     
end for 

 //Validation phase 
4 Apply each of the    learned classifiers to the test example 

For each test instance    in dataset D 
for i = 1 to l 
                                          

5 Combine the predictions to form new output vector     of 
length  . 

6 Classify to the class with the nearest code word 
                             

7 evaluate measures 
8 If measures not found satisfactory 
9 repeat process till results are satisfactory 

 

 

Fig. (4) Fuzzy ECOC framework for Network Intrusion 

Detection System 

IV. DATASET DESCRIPTION 

The performance of the proposed Fuzzy-ECOC 
framework for network intrusion detection system is 
evaluated on benchmark NSL_KDD [31] NIDS dataset. 
Since 1999 many researchers utilized KDDCUP’99 dataset 

for anomaly-detection approach. It has approximately four 
million records collected from DARPA’98[32] dataset, 
which consists of 3GB tcp_dump connection data. 
NSL-KDD is another improved well known utilized version 
of KDDCUP’99 intrusion dataset; it eliminates redundant 

records from the training and test dataset. NSL_KDD 
contains 41 conditional features and a decision feature, and 
these connections are labelled as either benign (normal) or a 
malicious (attack). All conditional features includes basic 
categories such as Traffic (TF), Host (HF), Basic (BF) and 
Content (CF) features. The number of training and test 
samples in NSL_KDD for different types of attacks are 
presented in [33].The dataset includes 22 attacks and they are 
classified into four categories: Probe, Dos, U2R, and R2L 
shown in Fig. (5).The complete details of different attacks in 
the dataset are clearly outlined in [34]. The summary of other 
benchmark datasets from University of California Irvine 
Machine Learning Repository (UCI_ML) [35] are presented 
in Table 1. The summary of class distribution is shown in Fig. 
(5). 

 
Fig. (5)  Summary of Class Distribution in NSL_KDD 

dataset 

Table 1: Summary of UCI datasets 

Sn
o 

Dataset #Trai
n 

#Attribu
te 

#Cl
ass 

1 Iris 150 4 3 

2 Wine 178 13 3 

3 Balanc
e Scale 

625 4 3 

4 Zoo 101 17 7 

5 Car 1728 6 4 

6 Glass 214 10 7 
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V. EXPERIMENTAL RESULTS AND ANALYSIS 

All the experiments were conducted on Intel® Core™ 

i3-5005U CPU @ 2.00GHz PC with 4GB RAM running on 
64-bit OS and x64-based processor. The implementation is 
done using Java programming language with the help of java 
weka library tool [36]. Experiments were conducted on 
NSL_KDD and other UCI datasets to evaluate the 
performance of proposed method. The Fuzzy-ECOC method 
presented in this paper are evaluated with four different 
coding strategies shown in Fig. (2) and Fig. (3). 
Dichotomizers in ECOC design are trained using C 4.5 as 
base learner. The decoding process is chosen based on 
minimum HD. The performance of the proposed 
Fuzzy-ECOC is evaluated by considering all the measures 
Accuracy, Detection Rate (DR), Precision, False Alarm Rate 
(FAR), G-mean, F-Score, and Area under Curve (AUC). As 
accuracy is not an adequate evaluation measure in presence 
of class imbalance. F-Score, G-mean and AUC are also 
evaluated to study the multiclass imbalance problem. The 
measures are provided in Eq. (2) through (8) in terms of 
confusion matrix metrics True Positive (TP), False Negative 
(FN), False Positive (FP) and True Negative (TN) shown in 
Table 2.  

Table 2:Confusion Matrix 

  Actual 
  Intrusion Normal 

Predicted 
Intrusion TP FP 
Normal FN TN 

 
Performance Measures 

           
     

           
               (2) 

 

                
  

     
                 (3) 

 

            
  

     
                           (4) 

 

      
  

     
                                 (5) 

 

          
                  

                
       (6) 

 

                           (7) 
 
AUC= (1+TP-FP)/2                            (8) 

 
First, we evaluate Fuzzy-ECOC method on six UCI machine 
learning repositories shown in Table 2. The performance of 
the proposed method is evaluated against various 
state-of-the-art ECOC encoding strategies OVO, OVA, 
Dense Random and Sparse Random methods. The 
classification results produced by these methods are 
evaluated from the confusion matrix, which gives the actual 
vs. predicted results. The results indicated in Fig. (6). for the 
iris dataset are best for the Fuzzy-ECOC method for all the 
considered methods. It is clearly observed that OVO method 
shows slight improvement in all the measures over OVA, 
Dense Random and Sparse Random methods. The OVO 
method outperforms in all the measures. The best results 

indicated by all the methods may be the class distribution of 
iris dataset is balanced. The Sparse and Dense Random 
methods achieved highest measures in Fig. (7), highest FAR 
and lower DR is indicated by OVO and OVA methods. 
 

 

Fig. (6): Performance Measures of Iris Dataset 

 

Fig. (7): Performance Measures of Glass Dataset 

Fig. (7). shows the performance measures obtained on the 
Glass dataset. Sparse Random method outperforms in all the 
measures with a slight improvement over dense random 
method. The improvement of F-Score, G-mean and AUC 
values for sparse random method are best in detecting 
minority classes. Dense random method also perform very 
similar to sparse random method. 
The results indicated in Fig. (8), OVA method achieved 
lowest values when compared to other methods. The highest 
accuracy, DR and FAR is obtained by dense random method. 
On the other hand, the higher AUC and lower FAR is 
indicated by sparse random method. It is clearly observed 
that OVA method increasing the FAR. The good ECOC 
architecture for Network Intrusion Detection System should 
always need lowest FAR and higher DR. The dense and 
sparse methods performs similar with slight variations in all 
the measures. 
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Fig. (8): Performance Measures of Car Dataset 

Similar performance may be observed in Fig. (10). for 
Balance Scale dataset, However, the OVO method performs 
better than dense and sparse random method for the Zoo 
dataset shown in Fig (9). The dense random method indicated 
highest G-mean that indicates it is very good at detecting 
minority classes. The highest FAR is indicated by both OVA 
and OVO methods in Fig (10). However, the OVA method is 
poor choice for ECOC learning, but still used in ECOC 
framework, because it takes less time to build ECOC- 
Classifier as it contains less number of dichotomizers when 
compared to other methods. The improvement in sparse and 
dense random coding strategies for minority classes is due to 
the optimal dichotomizers involved at each step of the 
method when there is a difficult cases for classifying majority 
and minority classes. The performance of OVA and OVO 
methods are unstable on the datasets Iris, Glass, Wine and 
Balance Scale. The performance of OVA and OVO methods 
depends on the initial code matrix. 
By examining the Fig. (9) to Fig. (12), we can see that the 
Fuzzy-ECOC framework with C 4.5 as base learner achieved 
best results for all the considered measures. We can clearly 
observed that the performance of OVO, Sparse and Dense 
ECOC results with a slight variation when the number of 
dichotomizers increases. However for a large number of 
classes, the sub-problems of sparse and dense random 
designs is considerably less when compared to OVA and 
OVO methods. The results shown in Fig. (9). for the Zoo 
Dataset, OVO method achieved highest accuracy, DR, 
F-Score, AUC and Precision values. The dense random 
method increased FAR. 
 

 

Fig. (9): Performance Measures of Zoo Dataset 

 
Results presented in Fig. (12). show that the proposed 
Fuzzy-ECOC framework achieved better accuracy, DR, 
precision, G-Mean and F-score values when we use OVO, 
Dense and Sparse Random method when compared to OVA 
method. C 4.5 has given good measures for all the coding 
methods with the exceptions of OVA. It is clearly observed 
that, the majority class detection i.e., normal and dos classes 
given good results for all the coding strategies. On the other 
hand, the lowest FAR is obtained by the sparse random 
approach. The best F-Score, G-Mean and AUC values for 
network intrusion dataset i.e., NSL_KDD, improved the 
performance of minority class detection. It is observed that 
the dense random method achieved good results in detecting 
all types of attacks without any exceptions. It can be 
concluded that Fuzzy-ECOC ensemble framework with C 4.5 
and dense random coding strategy achieved best values for 
detecting all major attacks viz., Dos, Probe, U2R and R2L. 

 

Fig. (10): Performance Measures of Balance Scale 

Dataset 
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Fig. (11): Performance Measures of Wine Dataset 
 

 
 

Fig. (12): Performance Measures of NSL_KDD Dataset 

VI. CONCLUSION 

In this paper, we presented a novel Fuzzy-ECOC framework 
to deal with multi-class classification problem. The proposed 
ECOC technique learns on Fuzzy-subspaces.  Each 
dichotomizer is trained on popular ECOC coding strategies 
OVO, OVA, dense random and sparse random. The proposed 
framework shows improved performance for imbalanced 
datasets, the independent classifiers increased the overall 
accuracy of the ensemble. Experimental results shown that 
the proposed approach provides best detection rate and least 
false alarm rate for most of the standard datasets considered. 
The Fuzzy-ECOC significantly improved the performance of 
evaluation measures in detecting both known and unknown 
attacks. The conventional machine algorithms alone is not 
enough to classify potential attacks when there is a class 
imbalance problem. Hence, we designed a specialized ECOC 
framework by giving due importance to the minority class 
detection. 
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