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Abstract: Smart cities are the current buzz phrase between 

infrastructure developments. With a gradually increasing inflow 
on populations into cities then a continuously thriving necessity to 
better deal with resources, countless cities kind of San Francisco, 
united states, Singapore, Portugal, England is experimenting 
together with upcoming state-of-the-art technologies after fulfill 
their cities smarter. Among these current trending technologies is 
the Internet of Things (IoT), Big Data and Artificial Intelligence 
(AI) which has revolutionized the way we analyze patterns yet 
traits between human behaviors. With Big Data, current 
fragmented and remoted data sets do stand well-acquainted beside 
an overarching point of view in accordance with provide high 
quality solutions in accordance with frequent issues up to 
expectation have an effect on rapidly growing cities today. Here 
are 5 ways within which Big Data could show fundamental in 
smart cities about the future. A lot of governments are thinking 
about adopting the smart city thought between theirs urban areas 
at that point executing impressive records services up to 
expectation assist smart city components in accordance with 
attain the required stage concerning supportability and improve 
the living norms. Smart cities take advantage of more than one 
technology in conformity with get better the concert about 
healthiness, transportation, power, education, and cloud 
applications lead after greater stages about remedy about their 
citizens. In addition, it attempts in accordance with pick out the 
necessities as assist the implementation on substantial data 
purposes for smart city services. The criticism displays as 
numerous possibilities are accessible because of making use of big 
data in smart cities; conversely, so are nevertheless various 
concerns and disputes in conformity with stay addressed to attain 
higher utilization about this technology. 
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I. INTRODUCTION 

With increased overcrowding in cities, transit intention 

leads a key function between decongesting smart cities in the 
future. With Big Data, the go with the flow on transport - both 
personal then community - via the cities perform keep 
monitored carefully in accordance with become aware of 
areas or instances about high congestion, allowing positive 
options do stand chalked out. The building international 
energy crisis no longer solely calls for a shift out of fossil fuels 
after sustainable renewable alternatives but also high-quality 
administration on energy. With big data, the whole thing 
beyond single streetlights in imitation of energy makes use of 
across singular power grids execute stand analyzed closely to 
increase the efficiency regarding power distribution. 
Employing big data within smart cities should help 
significantly enhance public health. From figuring out 
sensitive areas because of the spread of diseases or 
implementing resisting measures in accordance with smarter 
medical record-keeping in conformity with quicker diagnoses 
yet higher general patient care. 

Without a doubt, the significant quality in regards to the big 
data perception is the unnecessary impact that will have about 
various factors in a smart city yet because of individuals' lives. 
Big data is prospering quickly; by and by at anticipated 
components of 45 % expansion in the amount over world 
information created per a year against just 8 % expansion 
inside global IT spending. Around 92 % on the world's 
digitized data was caught on simply the past two years. 
Therefore, numerous governments hold began to use big data 
in impersonation of guide the improvement then 
supportability on keen smart cities around the globe.  

The city may also stay considered as like an administration 
organization including occupants as the clients - it gives 
purposes as per its natives. There is an interest for more 
brilliant, successful, condition cordial or more noteworthy 
reasonable urban areas, pushing the aggregate mind of urban 
areas forward, which have the option to improve the 
possibility to conjecture or oversee urban streams, or 
consolidate the measurements about the physical, 
computerized then institutional spaces with respect to a 
territorial agglomeration. 

 
 

Concept of implementing Big data in smart city: 
Applications, Services, Data Security in 

accordance with Internet of Things and AI 

Arulkumar V, Charlyn Puspha Latha, Daniel Jr Dasig 

mailto:dhuniel2006@yahoo.com
https://www.openaccess.nl/en/open-publications
http://creativecommons.org/licenses/by-nc-nd/4.0/
https://crossmark.crossref.org/dialog/?doi=10.35940/ijrte.C5782.098319&domain=www.ijrte.org


 
Concept of implementing Big data in smart city: Applications, Services, Data Security in accordance with  

Internet of Things and AI 

6820 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  

Retrieval Number: C5782098319/2019©BEIESP 
DOI:10.35940/ijrte.C5782.098319 
Journal Website: www.ijrte.org 
 

II.  CITY DATA AND SMART CITY SYSTEMS 

A. Smart cities (SCs) 

Smart cities (SCs) are turning into incredibly 
state-of-the-art environments at which imaginative 
arrangements at that point shrewd highlights are being 
conveyed.  These environments reflect on consideration on 
SCs to be specific data creation at that point sharing motors, 
setting present day challenges for structure top notch SC 
architecture then early administrations. The point concerning 
it article is as indicated by “connect the pieces” among Data 

Science or SC areas, alongside an efficient writing audit 
which recognizes appeared in Figure 1.1, the base subjects, 
administrations, at that point systems used among SC data 
monitoring. The review centers on data collecting yet data 
mining systems over rehashed SC data cycles. 

B. Challenges 

Challenges because of the planning, development, and 
process about urban areas are empowering current wondering 
in quite a number of professions. Professionals throughout the 
design, urban arranging engineering, construction, data 
technology, structures and natural science, property 
advancement, finance, and city administration gather a 
stronger perception regarding partners and get bits of 
knowledge as much as in accordance with or excellent to 
employ them. 

 
Fig. 1. Factors considering for smart cities data 

In this respect, several students as much properly as like 
institutionalization bodies (e.g., the International 
Telecommunications Union (ITU), the International 
Standards Organization) grant substitute definitions, 
theoretical models, and structures for SCs, among their 
attempt to clear distinctively relevant yet hierarchical issues. 
A demonstrative SC definition originates from ISO/IEC 
permanency and perceives the brilliant and maintainable city 
as“ a progressive city that uses ICT and means the capability 
to improve attribute concerning life, efficiency over urban 
action then services, yet competitiveness, while ensuring that 
it meets the wants about existing then after generations along 
with observance after economic, social, and environmental 
aspects.” 

III. FOUR DEFINITIONS OF BIG DATA 

A. SAS: 

“Big data is a popular time period aged to construct the 

exponential growth, availability, or makes use of information, 
each structured and unstructured”.  

IBM: “Data, presence beside everywhere; sensors used 

according to acquire climate information, posts in conformity 
with associative media sites, digital images and videos, 
purchase traffic record, or cell phone GPS signal in 
accordance with name a few”. 

“Big Data is described as like significant set concerning 

data up to expectation is absolutely unstructured and 
disorganized”. 

“Big data is a form over data so exceeds the processing 

services of traditional database infrastructure and engines”. 
“The idea of Smart City (SC) so a capability to enhance the 

life quality of citizen has been gaining increasing respect 
among the agendas about policy makers. However, a shared 
definition about SC is not on hand or it is hard to pick out 
frequent global trends” 

IV. APPLICATIONS AND SERVICES OF SMART 

CITIES 

The provision regarding real-time records respecting urban 
environments is essential for running different beneficial 
features and services. A quick overview about a number of 
areas over smart city features is recapitulated within Figure 2. 
It is colorful to that amount the spectrum regarding 
application areas is entirely wide. For example, real-time 
journey facts are critical because of applications that let 
people plan trips on community transportation. 

Citizens and mean stakeholders expect excessive quality 
public features as transform and enhance theirs every day 
characteristic regarding life. A brief overview about number 
areas of smart city features is recapitulated among Fig. 2. 

 
Fig. 2. Smart city Application and services 

Cities are buildings about purposes and these purposes are 
things through as people have interaction inside the city 
systems, together with other people. They fast consume and 
transform resources and normally require incomplete form of 
payment then exchange. Both usual then native service 
vendors offer in accordance with rule or pilot city applications 
or services.  
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Many systems integrators and work vendors are effective 
beyond the defining, designing, growing then deploying 
offerings for unique smart city initiatives via integrating more 
than one initiative and by way of proposing in accordance 
with attain or lead to them on behalf of city administrations 
and other stakeholders. 

V. SMART CITY OPPORTUNITIES AND BENEFITS 

THROUGH BIG DATA 

With deep resources becoming both occasional and very 
expensive that are vital according to integrate solutions in 
accordance with withholding better and more noteworthy 
controlled use about these assets. Beginning with mechanical 
structures sure as like Enterprise useful resource put one's 
cards on the table (ERP) and Geographic Information System 
(GIS) decision stay helpful appeared in figure 3. With 
monitoring systems at work, that choice remains less 
complicated after point abuse focuses and higher appropriate 
sources while controlling expenses, and diminishing strength 
and characteristic assets utilization. 

 
Fig. 3. Percentage of smart city benefits 

The improvement in smart cities fills two needs. In the first 
place, smart infrastructure, certain as much brilliant cloud 
meters or power lattices, do lessen utilization then charges 
through elevating awareness amongst people touching how 
much a lot those are using, anyway also by utilizing routinely 
decreasing expenditure at instances of constrained request. 
For example, within Mumbai, India, around one-half about 
water used to be squandered until nowadays due after awful 
framework; conversely, after establishment of “smart” 

metering innovation the sum over lost water diminished by 
using one-half, in accordance in imitation of are view beside 
the Center for Data Innovation, a main research organization 
think-tank concentrating the section concerning data, 
technological know-how or public policy. These varieties can 
be arranged into the accompanying measurements: 

 Higher levels of straightforwardness and 
receptiveness  

 Efficient asset usage  
 Better personal satisfaction  
 Digital security  
 Funding and business plans of action  
 Interoperability   
 Existing foundation for transportation, vitality and 

water frameworks 
 

 
Fig. 4. Smart system eco cycle 

As city populaces develop or urban stretch multiplies, 
troubles together with financial and social development are 
repeatedly amplified. These difficulties now not only 
influence a city's quality about existence as well as add 
delivered force of typical infrastructure, expanding the need 
since energy proficiency grimness and asset preservation. 
Smart city technological know-how does furnish regional 
authorities with a major framework support that helps to them 
undergo or conquer these issues among the future. 

Technology novelty is the empowering influence so 
enhances the chances and effectiveness regarding every smart 
city venture. Every modern innovation brings along that an 
ample mere of modern potentials. Since each city has its own 
way of life then infrastructure at that point subsidizing 
strategies, technology selection been able differ in numerous 
points of view. In any case, to that amount capacity that is no 
longer constantly viable in imitation of depend about vile 
proven smart city tasks in imitation of act as a schedule for 
success. 

Receiving ICT, Cloud then big data arrangements will 
assist addresses numerous troubles, for example offering the 
capacity and assessment devices. Moreover, this aids in 
accordance with reach the innovation board or encourages 
joint effort and communication into the various elements of a 
smart city. This executes remain instituted through building 
big data communities in accordance with action namely some 
essence in imitation of encourage community oriented and 
imaginative arrangements tending to purposes because of 
zones as education, wellbeing, energy, law, manufacturing, 
environmental condition, at that point security. This 
additionally helps into continuous arrangements in imitation 
of difficulties within agriculture, transportation, or group 
organization so features and frameworks are built-in and data 
streams effectively cross services and substances. There are 
numerous instances of big data features serving smart cities 
for example, 
 Smart education 
 Smart traffic lights 
 Smart framework 
 Smart water arrangement 
 Smart transportation 
 Smart healthcare 

arrangement 
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VI. BIG DATA FROM THE INTERNET OF THINGS  

The Internet is the infrastructural spine about the 
significant change on data as is resulted from and traded each 
second. In 2015, humankind delivered as much tons data 
namely such manufactured between all the preceding long 
periods of human progress. What more, still, information age 
proceeds after develop exponentially. Today, the aggregation 
of overall information evolved duplicates every single a year. 
Not a ways into the future, such wish doubled every 12 hours. 
(Duarte, 2016)  

Big Data between information technologies is a gathering 
of data units hence huge and complex up to expectation that 
winds up hard to method utilizing close by database 
administration apparatus or usual information technology 
purposes. The idea tends to enormous volumes of naturally 
created data out of exclusive information sources; 
incorporated or independent that execute arrive out of 
extraordinary self sufficient sources. Given to that amount 
usual database have achieved limits when inspecting these 
data, devoted solutions must remain considered and the 
architecture appeared in Fig 5. 

 

 
Fig. 5. Architecture of Big Data from the Internet of 

Things 
IoT and Big Data are humming the technology world 

because a significant time now, and this is never again a “nice 

in accordance with having” technology however a need. 

There is a drive according to undertake big data inside 
associations which has prompted the uses regarding huge 
statistics evaluation fairly between the previous not many 
years. Hence, companies are also unexpectedly catching on in 
accordance with such as they want for it. 

In the meantime, the Internet of Things (IoT) has started the 
world by indicating where a thoroughly interrelated world 
may provide us. Despite the fact that IoT and Big data 
advanced freely, they have grown to be interrelated over the 
period. 

Moreover, the partiality between big data and IoT has 
demonstrated an assembly of the two advances which is 
adjusting the advances inside a decent attainable way. 
Consequently, if IoT big data mix each one in turn gives parts 
with respect to explanations behind fervor, at that point 
consolidating the two innovations increases the expectation. 

To assign modern opportunities, in accordance to EMC's 

Bill Schmarzo, a modern generation of IoT services is 
required in accordance with address particular business 
wants, for example: prescient support; misfortune 
anticipation; resource usage; stock following; fiasco 
arranging and recuperation; personal time minimization; 
influence use advancement; gadget execution viability; 
organize by and large execution the board; capacity use; 
capacity arranging; request estimating; valuing improvement; 
create the board; and burden adjusting streamlining. 

Internet of Things (IoT) alludes as per a framework over 
associated physical articles by utilizing the web. The 'thing' 
inside IoT performs notice to an individual then any 
framework which is relegated through an IP address. A 'thing' 
gathers and moves data over the web other than any manual 
intercession including the assistance concerning installed 
innovation. It causes them as per cooperate with the outside 
condition or inside states after take the choices. 

VII. BIG DATA IN RELATION WITH IOT AND AI 

“SUPERPOWERS” 

The disputes encompass confine, storage space, search, 
allocation, investigation, and then visualization. With certain 
data high volume, high-velocity, and/or high-variety data 
assets as require modern forms about technology in 
accordance with allowing stronger decision making, 
perception demand, and method optimization. 

 
Fig. 6. Big data in relation with IOT & AI technology 

IoT is touching devices, data and connectivity as shown in 
figure 6, the actual value over Internet about Things is 
touching developing smarter products, handing over smart 
insights or offering new commercial enterprise outcomes. As 
many millions about devices come associated, web of things 
joy set off an enormous inflow on Big Data. The key test is 
envisioning then disclosure bits of knowledge out of different 
sorts of data (organized, unstructured, pictures, logical, dark 
data, real-time) and of association with respect to your 
applications. Toughness steadiness I confide in getting insight 
from Big Data the utilization of computerized reasoning 
advances is the approval empowering agent due to more 
intelligent devices then an associated world. 
Big Data, energized by the Internet of things (IoT) is 
incredible concerning its own one of a kind yet hence is 
man-made brainpower; in any 
case, by and large it is the 
custom hero group. 
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The more the IoT develops, the more noteworthy needs are 
situated with respect to Big Data abilities, and the other way 
around. Man-made intelligence wishes Big Data in light of the 
fact that critical outcomes – Many AI advances have been 
inside presence for various decades and are these days in a 
situation to take potential on datasets in regards to sufficient 
volume in impersonation of giving important outcomes. 

Man-made intelligence settle Big Data investigation issue – 
Swapnadeep Nayak, look into analyzer at Frost and Sullivan 
Tech Vision, says: "Progressions in computerized reasoning 
between late years are empowering engineers in the wake of 
finding the inconspicuous relationship into data, along these 
lines impressively encouraging data analytics procedures… 

and settling big data by and large execution issues." Source: 
Why the assembly over the IoT, big data and AI goal drive the 
next generation over applications 

VIII. SMART CITY REQUIREMENTS  

This amount will cover the key elements required after 
arrangement and uphold smart city highlights using ICT or 
enormous data parts. Data collection and taking pictures from 
sensors, clients, electronic data per users, and numerous 
others pose the principal issue to deal with as much the 
amount quickly develops. Putting away, arranging and 
innovation that data as per create valuable outcomes in the 
consequent issue. On a very basic level, to hold beneficial 
arrangements. The ideas, systems, and difficulties of big data 
organization are referenced comparatively in: 

 Big Data Processing Platforms  
 Big Data Management 
 Smart network infrastructure 
 Open Source Technology 
 Advanced problem solving and Algorithms 
 Data Security and Privacy 

At the countrywide level in that spot is a need as per setting 
up valuable organizations of all on-screen characters engaged 
with a smart city ecosystem, regardless of whether we are 
discussing Public Administration, Private Companies, 
Professional Associations with a job between urban 
advancement and structure. The help into these substances 
want to make an exoteric technique, in accordance with the 
motivation depicted by the Amsterdam Pact, including the 
requirements concerning local networks and the innovative 
capacities over the ICT business 

 
Fig. 7: Requirements for smart city implementation 

IX. SOME BENEFITS OF IMPLEMENTING SMART 

CITY WITH BIG DATA AND AI 

 ROI for the Businesses will be increased 
 Reshape e-health system for the future 
 Manufacturing companies increase productions 
 Big data will raise self-service analytics 
 Smart connection for transportation industry 
 High demand for Edge-Computing 

The convergence on IoT and big data may supply current 
possibilities and applications among all the sectors. Along 
with that, that has the dynamic in accordance with 
revolutionizing several features of our civilization. As an 
aspiring skill expert if you need in conformity with mining it 
promising areas since at Whiz labs we leverage the facilities 
in accordance with achieving expertise between modern-day 
technologies as big data. 

The advantages of the usage of IoT or big data examination 
inside the transportation framework can't be overemphasized. 
Portugal, Germany, England and Singapore have been 
capable as indicated by beat the issues of savage auto crashes, 
traffic rise, operational waste, and travelers' basic leadership 
utilizing IoT and big data examination applications. These 
potential outcomes are additionally sensible among 
Malaysian travel framework with cautious learning of the part 
and strategically execution on the applicable IoT 
advancements and big data examination. Table 1 gives the 
issues watched and tackled inside these nations along IoT and 
big data investigation. 

Table- I: Summary of Big Data and IOT transport implementation system in different countries 
Sl.No Countries Problem (Before IOT & BD) Results (After IOT & BD) 

1 Singapore Unpleasant experience for passenger’s booking  Better experience for passenger’s booking  

2 England Safety of operational waste and workers  
Safe working environment of operational waste 

reduction  

3 Germany 
 Road safety concern, pollution, traffic 

congestion 
 Free traffic flow, Eco-friendliness, and hitch 

4  Portugal 
Due to non-compliance with speed limits Recurring 

cases of fatal accidents  

drastic reduction in the 
Cases of fatal car accidents by Behavioural change in 

the drivers’ eco driving.  

X. DISCUSSION AND OPEN ISSUES 

Regardless of the event concerning the smart city wonders 
around the world, even is lack of clarity managing its 
definition. The general gratefulness as of now is "I perceive 

such when I counsel it", which infers some perceived qualities 
that execute stay distinguished 
into a smart city,  
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yet, those are all things considered never again all around 
characterized. However even is by all accounts a concession 
to as a smart city want accomplish as per its natives or the 
earth.  

Businesses may perform a bunch out of big data, making 
that a necessary resource, a whole lot like oil, up to the 
expectation you hold in accordance with mining into and use 
such as you may get. But unlike oil, big data is now not strong 
to find; big data is whole around to us and involves entire 
facets concerning any activity, just especially businesses. 
Data in relation to income date, sales amount, inventory, price 
method, charge amount, client information, and whole mean 
appropriate records to that amount are concerned in a traffic 
entire flow and enter up a reservoir of information and such is 
the business’ role to expound this information and accomplish 

selections that do affect higher profits generation. 
Therefore the efforts need to pay attention to growing a 

roadmap because of attainment that covers quite a few stages: 
Set above the smart city’s direction by way of figuring out 

its mission, vision and skillful or operational objectives. 

 
Fig. 7. Some main issues in big data security 

 
Recognize needs and uses them in congruity with choosing 

the almost fundamental smart city variables and applications 
so much would offer the best results together with the littlest 
venture. 

The flip side about so much currency is so the architecture 
used in accordance with store big data also represents a 
brilliant modern target of big data protection problems 
because of criminal activity and malware. Should something 
appear in conformity with such a key business resource, the 
consequences may want to keep devastating because the 
enterprise so much gathered it. 

Unfortunately, deep over the tools related along big data 
then smart analytics are beginning source. Often times they 
are no longer designed together with security in idea as a main 
function, lead in accordance with yet greater big data security 
issues. 

XI. CONCLUSION 

There are enormous advantages among the acceptance and 
accomplishment of IoT advances and big data investigation. 
This is obvious in its numerous arrival crosswise over spaces, 
certain as hospitality, oil and gas, defense, healthcare, 
amongst others, and transportation namely paying attention 

into this article. Nations like Portugal, Germany, England, 
and Singapore hold taken the forefront line of the application 
concerning IoT then big data analytics in accordance with 
remedy varying issues into their transportation sectors. From 
that point, we referenced the in excess of a couple of chances 
reachable and this will final result within constructing smart 
services accomplished over using all accessible data 
according to improve their activities and results. We 
additionally mentioned the range of difficulties within its area 
and distinguished quite a few troubles to that amount may 
restrict big data services improvement endeavors. In view of 
so much conversation, we suggested a rundown of standard 
necessities because of big data smart city applications.  

Quite, IoT or big data examination are branches about the 
more extensive Industrial Internet which should stay gave 
sufficient consideration. These innovations are upsetting 
business venture model and methods of administration 
conveyance. Innovation suppliers, innovation adopters, 
individuals approach producers and each partner of the 
Malaysia transportation segment must be set up in congruity 
with activity in collaboration. Building and conveying fruitful 
broad data smart city capacities aim require tending to the 
difficulties and open issues, resulting stern diagram or 
improvement models, having accomplished human resources, 
utilizing reenactment models and presence ell sorted out or 
appropriately bolstered through the administering elements. 

There is a need as per prosper request consideration with 
respect to fruitful utilizes cases, become mindful of 
accomplices of the division's innovative ecosystem, return to 
enterprises' sanctioning and arrangements, and put into 
impact new preparing model for the segment's workforce. 
These will in total complete the possibilities concerning IoT 
and big data examination on account of the transportation 
division. With all achievement factors among spot and a 
superior energy about the ideas, making a city smart wish stay 
plausible than, what's more, upgrading that as a result of more 
brilliant models and highlights expectation lie a potential and 
manageable objective. 
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