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Abstract: The wireless transmission of different type of data like 
images, texts, videos etc. through an open network is considered 
as prone with respect to several security threats and passive 
attacks. CDMA communication systems used for various wireless 
communications requires improved cryptographic algorithms and 
air interface security checks. The -ary cryptographic function 
with suitable properties are key elements in providing secure 
transmission of data through wireless network. In this paper, we 
use the Walsh-Hadamard spectrum as a fundamental tool for 
analysis of some properties of generalized -ary functions. We 
generalize some existing results obtained for Boolean functions to 
the -ary functions and obtain some new characterization of 

-ary functions based on spectral analysis. 
 
   Keywords: Crosscorrelation, CDMA (Code Division Multiple 
Access), q-ary functions,  Walsh-Hadamard spectrum (WHS), 
Wireless systems. 

I. INTRODUCTION 

CDMA (Code Division Multiple Access) systems like 
mobiles, computers, internet etc. have become an integral part 
of modern communication. The CDMA systems used for 
transmission of various type of signals, images, texts or 
videos must be capable of maintaining security from 
unauthorized interruption or atacks. The advent of 3G/4G 
technologies are more challenging/interesting to the service 
providers to introduce advanced technologies for encryption 
or authentication process in CDMA systems. Using suitable 
cryptographic algorithms, the CDMA systems are enabled to 
identify the genuine person/information and provide services 
to them by rejecting all the unauthorized versions. For this 
purpose a 32/64 bit ESM (Electronic Serial Number) and a 10 
digit MIN (Mobile Identification Number) is used. A 64 bit 
key known as A-key stored in permanent memory of the 
system is the most precious number with respect to the 
authentication process in CDMA systems. Several 
cryptographic tools like CAVE (Cellular Authentication and 
Voice Encryption), LFSR based ORYX, and ECMEA are 
different level of communication through CDMA systems. 
Due to wireless environment and open networks, our 
communication faces number of security threats. The mobile 
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transacation or mobile commerce Dan et al. [2] needs a high 
level security that can be achieved through CDMA systems by 
enabling CDMA message signaling encryption. Because of 
their spread spectrum communication and comprehensive 
security algorithms, it is almost impossible to interrupt 
communication through CDMA systems. 
     In the recent years, the Walsh-Hadamard spectrum has 
become an important tool for research in cryptography, 
especially in the design and characterization of 
cryptographically significant Boolean functions used in 
various type of cryptosystems. Xiao and Messey [16] have 
provided some results on spectrum characterization of 
correlation immune functions. Sarkar and Maitra [8] have 
generalized these results and showed that the 
Walsh-Hadamard spectrum of an -variable,  correlation 
immune function is divisible by . Recently, Sarkar and 
Maitra [9], and Zhou et al. [15] have provided some 
interesting results based on spectrum analysis of Boolean 
functions. 
A function from  to  is called a Boolean function on 
n-variables. Several author have proposed several 
generalization of Boolean functions and  analyze the effect of 
the Walsh-Hadamard spectrum on them. Let  denote ring 
of integers modulo . The additive group  is isomorphic to 

, the multiplicative group of complex 
 roots of unity. Kumar et al. [6] have generalized the 

notion of classical bent functions by considering functions 
from  to , where  and  are positive integers. 
Let  denote the set of generalized -ary functions. The 
Walsh-Hadamard spectrum of  is a complex-valued 

function from  to , the set of complex numbers and 
defined as follows  

 
Where denotes the usual inner product in . 
       A function   is generalized bent (or -ary bent) if 

 for every . The Boolean bent functions 
were introduced by Rothaus [7]. It can be noted that the 
generalized bent functions exist for every value of  and , 
except when  is odd and  mod ; whereas Boolean 
bent functions exist  only for even  [6]. For more results on 
  –ary bent functions we refer to [1, 3-5, 13]. Generalized 
bent functions are widely applicable in Code-Division 
Multiple-Access communications systems [10]. 
The derivative of  at  is defined as 

  
and for  
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 is called derivative of  at 

. 

Let .  
 
Then the sum 

 
is called the cross-correlation between the function and  at 

. Moreover, for  the sum is 

called the autocorrelation of at α. 
The sum-of-squares-of-modulus indicator (SSMI) [11] of 

 is defined as 

 
and  in particular, for , the sum-of-squares-of-modulus 
indicator (SSMI) of   is defined as 
 

 
In this paper, we use the Walsh-Hadamard spectrum as a 
fundamental tool for analysis of some properties of 
generalized ternary functions. We generalize some existing 
results obtained for Boolean functions to the -ary functions 
and obtain some new characterization of  -ary functions 
based on spectral analysis. We provide a relationship between 
the Walsh-Hadamard spectrum and the decompositions of any 
two -ary functions. We provide a relationship between the 
Walsh-Hadamard spectrum and the autocorrelation of any 
two -ary functions. 
The following Lemma 1 is an important property and 
extensively used in the paper. 
 
Lemma 1 [11] Let . Then 

 

               (1) 

 
The following Lemma 2 provides a relationship between the 
crosscorrelation and the 
autocorrelation of  
 
Lemma 2 [11]  Let . Then  
 

 

II.  MAIN RESULTS 

In this section, we have discussed several properties of -ary 
cryptographic functions employed in CDMA communication 
systems. The mathematical aspect of these functions is 
discussed by using theory of finite fields. In Theorem 1 and 
Theorem 2 below, we generalize the results of [15] to the  
-ary functions. 
 
Theorem 1  Let , where  is prime and  be a 
subspace of  with  Then for any , we 
have 

 
 

Where  denotes the dual of a subspace  i.e., 
   
 
Proof:  By the definition of the Walsh-Hadamard transform, 
we have 
 

 

 
 

 
 

 
 
Where  if and only if . 
Therefore, we have 
 

 

 
 

 

 
 

 
 

 
 

 
 

 
In particular, if  then we have the following corollary 
 Corollary 1. Let , where  is prime and  be a 
subspace of  with  Then 

 
Let  be a subspace of   The decomposition 
of  with respect to  is the 
sequence   
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where  is a subspace such that    is the direct sum of  
and , and  is the function of  variables from  to  
defined as  for any . 
 In the following theorem, we investigate a relationship 
between the Walsh-Hadamard spectrum of  and the 
Walsh-Hadamard spectrum of the decompositions of  and  
with respect to a subspace  of . 
 
Theorem 2 Let  be a subspace of  with dim ( ) = ; 
and  and  be the decompositions of  and 

 with respect to . Then 
 

 
 
Proof:  For any we have 

 
 

 
 

 
 
From Theorem 1, for  ; we have 
 

 
 

 
 

 
 

 
 

 
 

 
           
 
 
In particular, if  then we have the following corollary 
 
Corollary 2. Let  be a subspace of of dimension  and 

  be the decomposition of  with respect to . Then 
 

 
 

For any , where  is any integer, we have 

 
 
In particular, if  then 

 
 
In Theorem 3 below, we present a generalization of  [14, 
Theorem 1] (obtained for q = 2) to the -ary functions. To 
prove the result, we need following lemma. 
 
Lemma 3 Let such that . 
Then  

 
 

Proof : For any  ; using Lemma 1, we have 
 

 
 

 
 

 
 

 
 

 
 

 
This completes proof 
 
Theorem 3 If  and , then for any , we 
have 

 
and  

 
Proof: Let Then 
 

 
 
From Lemma 3, replacing  by  and  by , we get 
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Combining equations (6) and (7), we obtain the desired result 
in (4). Now from Lemma 1 and (4), we have 
 

 
 

 
 

 
 

 
 
Hence the result.  
 
If  and  in equation (4), then we get following 
corollary 
 
Corollary 3. If , then the autocorrelation of is given 
by 

 
By putting  in above equation (8), we obtain 

 
which is known as Parseval's identity in -ary setup. 

III.  CONCLUSION 

The CDMA air interface security systems requires improved 
cryptographic tools and algorithms. The cryptographic 
techniques addressing information/ message transmission 
security issues needed for quick and secure encryption and 
decryption of data and also for getting digital signatures with 
real times transmission are at the heart of CDMA systems. 
This paper is an attempt to address the mathematical concept 
of cryptographic algorithms with the help of q-ary functions. 
We have discussed some properties of q-ary functions which 
are useful in CDMA systems. 
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