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Abstract:  Blind forensic-investigation in a digital image is a 

new research direction in image security. It aims to discover the 
altered image content without any embedded security scheme. 
Block and key point based methods are the two dispensation 
options in blind image forensic investigation. Both the techniques 
exhibit the best performance to reveal the tampered image. The 
success of these methods is limited due to computational 
complexity and detection accuracy against various image 
distortions and geometric transformation operations.  This article 
introduces different blind image tampering methods and 
introduces a robust image forensic investigation method to 
determine the copy-move tampered image by means of fuzzy logic 
approach. Empirical outcomes facilitate that the projected scheme 
effectively classifies copy-move type of forensic images as well as 
blurred tampered image. Overall detection accuracy of this 
method is high over the existing methods.   

 
Index Terms: Blurring, computational complexity, detection 

accuracy, fuzzy logic, forensic-Investigation, image security. 

I. INTRODUCTION 

Inserting or obliterating some imperative characteristics of an 
image without any ocular indication becomes easy with the 
availability of powerful image expurgation tools and 
techniques [1]. There exist different tampering techniques  to 
phoney the substance of an image. Copy-move, compositing 
and retouching are recurrently used methods [2] [3]. 
A. copy-move 
This is a familiar category of image phoney where, one needs 
to duplicate or hide the region in an image by bootlegging 
unambiguous segment of an image and gluing in dissimilar 
part of the same image. Textured regions are suitable part for 
copy-move forgery since, it has same colour, dynamic range 
and noise variation properties. Figure 1 exemplify copy-move 
tampering [4] 
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                   (a)                                    (b) 

 
                   (c)                                    (d) 
Fig 1: (a & c) original Images (b & d) Tampered Images 

B.  Image splicing 
Image splicing or photomontage is another important and 
frequently used image manipulation technique in which 
multiple images are fused together to form a spliced image.  
Figure 2 illustrate this kind of manoeuvring [5]. 
C.  Image retouching 
To improve the appearance of an image certain features are 
increased or decreased by means of retouching tools. It will 
not change the image content [6]. Figure 3 is an example for 
image retouching. 
The tampering is acceptable if it is performed to improve the 
image quality, remove the noise and enhance the contrast or 
highlight some important regions in an image.   
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                                                (c) 

Fig 2: (a) & (b) Authentic images (c) spliced image 
 

  
                          (a)                                    (b) 

Fig 3: (a) Authentic image (b) Re-touched image 
When it is performed to deceive a court or public then 
forensic investigation is necessary to guarantee the reliability 
of an image. Various state of art tamper edifying techniques is 
dwindled into two types such as active and blind (passive) 
techniques. The application of tamper discovery includes 
Insurance claims, industrial photography, medical imaging, 
e-commerce, journalistic photography and so on. Different 
tampering methods are shown in figure 4   [7].  
 Remnants of this paper are organized as follows. Section II 
introduces different blind tamper detection methods, Section 
III presents related works in image forensic-investigation, the 
proposed fuzzy-logic based scheme is introduced in section 
IV, Pragmatic upshots are examined in section V and section 
VI concludes the paper. 

II. BLIND IMAGE TAMPERING METHODS 

The active methods merely rely on authentication code which 
is inserted at the time of image capturing or recording. Instead 
of authentication code the user defined algorithms are used in 
blind methods. 

 

 
 

Fig  4: Image Forensic Investigation Methods 
A. Block based techniques 
In this technique, suspected M X N image is alienated in to 
overlapped blocks of dimension b X b to reduce the 

complexity of tamper detection.  
The feature vector intended to every block is computed using 
frequency transformation, image intensity or moments. The 
similar feature vectors are matched using lexicographical 
sorting or approximate nearest neighbour method. To remove 
the false matches with adjacent blocks Euclidean distance 
measure is employed [8]. 
B. Key point based techniques 
A point through well distinct location and high entropy is 
called key point. It preserves related features of an image 
region and perceived even after various statistical renovations 
or illumination distortion [9]. 
In block based technique the computational cost will be 
increased when each block is matched by making series of 
comparison with other blocks. The detection accuracy will 
fall when tampered region is rotated or scaled. To overcome 
the above issues key point based methods are introduced [10]. 

III. RELATED WORKS 

Girija et al. employed a fuzzy fusion method to perceive 
forensic region in an image by means of ICA and CCA. This 
method is successfully identified the tampered images but 
fails to discover different types of tampering and tampered 
image with geometrical and post processing operations[11]. 
Barni et al. introduced fuzzy based framework to deal with 
ambiguity in error-prone tools and fuse the information 
endow with different tools in to single output. This framework 
resolves the problem of depending on more than one tool to 
discover different types of image manipulations. This 
technique is used to deal with uncertainty in copy-paste 
manipulation and does not concentrate on other types of  
manipulations such as photo montage or retouching [12]. 
Mohammad et al. proposed a block and fuzzy based technique 
to discover manipulated images. This method employed six 
different tools such as  DWT, PCA, DWT-DCT, DCT, DFT 
and DWT-DCT-SVD to ascertain manipulated image regions 
and the result is passed to Fuzzy based classifier to compact 
with improbability in detection of manipulated image under 
different image renovations like blurring, intensity variation 
and noise. This method achieves 94.12% of accuracy in 81 X 
81 copied regions but fails to discover the manipulated region 
under different geometric transformations [13]. 

IV. PROPOSED DETECTION TECHNIQUE 

Workflow of projected technique is shown in figure 5. The 
input images are gathered from three existing data sets such as 
KODAK image data set[14], CoMoFoD image data base [15] 
and Muhammad et al. dataset[16].  The existing three  
techniques such as frequency transformation, dimension 
reduction (DR) and Zernike moment based methods were 
successfully implemented using MATLAB-2015  and the 
results were passed to fuzzy fusion framework for decision 
making [17]-[19]. Table 1 illustrate the different features and 
feature matching techniques used in the existing techniques.  
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Table 1: Different methods and its feature 
representation 

Method 
Image 

representation 
Feature 

Dimension 

Frequency 
transformation 
method 

DCT 64 

DR method PCA 32 

Zernike moment 
based  method 

Zernike 
moments 

12 

 
A. Fuzzy Fusion assessment formation 
The detection accuracy and reliability are the two measures 
which are used to decide certain type of tampering.  
 
The proposed method make use of four fuzzy sets to 
determine the severity of tampering such as   very strong, 
strong, weak, very weak . Based on the behaviour of three 
tools in presence of certain tampering, proposed methodology 
will identify whether tampering belongs to above four 
categories. Different rules are formed by means of fuzzy 
fusion assessment. 

RULE 1: Detection accuracy is lofty AND consistency is 
lofty then tampering is very strong 

 
RULE 2: Detection accuracy is lofty AND consistency is 

stumpy then tampering is strong 
 
RULE 3: Detection accuracy is stumpy AND consistency is 

lofty then tampering is weak. 
 
RULE 4: Detection accuracy is stumpy AND consistency is 

stumpy then tampering is very weak.  
 

 
Fig 5: Workflow of proposed forensic investigation 

Method 
B. Fuzzy Inference Process 
The fuzzy interface process with respect to above four rules is 
revealed in figure 6. Discovered outcome is supplied as an 
input to the fuzzy interface and all four rules are assessed in 
parallel by means of fuzzy interpretation. The outcome of the 
rules are pooled (Defuzzified) and belongs to any of the four 

types such as very strong, strong, weak and very weak.  The 
input values are crisp and restricted to a meticulous range. 
Four rules are assessed in analogous using fuzzy 
interpretation and the outcome of the rules are pooled and 
condensed. Finally, the results are converted in to non-fuzzy 
numbers.  

V. EMPIRICAL RESULTS AND DICUSSION 

Recital of the proposed technique is estimated with existing 
three states of art methods by means of the metrics sensitivity 
and specificity. 
A. Sensitivity 

Sensitivity signifies the magnitude of tampered images that 
are precisely classified as tampered. It is computed with the 
formula, 

 
 

 
Fig  6: Fuzzy Interface process 

 
Where TP signifies true positive and FN designate false 
negatives. 
B. Specificity: 
It signifies the magnitude of genuine images that are precisely 
exposed as genuine. It is premeditated with the formula, 

 
Where TN signifies true negative and FP indicates false 

positive [20]. Performance evaluation of projected technique 
with the existing techniques (FT, DR  and Zernike Method) is 
plotted in figure 7. 

 
Fig 7: Assessment of proposed technique with existing 

Techniques 
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VI. CONCLUSION 

A robust fuzzy based image forensic investigation method is 
presented in this article. This method automatically predicts 
simple, multiple copy-move tampered image and also the 
tampered image with blurring. Recital of the proposed 
technique is compared with frequency transformation based, 
dimension reduction based and Zernike moment based 
methods. Performance evaluation curve shows that PCA 
based method outperform other two methods but dimension 
of this method is high over the Zernike moment based 
method. The proposed fuzzy based image forensic 
investigation method exhibit 94% sensitivity and 95% 
specificity and outperforms all three methods. 
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