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Abstract: Internet of Things (IoT) refers the system of interrelated 
heterogeneous uniquely identifiable devices with the ability to 
collect data and communicate with each other to enable 
applications/services. The security and privacy are the two major 
issues as IoT applications are providing personalized services by 
collecting users' private, sensitive and confidential data. The 
traditional cryptographic methods are not appropriate for most of 
the IoT applications due to resource-constraints. The lightweight 
block ciphers are the most common solution to provide security 
and privacy in IoT. In this paper, various popular lightweight 
block cipher algorithms and their performance metrics are 
discussed in detail. The comparative performance analysis of the 
block ciphers are investigated through experimental study in 
terms of various metrics and their results are presented. Based on 
the study, we made recommendations to choose a suitable 
cryptographic algorithm for an IoT environment depending upon 
the desired level of security and privacy requirements. The 
detailed directions are also given which can be considered as 
guidelines for designing new security solutions. 
 

Index Terms: cryptography, Internet of Things, lightweight 
block ciphers, resources constraint devices, security and privacy.  

I. INTRODUCTION 

Today's world is moving towards what we want to what we 
wish. A new concept "Internet of Things (IoT)" focuses to 
fulfill this objective. There is no commonly accepted 
definition for IoT worldwide. The term IoT is defined by 
different authors in different ways.  The most popular one is 
"Any uniquely identifiable things that can be connected by a 
network and used based on anywhere and anytime for 
anything" [1]. IoT is an environment where physical objects 
interact with the real world. The IoT-devices can be 
inter-connected with each other without human interaction. 
The communication process can be accomplished with the 
help of sensors, actuators, processors, and transceivers [2]. 
The sensor and actuators are two important devices that help 
to connect devices with the physical world. 
The sensors are responsible to collect, store and process the 
data and actuator helps to take decisions according to the 
user's response [3].  
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The communications among IoT devices are mostly 
connectionless since these devices are located geographically 
at different places. Being capable of connecting anything in 
real-time, IoT exceeds their limit and continue to cover 
stranger areas such as personal gadgets, smart cities, health 
care, agriculture etc. 
While increasing the usage of IoT applications, we must 
familiar with limitation in the IoT environment. Further, 
these limitations become a barrier to the enhancement of IoT 
application areas. These challenges include computational 
capability, storage capacity, memory size, power 
consumption, and energy sources [4]. The IoT devices are 
typically built with lightweight computational capabilities. 
So, it is a challengeable task to maintain tradeoff between 
increasing computation capability and decreasing power 
consumption. The storage capacity of IoT devices are very 
less, measured in the unit of bytes or kilobytes. The energy 
sources to the IoT devices are not only batteries but also 
include human-body heat, indoor light, electrostatic 
vibration, magnetic fields, etc. Due to limited power 
capacity, these devices are bounded with fixed durability and 
capacity. These limitations are needed to be addressed to 
increase the application areas of IoT. This requires a detailed 
study of existing solutions to the various IoT related security 
problems by considering the various limitations. On the other 
hand, security and privacy become a major issue as IoT 
devices are loosely connected.  
In this paper, the detailed study of various lightweight block 
ciphers are presented by considering the various limitations 
of IoT. Based on this study, we shall endorse to choose the 
lightweight block cipher for an IoT environment depending 
upon the desired level of security requirement. The detailed 
discussion is also given which can be considered as 
guidelines for designing new security solutions. The rest of 
the paper is ordered as introduction of the privacy and 
security, lightweight block ciphers definition and their 
working strategies with security strength, defines 
performance metrics and measures the performance of each 
block ciphers with respect to different parameters. Finally, 
last section concludes the paper. 

II. PRIVACY AND SECURITY 

To provide personalized services, IoT devices are gathering 
information about users' private activities. This raises 
questions among users whether and how their data are secured 
and private. The privacy and security are two important terms 
that are directly proportional to the user's confidence. 
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 The users want different levels of security as per their 
application requirements and kind of data being collected by 
the applications.  These terms are measured based on how 
much their data are secured against different types of security 
threats. Privacy helps to protect user identification and security 
protects against unauthorized data accessing.  
The privacy is psychological belief and its definition varies on 
human being [5]. It is a fundamental right for the human being. 
"Any unauthorized capturing of any human's personal 
information such as thoughts, objectives, opinion or some 
other issues, makes violation of privacy" [6]. Information 
privacy was defined by Westin in 1968 as “The right to select 
what personal information about me is known to what people” 
[7]. 

The privacy always gets respect by well-defined security 
policies. Data processing and analysis are as important as how 
analyzed data can be kept secured. With the increasing use of 
IoT technologies, the developer and designers should be 
committed to embedding well-defined security solutions 
against threats with IoT applications [8]. The privacy and 
security are such incredible terms that can be used to win the 
user's trust by IoT developers and designers. 

III. LIGHTWEIGHT CRYPTOGRAPHY IN IOT 

ENVIRONMENT 

The encouraging of IoT technology evolution, security 
threats are also analogue increasing. The basic constraints with 
IoT embedded devices are limited resources. So, this is a 
challengeable task for the designer & developer to implement 
security techniques with limited resources. Having to win the 
trust of users, it is necessary to provide security against 
different types of threats. 

The lightweight cryptography algorithms [9] are designed 
with the consideration of low implementation cost and low 
power consumption. These algorithms are also helping to keep 
the tradeoffs between limited resources and the desired level of 
security. The privacy and security threats are not limited to 
only the IoT environment as parallelly exists in other 
communication environments. The reason for using a 
lightweight algorithm is that there are limited resource 
constraints and limited energy sources. Depends on the 
applications' requirements, the suitable lightweight algorithms 
may be selected by considering the performance metrics [10]. 

Figure 1: Working of block cipher algorithm [11]. 

Working strategies of lightweight block cipher algorithm are 
illustrated in figure 1. The process to convert from plain text to 

cipher text consists of R rounds and key scheduling. The round 
function uses previous round to get input Nb bits plaintext and 
sub-key then generates the output to the next round. The key 
schedule function adds a sub-key at each round to generate 
input for the next round. These two steps help to generate 
cipher text from input plain text.  

The popular lightweight blocks cipher algorithms in the 
literature are given below. 

A. HIGHT 
The HIGHT (High Security and Light Weight) [12] 

algorithm comes under the feistel structure. This is suitable for 
cheaper, low-energy, ultra-light implementation and contains 
64-bit block size, 128-bit key size and 32 rounds. This 
algorithm is software-oriented rather than 
hardware-orientation and can be implemented with 3048 gates. 
It is sufficient for low cost and power consumption constraints 
devices. The gate count value represents the required hardware 
complexity and associated power consumption. The 
encryption operation in the HIGHT algorithm consists of a key 
schedule, initial transformation, round function, and final 
transformation [12]. The decryption operation in the HIGHT 
algorithm is performed in the inverse order of encryption 
operation. The key schedule engenders sub keys in the inverse 
order. The round function in the decryption process has 
subtraction mod 28 in place of addition mod 28 and byte-swap 
with the opposite direction to that in the encryption procedure. 
It executes faster in 8-bit-oriented architecture and suitable for 
IoT application as most of the devices are having limited 
resources.Evaluating the security forte of HIGHT algorithm 
discloses that this is secured against various types of attacks 
such as Saturation Attack [13], Boomerang Attack [14], 
Interpolation [15], Higher-Order Differential Attack [16], etc. 

B. LBlock 
The LBlock [17] algorithm also comes under the family of 

the feistel structure. The block length is 64 bits and the key size 
is 80 bits with 32 rounds. LBlock can be implemented 
efficiently not only in hardware environments but also in 
software platforms. The encryption process can be 
accomplished by a 32-round iterative structure. The round 
function consists of confusion function S and diffusion 
function P, performed in each round of the encryption process. 
As parallel, eight 4-bit S-boxes are kept by confusion function 
S and illustrates non-linear layer of round function F. The 
permutation of eight 4-bit blocks are made by diffusion 
function P. The decryption process is same as encryption 
process but performed in inverse order [18].  

The impossible differential attack [19] is cryptanalytic 
techniques that influence the security strength of many block 
ciphers algorithms and proposed by Kim et al. [20]. According 
to the complications of the impossible differential attack on 
20-round LBlock [13], we assume that the full 32-round 
LBlock has enough security margins in contradiction of this 
attack. The integral attack [20] and Related-Key Attacks [21] 
are also the most powerful attacks on LBlock. To get 
prevention from these attacks, we have to control the amount 
of active S-boxes. 
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C. ITUBee 
The ITUBee [21] lightweight algorithm be appropriate to 

the family of feistel structure and is a software-oriented 
lightweight block cipher. It consists of 80 bits block size, 80 
bits key size and 20 rounds. The algorithm is especially 
suitable for resource-constrained devices including an 8-bit 
microcontroller such as sensor nodes in wireless sensor 
networks.  

To diminish the energy consumption of the cipher, the key 
schedule is not preferred. The encryption process is achieved 
as: top and bottom of encryption algorithm, (ML || MR) and 
(MR || ML) are used as whitening keys respectively. MR is 
used as round keys for odd rounds while for even rounds ML is 
used, where M= 80-bit master key, ML = left half of the master 
key, MR = right half of the master key. 

The decryption process is the similar as the encryption 
process excluding the decryption process of key is (KR || KL) 
and the round constants are used in inversed order. 
The differential and linear cryptanalysis is cryptanalysis 
methods to measure the security strength of ITUBee block 
cipher and committed to count the number of active S-boxes. 
However, it is very difficult to count the number of active 
S-boxes in ITUBee block cipher. Some other attacks examine 
the security strength i.e. related-key differential attacks, 
meet-in-the-middle type attacks, Self-similarity Attacks, 
Impossible Differential Attacks, etc. 

D. LILLIPUT 
The LILLIPUT [22] comes under the feistel structure. This 

algorithm has 64 bits block length and 80 bits key length with 
30 rounds. The encryption at each round carries basic steps are 
achieved to generate i.e. non-linear layer, linear layer and 
permutation layer. The key schedule depicted produces the 30 
sub-keys RK0 to RK29 from the master key M and is designed 
to allow on-process computations. The decryption is fairly 
similar to encryption but uses block permutation and sub-keys 
in the reverse order. 

The security forte of LILLIPUT can be investigated to 
distinguish a permutation obtained with LILLIPUT from a 
random permutation. The side-channel attacks use some 
special knowledge about the implementation of a cipher to 
break its security. 

E. LED 
The LED (Light Encryption Device) [23] algorithm comes 

under the Substitution Permutation Network (SPN) structure. 
This is a 64-bits block length and key length from 64 bits to 
128-bits with 32/48 rounds. The encryption procedure of LED 
contains of four rounds of operation to generate cipher state i.e. 
AddConstants, SubCells, ShiftRows, and MixColumnsSerial 
[23]. The security study of LED is used to estimate the security 
strength resistant in contradiction of classical attacks and 
several kinds of related-key attacks. The slide attack [24] is a 
block cipher cryptanalysis technique that feats the amount of 
self-similarity of a permutation. The round-dependent 
constants addition property of LED generates different at all 
rounds which marks the slide attack unbearable to perform. In 
addition to these attacks, the rebound attack [25] and its 
upgraded variations, Super-Sbox cryptanalysis [26] and 
Integral attacks [27] also a major attack on the LED block 
cipher algorithm. 

F. KELEIN 
The KELEIN [28] algorithm goes to the family of the 

Substitution Permutation Network (SPN) structure. The block 
size defined in this algorithm is 64 bits and different key sizes 
64/80/96 with 12/16/20 rounds.  

The counter mode [29] helps to avoid implementation cost 
of decryption in most of lightweight block cipher but KLEIN 
evades implementation cost deprived of fixing on any cipher 
mode. Its primary emphases on software implementations but 
also relishes hardware competence resulting from its humble 
structure with an involutive S-box. The numerous key sizes of 
KLEIN offer suppleness and a reasonable security level for 
omnipresent applications. 
KLEIN's security analysis is used to demonstrate its confronta
tion with different cryptanalytic attacks. Based on the branch 
number, i.e. the number of active S-boxes in a certain number 
of rounds, the linear and differential attacks of a block cipher 
make resistance. By mixing the RotateNibbles [28] and 
MixNibbles [28] steps, the KLEIN can reach an equilibrium 
between the minimum amount of active S-boxes and the 
software performance for resource-constrained appliances. 

Additionally, KLEIN also secured against key schedule 
attacks, integral attack, algebraic attack, side-channel attack, 
etc. Summarized description of light weight block cipher 
algorithms are given is in the table 1. 

Table 1: Summarization of Lightweight Block Ciphers 
Cipher Year Technique Key Size 

     (bits) 
Block Size 

        (bits) 
No. of Rounds 

 

HIGHT 2006 Feistel network 64 128 32 

LBlock 2011 Feistel network 80 64 32 

LED 2011 Substitution and permutation network           64/128 64 32/48 

KLEIN 2011 Substitution and permutation network 64/80/96 64 12/16/20 

ITUBee 2014 Feistel network 80 80 20 

Improved Lilliput 2015 Feistel network 80 64 30 

IV. DESIGN PARAMETERS AND PERFORMANCE METRICS

The performance metrics are suffering from a lack of universal 
evolution platform to measure the performance systematically 
and consistently. There are several performance metrics 

defined by various authors to measure the performance of 
lightweight algorithms [11] 
[30].  
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These metrics depend on the various other factors and mostly 
specific to a particular platform/application.  The performance 
metrics are separately designed for software and hardware 
implementation platforms. The research challenges vary for 
software platforms and hardware platforms. 

A. Software Platform Metrics  

In order to optimize the use of memory size, speed, power and 
energy, the software platform metrics play a significant role. 
The execution speed can be enhanced by minimizing the 
number of execution cycles i.e. reliant on instruction set 
architecture, coding style, and code structure. The performance 
metrics used to calculate the encryption time, throughput, area, 
power, and energy are completely dependent on number of 
rounds and block size [11]. If two or more block ciphers have 
the same block size and round value then it becomes difficult 
to differentiate which is better, becomes a problem. The 
solution of this problem can be handled by using the key size 
that plays an energetic role to measure which algorithm is well 
in which situation. 

a. Timing  
The time required to encrypt a single block can be obtained 

by cycle time multiply with amount of cycles to encode one 
block. 

                   

The value of Tcycle is obtained by timing delay of register 
(Treg.) adding with combinational logic. 

                   

The specified constant CB means amount of cycles to 
encode one block, can be obtained by 

                 

where Cidle = 2 (typically value), R = amount of cipher rounds, 
r = amount of rounds implemented in hardware. Finally, the 
period to encode a single block can be calculated as 

                                  

b. Throughput  
The throughput (bits/second) is a significant metric to 

measure the competence of the algorithm. There may be 
different throughput value while computing across platforms 
which depends on the frequency and block size. The 
throughput can be calculated as 

              

 where NB = block size, F = frequency 

B. Hardware Platform Metrics 

The hardware implementation platform is dedicated to 
optimal use of area, speed, and energy. The metrics are 
inter-related to each other when adjusting some metrics may be 
influenced by the performance value of other metrics [11]. 

a. Area 

The design area covered by block length can be measured 
by area. The designed area is also getting affected by different 
architecture types and implementation procedures. In the case 
of ASIC (Application-Specific Integrated Circuit) 
implementation, the occupied area is measured by physical 
design tools (denoted by um2). In the case of FGPA (Field 
Programmable Gate Array) implementation, the resource 
utilization represents the area, where the resource is vendor 
dependent basic blocks/elements. 
The implementation area depends on the value of r, Nb and 
overhead logic. The area can be expressed as  

                                   

where Ar = area of implemented r rounds, ρ1 = Ar growth with 
respect to r, when Nb = 0, ρ2 = Ar growth with respect to r, 
when Nb increases, Ar0 = area of overhead logic, which 
includes control and key scheduling, Ar1 = area of single 
round, assuming minimum block size, Nb = block size, ν = ANb 
growth per bit. 

b. Power 
The power consumption measurement is essential for 

defining the performance metrics for the energy of the 
algorithms. The power consumption can be optimized by 
lowering clock frequency and reducing the throughputs. The 
power consumption can be defined as  

                   

    
                 

      
 

where α = power per unit area, α1 = r-dependent power per unit 
area factor, α2 = r-independent power per unit area factor, F = 
maximum frequency (F = 50 typically value)  

c. Energy  
The energy per bit metrics formalizes the energy concerning 

the number of bits in a cipher block. The energy to encode a 
single block is estimated as  

                  

The energy consumption to encode a single plaintext bit for 
a specific cipher Eb is stated as  

              

V. COMPARATIVE ANALYSIS OF LIGHTWEIGHT 

BLOCK CIPHER ON ASIC AND FPGA MODEL 

The objective of comparative analysis is to illustrate the 
variation of performance matrices on ASIC and FPGA models.  
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Table 2: ASIC and FPGA Designs Constants [11] 
Constant ASIC [30] FPGA [31] 

Nb 64/80 64/80 

Treg 11.77 0.0140 

τ1 0.5 0.000143 

τ2 0.00375 8.9375e-07 

ρ1 0.60 0.61 

ρ2 0.0014 0.005 

Ar0 2445 80 

Ar1 2042 30 

ν 10 2 

α1 0.0002 0.003 
α2 0.001 0.5 

The ASIC design is an integrated circuit that can be modified 
for a specific use than proposed for general-purpose use and 
FPGA design can also be organized by a customer or a 
designer after built-up. Both designs carry Hardware 
Description Language (HDL) for hardware configuration. The 
hardware implementation is highly prejudiced by platform, 
front-end tools, physical design, etc. The in-depth analysis of 
design options and results about lightweight block ciphers are 
presented in [30] [31]. The constant values for ASIC and 
FPGA are given in table 2[11]. By using these constant values, 
the software and hardware performance metrics are calculated.  

A. Lightweight Block Cipher Implementation in ASIC 
Model 

The performances of lightweight algorithms (HIGHT, LBlock, 
ITUBee, Improved Lilliput, LED and KLEIN) are measured 
with the implemented in the ASIC model, performance metrics 
introduced in the previous section.  The encryption time, 
energy consumption and throughput (bits/sec.) concerning 
different values of r are presented in figure 2, figure 3 and 
figure 4 respectively.  

 
Figure 2: Encryption time for single block versus r 

Figure 2 illustrates the encryption time for a single block 
regarding different values of r. The LED consumes high 
encryption time and ITUBee and KLEIN block cipher takes 
less amount of encryption time as compare to all other 
algorithms. The HIGHT and LBlock consist of the same block 
size (Nb= 64-bits) and the rounds (R=32), consumes the same 
amount of encryption time for a single block. The key size 
(bits) is used to measure the strength of the HIGHT (128-bits 
key size) and LBlock (80-bits key size) block cipher 
algorithms.  
 

Figure 3 expressions that the relation between throughput and 
hardware implementation rounds values (r) is directly 
proportional to each other. If the value of r is increasing then 
the throughput is also increasing.  

The ITUBee algorithm gives the highest throughput value as 
compared to all other algorithms. According to the throughput 
value, the performance of the LED algorithm is very poor on 
FPGA design. It has been discussed that HIGHT and LBlock 
give the same throughput value due to its similar properties 
(block size and key size). 

 
 
 
 
 
 
 
 
 

 
 

 
 

 

Figure 3: Throughput time (bit/sec.) versus r 
 

Figure 4 shows energy consumption per block regarding the 
different values of r. The energy consumption value of HIGHT 
and LBlock are also the same due to their similar properties. 
The energy consumption rate is high in the LED block cipher 
algorithm and the KLEIN algorithm consumes less energy as 
compared to other algorithms r. When the value of r goes 
above 4, the energy consumption remains constant. 

Figure 4: Energy consumption per block versus  
 

B. Lightweight Block Cipher Implementation in FPGA 
Model 

All the lightweight block cipher algorithms discussed in the 
previous section, are also implemented in the FPGA model. 
The encryption time, energy consumption and throughput 
(bits/sec.) of various algorithms concerning different values of 
r and the results are presented 
in figure 5, figure 6 and figure 
7 respectively. 
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 The encryption time for a single block regarding different 

values of r is shown in figure 5. 
The HIGHT and LBlock consume high encryption time as 
compare to other algorithms (Improved Lilliput, LED, KLEIN 
and ITUBee). In the FPGA model, the KLEIN (Nb=64, R=20) 
and ITUBee (Nb=80, R=20) consume the approximately same 
amount of encryption time for a single block. 
 

Figure 5: Encryption time for single block versus r. 

The HIGHT and LBlock also consist of the same block size 
(Nb = 64-bits) and the rounds (R = 32), consumes the same 
amount of encryption time for a single block. Due to this 
similar property (same block size and rounds), the key size 
plays a vital to measure the security strength of these 
lightweight block cipher algorithms. 

 

  
Figure 6: Throughput (bit/sec.) versus r. 

The lightweight block cipher algorithms are implemented in 
the FPGA model gives the same result as the ASIC model. The 
ITUBee algorithm achieves the highest throughput (bits/sec.) 
value and the LED algorithm gets the lowest throughput value 
as compare to other algorithms (figure 6). As the value of r 
increases, the throughput is also linearly increasing for all the 
algorithms. 

 
Figure 7: Energy consumption per bit versus r. 

The energy consumption (figure 7) value for HIGHT and 
LBlock are also the same due to their similar properties. The 
energy consumption rate is high in the LED block cipher 
algorithm and the KLEIN algorithm consumes less energy as 
compared to other algorithms. When the value of r increases, 
the energy requirements of all algorithms are coming very 
close to each other. 

VI. SUMMARY AND DISCUSSION 

The comparative performance analysis of performed to 
arrange the lightweight ciphers according to their ranks with 
respect of encryption time, throughput and energy 
consumption. The encryption time and throughput are related 
to the software performance metrics and the energy 
consumption is related to hardware performance metrics. At 
the result discussion phase, it is very difficult to analyze 
software performance because it is completely dependent on 
coding style and platforms. In hardware performance metrics, 
the measurement of energy consumption concludes area and 
power evolution. If the area and power constraint get 
influenced due to any reason, directly affects energy 
consumption.  
The summarized results are not exactly consistent because of 
the differences in platforms. This is not a trivial task to analysis 
on heterogeneous software and hardware platforms. However, 
we are drawing the general conclusion and designate the top 
lightweight block ciphers with respect of time, throughput and 
energy consumption. The performance of lightweight block 
cipher algorithms in both ASIC and FPGA models are 
identical and concise in figure 8 and table 3.  
 

 
Figure 8: Comparative results of lightweight block ciphers 

in terms of time, throughput and energy. 

The time and energy axis rank best block cipher which takes 
less encryption timing and energy consumption. Similarly, the 
throughput axis ranks best block cipher which gives high 
throughput (bits/sec.). 
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TABLE 3: CONCISE OF BLOCK CIPHER STUDIES ON 

SOFTWARE AND HARDWARE PLATFORM  

Algorithm Summary 

HIGHT & LBlock Fourth in encryption timing 
consumption. 
Second position in throughput producing.   
Fourth position in energy consumption.   

ITUBee Second in encryption timing 
consumption. 
Fifth and last in throughput producing.   
Second position in energy consumption.   

Improved Lilliput Third in encryption timing consumption. 
Third in position in throughput 
producing.   
Third in position in energy consumption.   

LED Fifth and last in encryption timing 
consumption. 
First in throughput producing.   
Fifth and last in energy consumption. 

KLEIN First in encryption timing consumption. 
Fourth in throughput producing.   
First in energy consumption. 

VII. CONCLUSION  

As IoT is emerging, it is being applied in wide variety of 
applications. The major issue in the IoT environment is 
security and privacy. The IoT devices are built with resource 
restriction constraints such as limited power source, 
computational capabilities, and storage capacity. The 
lightweight and ultra-lightweight block cipher algorithm are 
most suitable to provide data security.  
We discuss that a precise comparative study must be 
conducted on the platform to measure the performance 
metrics. The performance metrics is also classified as software 
and hardware performance Metrics.  These Metrics are 
implemented on ASIC and FPGA model. It consistently 
measures the encryption time, throughput and energy 
consumption per block. The same constant values are 
measured with these models. The result can be analyzed as the 
encryption time in FPGA is very less as compared to the ASIC 
model. Both models give the same throughput and the energy 
consumption is also better in FPGA. 
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