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ABSTRACT---More connected devices bring amazing benefits 

to people and enterprises. However, they also create more digital 

doorways. The risk in IoT is not just financial. IoT connecting 

medical devices, running city infrastructure and even the houses 

we sleep in.  

Connected gadgets and sensors in our homes and working 

environments known as the Internet of Things-offer gigantic 

potential for improving how internet live and move around. We 

can quantify wellbeing information, travel propensities and 

vitality use. In any case, as more gadgets become associated, 

vulnerable they are to  complex digital security dangers. 

Connected devices and sensors in our homes and workplaces-

known as the Internet of Things-offer huge potential for 

improving how we live and move around. We can measure health 

data, travel habits and energy use. But as more devices become 

connected, the more vulnerable they are to sophisticated cyber 

security threats. 

There exist a few application security issues; for example, data 

access and user authentication, data protection, decimate and 

track of information stream, IoT platform stability, middleware 

security, the executives stage, etc.  An effective trust management 

model is to be used in each IoT framework to ensure the 

framework against malevolent assaults and consequently 

ensuring dependable and secure data transmission. To achieve 

this objective, various trust management models are used to 

enforce different security measures in a social IoT system. Two 

different trust management models namely dynamic model and 

machine learning based model are clarified and correlation of 

model are expressed and along these lines the benefit of one 

model over the other is comprehended.. Appropriately in this 

paper, a detailed study of each model is done with other pinpoints 

thus leading to a thorough study of two diverse trust management 

models. 

Keywords—Internet of Things, Trust Management, Dynamic, 

Machine Learning 

I. INTRODUCTION 

Internet of things is a thought that enables components to 

distinguish and accumulate required information from the 

physical world and offer this assembled information through 

network which can be dealt with and used for various 

reason. In IoT, a thing can be an individual, area, time data 

or a condition. Appropriately we can say that an IoT is only 

an internetworking of gadgets to share information 

crosswise over network. Since the contraptions are worked 

with chips and sensors, each device ends up locatable. 

The IoT is a novel perspective that is of significant 

enthusiasm for present day world since it empowers us to 
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make a smart environment utilizing this technology. The 

objective of the IoT's improvement is to associate the 

environment and physical world to the remote systems; this 

would empower machines, objects and workplace intuitive. 

By utilizing IoT sensors, objects will be equipped for 

exchanging the information with different machines without 

the assistance of human obstruction. In any case, the 

security chance is expanding quickly because of its 

transparency. So ensuring whether the imparting entities are 

genuine or not is a vital concern. To understand this issue a 

trust management framework is acquainted in with the IoT 

organize. Trust the management models help this strategy of 

ensuring genuineness of components in an IoT system. 

Trust management going for fathoming disseminated 

security related issues become a looking into spot as of late. 

Trust management is a useful innovation to give security 

solutionsand its outcome has been used in various 

applications. Trust management expect a basic employment 

in IoT for reliable information combination and mining. So 

with the help of a trust the official structure IoT can give the 

most ideal trust benefits as shown by the requesting. 

II. LITERATURE SURVEY 

Saied, Olivereau, Zeghlache, and Laurent (2013) 

proposed an incorporated context-aware mindful trust model 

to oversee coordinated effort between hubs with various 

setting and asset limits. In this model, a hub planning to set 

up a cooperative administration sends a reliability 

solicitation to a focal trust director. The trust director 

gathers reliability data on the hubs relying upon a given 

setting. It at that point yields suggestions on hubs to the 

mentioning hub. The mentioning hub depends on the 

communitarian administration given by the suggested hubs, 

and evaluates the nature of every individual administration 

arrangement from each helping hub. At last, the trust 

director performs self-refreshes by gaining from past tasks 

to improve future activities. 

In (Wang, Bin, Yu, & Niu, 2013; Lize et al., 2014), 

authors proposed a layered trust model utilizing fuzzy set 

hypothesis and a formal semantics-based language. In this 

model, there exist service requesters and a service provider 

The IoT is considered as an expert association, and is made 

out of three layers: sensor layer, center layer, and 

application layer. The trust the plan plot joins three phases: 

trust information extraction express for each layer, trust 

transmission to the accompanying layer, finally trust basic 

leadership, which is transmitted to the administration 

requester. 
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Truong, Lee, Askwith, and Lee (2017) proposed a trust 

assessment demonstrate stage that they considered as Trust 

as a Service (TaaS) for SIoT condition. They characterized a 

numerical formula to total QoS and social qualities in a 

particular setting to choose of the reliability of a given 

specialist organization. 

III. CHALLENGES OF IOT TRUST MANAGEMENT 

The IoT trust management must have strong security 

assurance for all IoT nodes at all circumstances, from the 

identification of objects to the provisioning of services, from 

the acquisition of data to the governance of the entire 

infrastructure. This kind of security mechanism should take 

services into consideration from the very beginning of that 

entity’s life cycle. The challenges of IoT trust management 

are as follows: 

Heterogeneity  

The Internet of Things interacts with the physical world with 

a large number of different things which only have an 

interface in common in order to transmit. The differences 

between those things can be the operating system, 

connectivity, I/O channels, and performance. A cause for 

these differences may be the hardware of the things which 

may lead to different computational power, storage capacity 

and energy consumption. Everything connecting into IoT 

could be viewed as a node, which could be locatable, 

addressable, and they may use different protocols and 

various data structures to communicate. Therefore, security 

protocols that connect all these nodes into IoT should be 

light-weighted and have good transformation property. 

Scalability  

Things connecting to the Internet of Things keep increasing 

would lead to countless numbers of communication, 

transactions of information. Trust management system 

should be robust enough to handle the sudden increasing 

data transaction using load balance algorithms or other well-

designed structures to alleviate the traffic jam. We need to 

keep enough numbers of devices that are runnable in order 

to stay fully functional. 

Data and Privacy  

In terms of IoT, millions of data will flow into this highly 

automatic network. In this kind of internet, one could get the 

profile of other persons without his/her permission. Data 

privacy is one of the most sensitive subjects not only in IoT 

but also in all kinds of information transaction systems. In 

addition， in IoT environment, the elements are highly 

heterogeneous, the mechanism or the security protocol 

should consider the properties of the IoT entities that many 

nodes do not have sufficient space or computation ability to 

handle all the request that a server asks it to do. Therefore, 

single data management may not be available to handle such 

diverse mechanisms. To manage such big amount of data, 

we need the mechanism has the ability to deal with the 

transactions, interpreting, and optimally balance all the 

rules. 

Identity  

Identity management is an important aspect of the internet 

of things which must be taken into account by trust and 

reputation systems. Nodes in IoT may have a core identity 

and several further identities and it is possible that node 

hides its true identity. Identity management pays attention to 

authorization as well. Authentication and authorization have 

some open research issues at the same time. The issues aims 

at how to balance the system between the centralized and 

distributed way to cope with the trusted delivery. 

Trust and governance  

Trust is more than helping the IoT nodes to find a better 

trustee to contact with, or reducing the uncertainty while 

they are interacting. Such mechanism could be well 

designed in order to not only find the partner for meeting the 

needs but should also understand what it means while 

providing the trust services. Governance helps to strengthen 

confidence on the Internet. 

IV. METHODOLOGY& RESULTS 

Dynamic Trust Management 

The dynamic trust management model keep up three trust 

properties for every hub in particular honesty, 

cooperativeness and community-interest defined as follows:  

1. Honesty: Honesty trust metric speak to whether a gadget 

is straightforward or not. To register the honesty 

estimation of hub y, hub x will keep track a check of 

suspicious untrustworthy communication encounters 

performed by hub y which hub x has seen during a 

period interim .This is finished with the assistance of a 

lot of irregularity location principles, for example, high 

inconsistency in proposal, incredible distinction in 

retransmission interim, delay and so on. A hub is treated 

as a deceptive hub if this check surpasses a framework 

characterized limit and along these lines the estimation 

of genuineness metric of hub y will be equivalent to 0 

[12] 

2.  Cooperativeness: Cooperativeness trust metric speaks to 

the eagerness of a hub to give the required service or 

trust proposal . This measurement is processed by 

estimating the level of co-employable nature of hub y as 

assessed by hub x dependent on direct perceptions over a 

period interim. The social relationship existing among 

every hub is utilized to portray the cooperativeness. 

Every hub keeps up a companion rundown indicating the 

companions it has. The Cooperativeness trust estimation 

of hub x towards hub y is figured as the proportion of 

number of basic companions over all out number of hubs 

that x and y have. The supposition that will be that 

companions are probably going to be helpful towards 

one another and consequently hubs inside its companion 

rundown are increasingly reliable contrasted with 

different hubs. [12] 

3. Community-Interest: In community-interest trust metric, 

hubs with comparative capacity or regular intrigue are 

sorted out in to a particular network. Every hub keeps up 

a network rundown signifying the networks to which it 

has a place.  
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The people group intrigue trust of hub x towards hub y is 

processed as the proportion of the quantity of normal 

networks partaken by hub x and hub j to the all-out 

networks of hub x and hub y dependent on the immediate 

perception of hub x of hub y after some time interim. A 

hub with high network intrigue worth means a 

functioning hub.[12] 

Dynamic trust management system is needed to achieve 

reliable and efficient communication by detecting malicious 

attack in heterogeneous environment of Internet of Things. 

The proposed system is efficiently generating and evaluating 

trust for IOT objects by considering Interoperability, 

Dynamic Evaluation, and Heterogeneity. The architectural 

design of DTMS is given in the figure1. 

 

 
Fig 1: Dynamic Trust Management Model  

The DTMS consists of three steps: 

1. Information gathering,  

2. Recommendation for trust model selection, and 

3. Trust evaluation and detecting misbehaving nodes.  

The information gathering component collects Real Time 

Data and Historical Data from Internet of Things, which 

supports in deriving the trust value. 

Each object in the IoT has a different set of 

characteristics, so the trust model suitable of a particular 

object is not suitable to other. To achieve an efficient trust 

management system, each object has to follow a different 

trust model. The recommendation system based on the past 

history is proposed to choose a trust model for each object. 

Once it is chosen the selected trust model is used to evaluate 

the trust value.   

  Trust evaluation plays an important role in securing 

networks. Here the evaluation is based on selecting a proper 

Trust model. Based on the trust value, misbehaving node is 

detected on the communication path that contains malicious 

nodes. 

Machine Learning Based Trust Model 

 
Fig 2: Machine Learning based Trust Model 

 

The Machine Learning trust management model maintain 

three trust properties for each node namely knowledge, 

experience and reputation. 

In Machine Learning based trust model, first we analyze 

the trust metric that has been extracted e and predict the 

trustworthiness of prospective transactions based on the 

trained model. 

So as to accomplish this, we first utilize a unsupervised 

learning calculation to recognize two unique clusters or 

groups, in particular reliable and deceitful. The primary 

motivation to utilize the unsupervised learning over an 

supervised technique is because of the reality of 

inaccessibility of a named preparing set dependent on 

dependability connections. At that point a multi-class 

characterization procedure like support vector machine 

(SVM) is utilized to prepare the ML model so as to 

recognize the best edge level that isolates dependable 

collaborations from others.[2] 

Our primary target is to differentiate malicious 

interactions from trustworthy interactions with with most 

extreme limit division and least exceptions as opposed to 

classification itself. 

A model comparison can be performed to determine the 

best possible algorithm for each individual case, depending 

on the data set, dimensionality, number of classifications 

required and noise levels of the samples. A well-trained 

model like this can distinguish an incoming interaction 

between two or more objects much more effectively than 

linear weighing techniques.[2] 

 

COMPARISON OF TRUST MODELS 

 Dynamic based 

TM  

 

Machine 

Learning based 

TM 

Metrics 

 

Honesty, 

Cooperativeness, 

and Community 

Knowledge, 

Experience, and 

Reputation  

Intelligence 

 

Does not consider 

intelligence of 

devices 

It consider 

Intelligence of 

devices 

Path 

 

Use 

recommendation 

system to find 

secure path 

Intelligent 

decision making 

system finds 

secure path  
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Trust value 

 

Use 

protocols(SSL) to 

computes the 

trust value 

 

Filtering 

algorithm(K-

means) used to 

compute trust 

value  

 

Table 1: Comparison of dynamic and machine learning 

based Trust model 

V. CONCLUSION 

Trust management scheme is a main design characteristic of 

IoT safety to be correctly handled to ensure safe and reliable 

data transmission. Dynamic Trust Management System for 

IoT used in the presence of internal attacker by considering 

dynamic environment. A trust forecast model, which can 

properly define the trust limits of any interactions, is used in 

ML-based model labeling method. Using ML-based trust 

management scheme, IoT application performance can be 

maximized. 
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