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Abstract: The medical environment, combined with IT 

technology, is changing the paradigm for medical services from 

treatment to prevention. In particular infrastructure technologies 

such as big data and internet of things are being used in 

conjunction with the cloud as ICT convergence digital healthcare 

technology is applied to hospital medical systems. In particular, as 

medical services are used with IT devices, the quality of medical 

services is increasingly improving to make them easier for users to 

access. Medical institutions seeking to incorporate IoT services 

into cloud health care environment services are trying to reduce 

hospital operating costs and improve service quality, but have not 

yet been fully supported. In this paper, a patient information 

collection model from H-IoT(Hospital IoT)_system, which has 

established a cloud environment, is proposed. The proposed model 

prevents third parties from illegally eavesdropping and interfering 

with patients' biometric information through IoT devices attached 

to the patient's body at hospitals in cloud environments that have 

established H-IoT systems. In the proposed model, patients are 

now eligible for medical service by installing an IoT device, and 

medical staff can analyze patient disease information so that 

patients who visit the hospital can collect and receive treatment for 

diseases related to their eating habits. The disease information 

analyzed in the proposed model minimizes hospital work to 

facilitate the treatment and management of prescriptions 

according to the degree of disease in patients. On average, the 

time required for medical staff to collect and analyze IoT patient 

information was 7.8 percent lower than previous techniques. The 

results of 11.1% improvement in server efficiency for processing 

IoT patient information were obtained. The IoT medical 

information transmitted from IoT devices was 16.3% lower than 

the traditional technology, using diffusion band technology. 

 

Keywords : H-IoT, Cloud service, User privacy, Information 

analysis, eavesdropping, Biometric information.   

I. INTRODUCTION 

Recently, IoT technology is actively being studied in 

medical and electronic fields. As Internet of Things 

technology is applied to medical services, a number of 

different elemental technologies are integrated to effectively 

deliver medical services to users [1-3]. As IoT technology is 

applied to medical services, it is now possible to create new 

markets for medical services in hospitals. The Internet of 
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Things in the medical service sector is being used as a means 

to strengthen the competitiveness of medical services such as 

the prevention and management of patient diseases. 

The medical use of Internet of Things technology is 

different from other areas, such as reducing the time and cost 

of analyzing genetic information of users who receive medical 

services and checking health conditions as they are provided 

through genetic information analysis [4,5].  

The medical sector uses IoT services to store and process 

large amounts of data around mobile phones to support 

seamless medical services. Because most IoT services used in 

the health care sector must provide users with a large number 

of medical data across a variety of networks, data 

management for IoT services is essential [6]. 

In this paper, an efficient information transmission 

receiving model is proposed to prevent third parties from 

illegally eavesdropping and interfering with patients' 

biometric information through IoT devices attached to 

patients' bodies in hospitals that have established H-IoT 

systems. The proposed model allows clinicians to analyze the 

user's disease information so that they can collect and treat 

diseases associated with the eating habits of patients visiting 

the hospital through IoT devices. The analyzed disease 

information minimizes hospital tasks to facilitate the handling 

of prescriptions and care according to the degree of illness of 

the user. The proposed model processes patient disease 

information based on the assumptions of two environments: 

First, they share a code in advance for encoding users' 

information. Second, the synchronization process for the 

user's disease information should take place in the patient's 

IoT device. The proposed model improved safety by adding 

user information collected through IoT devices to the code to 

encode the total probability component values of health 

information linked to a combination of different medical 

information so as not to be exploited illegally by third parties. 

The composition of this paper is as follows. Chapter 2 

explores IoT healthcare services and IoT medical research. 

Chapter 3 proposes a user information collection model for 

H-IoT systems that have built up a cloud environment, and 

Chapter 4 evaluates the proposed model in terms of 

performance and safety, and finally concludes in Chapter 5. 
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II.  PROCEDURE FOR PAPER SUBMISSION 

A. H-IoT 

IoT has increased equipment associated with smart sensors 

to ensure convergence and connectivity between devices 

while increasing interest in the field of wireless 

communications [1,6]. In an IoT environment, home 

automation and security systems should be controlled through 

a wireless network or smart city services managed. Various 

health care technologies are being commercialized through 

various wireless network equipment. IoT health care service 

equipment is applied to bracelets, cell phones, glasses and 

clothes using web-based application protocol to provide IoT 

health care service to users [2,5,7]. One of the essential 

principles for protecting privacy in an IoT environment is to 

minimize data [4]. 

B. Previous Research 

A variety of studies have recently been proposed to provide 

medical services by applying IoT technology in the cloud 

environment. X. Cui et. al proposed a K-average-based 

medical information optimization technique using 

MapReduce to quickly analyze medical information used in 

medical services [8]. This technique used MapReduce(MR) 

to map data sets to the centroid using sampling techniques at 

the beginning and the end of the MR so that medical 

information is K-average. The W. Zhao et. al technique 

proposed an MR-based K-Means algorithm that could 

distribute medical information in parallel [9]. However, this 

technique randomly selected the initial seed to be multiple 

iterations in order to process medical information in large 

quantities. The Bahmani et. al technique proposed an 

algorithm that could be processed after equal clustering of 

medical information data [10]. The Cai et. al technique 

proposed a technique to modify the K-Means algorithm to 

classify large amounts of medical information into data sets of 

different sizes. This technique is characterized by multiple 

clustering without specifying the number of data sets in 

advance [11-13]. These techniques suggested techniques 

using the DBSCAN algorithm in MR. Some researchers have 

proposed techniques that have expanded the size of data sets 

to improve the performance of this technique [14,15]. 

III. PATIENT INFORMATION MANAGEMENT 

TECHNIQUES USING H-IOT SYSTEM BASED ON 

CLOUD ENVIRONMENT 

Various ways to reduce the workload of hospital officials 

have been studied at hospitals recently by using the biometric 

information of patients visiting hospitals. Most patients who 

visit hospitals often visit hospitals to get treatment for 

illnesses caused by eating problems. To minimize hospital 

work, hospitals are currently using the IoT system to collect 

and analyze patients' biometric information without any 

sanctions. However, it is not easy to analyze accurate patient's 

disease information because such methods include and 

analyze noise generated by the patient's IoT devices. This 

section proposes patient information transmission techniques 

to prevent third parties from illegally eavesdropping and 

interfering with patients' biometric information through IoT 

devices attached to the patient's body at hospitals that have 

established cloud environment-based H-IoT systems. The 

proposed technique treats patient disease information based 

on the assumptions of two environments: First, codes for 

encoding patients' biometric information are shared in 

advance. Second, the synchronisation process for patient's 

disease information should be done on the patient's IoT 

device. 

A. Overview 

Recently, hospitals are changing their environment to 

check the health of patients visiting hospitals through sensors. 

The reason why the hospital environment has changed is 

because the number of patients visiting hospitals has 

increased compared to hospital staff, improving the efficiency 

of hospitals and the quality of medical services. In this paper, 

even if a third party wants to leak the patient's health status 

information, it is not possible to safely check the information 

of the partitioned code if the value of the total probability 

element of the personal information is unknown. In the 

proposed model, patients' health status information is sent and 

received with the following objectives: First, the proposed 

model performs synchronization using pre-shared codes 

between IoT devices and hospitals to encode medical 

information generated by patients' IoT devices. Second, the 

overhead is minimized so that the patient's biometric 

information can be minimized in order to minimize the noise 

generated by the medical team's. 

 

 

Fig 1.  Overall Process of Proposed Model 

Fig. 1 shows the process of encoding/decoding codes that 

occur when patient's disease information is collected and 

analyzed through IoT devices in the proposed model. Fig. 1 

consists largely of four stages of detailed operation.  

· Step 1: Patient disease information is collected through 

IoT devices attached to the body and communicated to the 

IoT gateway.  

·  Step 2: A number of patient information collected 

through the IoT gateway is transferred to the service center 

and stored in the database.  

· Step 3: Information stored in the database is transferred to 

the clinical workforce or the clinical workforce accesses the 

patient's database.  

 

 

 



International Journal of Recent Technology and Engineering (IJRTE) 

ISSN: 2277-3878, Volume-8 Issue-2S6, July 2019 

182 

Published By: 

Blue Eyes Intelligence Engineering 

& Sciences Publication  
Retrieval Number:B10340782S619/2019©BEIESP 

DOI:10.35940/ijrte.B1034.0782S619 

· Step 4: The medical team analyzes the patient's 

information and feedback the analyzed information to the 

patient.  

As with Fig. 1, the proposed model uses a combination of 

patient's medical information collected through IoT devices to 

link patient's medical information with different combinations 

of medical information. The link values added to a patient's 

medical information have the effect of not illegally exploiting 

the patient's medical information from a third party. 

 Generate code for IoT medical information 

IoT patient information process that is collected through 

IoT device in proposed technique is same as Fig. 2. To 

generate different signals, such as Fig. 2, the IoT patient 

information is generated by dividing it statistically into 

interleaved parts in time units. 

 

 Fig 2. Code generation process for IoT medical information 

As Fig. 2, when IoT patient information is generated from 

each IoT device, IoT patient information is collected by a 

designated frame size and stored in a temporary buffer along 

with one frame address area. The most recent IoT patient 

information frame stored in the buffer is allocated to and 

transmitted in a time slot. The server recognises IoT patient 

information by separating frames according to the address 

area of the received IoT patient information. 

  Encoding/decoding of IoT medical information through 

code division 

Proposed techniques use large bandwidth using IoT 

medical information that is transmitted from IoT devices. 

Proposed techniques generate code so that the server can 

receive and recognize IoT patient information generated from 

IoT devices. Code of IoT patient information generated 

performs modulation process such as encoding and decoding 

of IoT patient information signals so that the server can 

recognize them. In the proposed technique, the process of 

transmitting and receiving IoT patient information signals 

consists of five stages. The proposed technique does not allow 

the malicious use of patients' information signals alone, even 

if third parties illegally eavesdrop on patient information 

collected from IoT devices. 

·Step 1: Modulation of IoT patient information signal 

In the devices attached to the patient's body, IoT patient 

information signals are modulated first by using phase 

modulation and frequency modulation. 

· Step 2: Modulation of the spread of IoT patient 

information 

Signals with primary modulated IoT patient information 

perform modulation operation once more to increase 

bandwidth. 

·Step 3: Transfer through a secure channel 

Modulated signals of IoT patient information are passed to 

the server through a secure channel. 

· Step 4: Perform secondary demodulation or reverse 

diffusion of IoT patient information 

The server performs demodulation or reverse diffusion to 

encode signals from patients with widely modified IoT. 

·Step 5: Information on IoT patients in primary order 

Because secondary or reverse diffused signals are almost 

equivalent to primary spread IoT patient signals in IoT 

devices, they are output after primary demodulation. 

IV. EVALUATION 

A. Environment Settings 

The data used in Table 1 were evaluated based on the results 

of the survey conducted on the medical staff (doctors and 

nurses) and staff in charge of administrative affairs at the 

medical institution using IoT devices from July 1, 2018 to 

August 31, 2018.  

Table- I: Notations 

Parameter Setting 

Period July 1, 2018 to August 31, 2018. 

Survey method Wired Telephone and Visiting 

Medical staff (doctor) 15 

Medical staff (career) 20 

Staff 25 

B. Performance Analysis 

Performance evaluation uses existing medical service 

techniques that provide medical services to patients without 

using IoT devices and proposed techniques that provide 

medical services to patients using IoT devices to conduct 

comparative assessments in three aspects: medical service 

care time, efficiency and overhead. 

 Medical Service Hours 

Fig. 3 is a result of the medical team analyzing patient 

information collected through IoT devices and evaluating the 

time needed to provide medical services to patients according 

to the number of medical staff. As with the results of Fig. 3, 

the amount of time it takes for medical staff to collect and 

analyze IoT patient information was 7.8% lower on average 

than previous techniques. These results are the result of 

analyzing information of IoT devices through codes given to 

IoT patient information. 

 

Fig 3. Medical Service Care Time to Analyze IoT Patient 

Information 
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 Efficiency 

Fig. 4 is a result of comparing efficiency in the process of 

collecting and analyzing IoT patient information by the server 

with existing techniques when information collected through 

IoT device is delivered to the server. As a result of Fig. 4, the 

proposed technique resulted in an 11.1% improvement in the 

efficiency of the server for processing IoT patient information 

over existing technologies, as it was linked by generating a bit 

column of probability element values for different personal 

information by dividing and receiving patient health status 

information based on code division of various heterogeneous 

IoT devices. Such results prevent third parties from illegally 

eavesdropping on patient information collected from IoT 

devices in the course of sending and receiving IoT patient 

information signals, so the IoT patient information signals 

alone cannot be used maliciously. In addition, the proposed 

technique provides various IoT patient information of 

heterogeneous species with probability variables based on the 

joint probabilities, thus processing IoT patient information 

more efficiently than existing techniques. 

 

 

Fig 4. Server efficiency in collecting and processing IoT 

patient information 

 Overhead 

Fig. 5 is a result of comparing overhead that is handled by 

servers when IoT patient information is sent and received by 

servers. An experiment by Fig. 5 showed that IoT medical 

information sent from IoT devices utilizes diffusion band 

technology, showing that the overhead of the server was 

16.3% lower than that of conventional technology. These 

results are the result of the modulating process of encoding 

and decoding by generating code so that the server can 

receive and recognize IoT patient information generated by 

IoT devices. 

 

 Fig 5. Overhead of server according to number of IoT patient 

information 

V. CONCLUSION 

The role of IoT technology in the medical service sector is 

very important, and it is used as a means to strengthen the 

competitiveness of medical services. In this paper, an efficient 

information transmission model was proposed to prevent 

third parties from illegally eavesdropping and interfering with 

patient's biometric information through IoT devices attached 

to the patient's body in hospital where H-IoT system was 

established. The proposed model minimized hospital work so 

that medical staff could analyze the user's disease information 

so that they could be collected and treated through IoT 

devices, and that prescribing and managing them easily 

according to the degree of the user's illness. The proposed 

model has enhanced the load reduction and throughput that 

can occur when decoding by adding to the code the overall 

probability element value of medical information linked to the 

combination of different medical information that divides 

users' IoT medical information into different codes of 

different sizes. According to the results of the experiment, the 

amount of time it takes for medical staff to collect and analyze 

IoT patient information was 7.8% lower on average than 

previous technologies. The proposed technique resulted in an 

11.1 percent improvement in the efficiency of the server 

because it divided and received patient health status 

information based on code division and linked the probability 

element values for different personal information on the 

patient's health status information to each code. In addition, 

the proposed technology showed that the overhead of the 

server was 16.3% lower than that of the existing technology, 

using IoT medical information sent from IoT devices. In 

future research, the company plans to evaluate performance 

by applying it to the IoT system of other hospitals currently in 

operation based on the proposed technique. 
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