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ABSTRACT--- In this area, we have introduced the scheme for 

detecting malicious communication over the network and for 

maintaining the pipeline until the communication ends. Targeted 

malicious emails (TME) is the method for detecting the malicious 

email in the computer network, this scheme has a unique 

protocol for detecting the fault. Methods have two variant namely 

Spam Analyzing and ClamAV with the classifier of random forest 

which has a strong mathematical model in TME. The dynamical 

process will take everything under detection process, Filtering 

will extract the feature into an alternative. Threats are filtered 

from the communication by using the protocol which was 

developed. We develop a unique scheme for auditing the network 

continuously till the network is idle. 

Keywords — Information, email, threats, Administration, 

Malicious 

I. INTRODUCTION  

In today’s situation, everyone should have an account in 

any of the website or application. In those cases, hackers or 

fraudster have taken this situation as their opportunities. In 

Online social network, there are many areas like Facebook, 

Instagram and so on. Here everyone will be inactive, 

hackers will create a fake account to take interaction with 

the people who are their target. People who is using the 

Facebook or Instagram for their business promotion, will do 

more things like creating a profile, details of own, etc., 

hackers will create a fake id to give request to that id, and 

they will aim them as like customer. Finally, they will send 

the malicious message to the people after accepting the 

request from the people. Malicious persons know the 

situation of the people in social media so that they can attack 

the people easily by knowing the situation [15,16]. 

Facebook is to connect the families, friends, etc. in our 

proposed system we have used the TME for detecting the 

malicious account and the information which is traveling 

from one place to another place. This scheme will act like 

protocol, every information or mail will be auditing before it 

gets to mail. This scheme will have methods like a request 

with permission or analyzing the person before accepting. 

Some hackers will install the virus filled an application to 

the computer or to the network connected server that system 

will act as a hacker for a long time without knowing us. In 

these cases, our proposed system will detect the fake 

application and removing it completely from the system. 

TME is the concept which was used in many areas for the 
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malicious system. The mathematical model is always heavy 

to satisfy but here we have used the concept with 

mathematical formula weight for a quality outcome, we 

have used some datasets for testing the scheme for building 

it in future [1]. In the existing system, they have used only 

to stop the malicious mail or application. It doesn’t have any 

concept to specify the person who is making these dangers 

in the network. Our system will help the whole network 

until it is in Idle [2]. The transmission control protocol is 

only for reducing the traffic in the network also distributed 

protocol will affect the entire system quickly or slowly. 

Various attacks will be detected by TME in communication. 

Our proposed system will help everything inside the 

network to get safer from hackers or malicious mail [3], [4]. 

As we surveyed, more operations are getting spoiled 

because of the fake id or malicious mail.so we satisfied this 

area as well. 

II. RELATED WORK 

OSN is very important for the people and they do not 

have any about the detection methods for the malicious 

account [4]. Wherever peoples crowd is high, we can expect 

the dangers of a malicious person in any way. 

Understanding the malicious account in Facebook or 

Instagram is very useful. It has some types for denoting the 

dangers namely, spam information, Phishing and virus 

social structure [5]. In Facebook or any social media 

network, grouping is very high, in those cases, we should be 

safe [14]. Verification is very important, giving full 

information without knowing anyone is also a malicious [6]. 

The relationship between user and hacker in OSN is very 

useful on the survey and some detection methods are very 

important in the networked area [7]. Telecommunication 

fraud is happening in more areas till now without any 

solution, here it has some rules before calling the person 

also has some algorithm [8]. Financial activities are very 

important, creating an account before sending the amount, 

hackers are creating a loophole for stealing the amount from 

the people without knowing them, these activities are very 

high nowadays [9]. Intrusion detection on twitter spammer 

is a very good example for our proposed system. It gives 

more example of detection system [10]. Some concept is 

using the extraction for whole usage with spammer 

detection [11], [12], [13]. 
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III. PROPOSED SYSTEM 

In our scheme, we have proposed a TME concept in depth  

to verify the message sent to the user from the administrator,  

if it happens on, then every message will be in secured and 

non spammer. Each concept that was proposed by the 

scheme will act as a protocol then it will take some 

mathematical terms to calculate the assumption using Bayes 

theorem and naïve classifier. 

Dataset and Feature extraction 

Here dataset, as shown in Table.1, has been taken for the 

calculation and comparison for the results which was taking 

to best. Method of the dataset has two names, one is the 

response vector another one is feature matrix. Here we 

would like to satisfy this scheme for golf players, every 

player will get an email from the server which is in a much-

secured manner. Dataset has humidity, temperature and so 

on. So that players will get the message like yes means they 

can play, if it is no, they cannot play on that day. Each 

calculation was made use of Bayes theorem. 

 

 
Fig. 1 Proposed Scheme  

 

In Fig.1, an email will be preprocessed by classifiers and 

the scheme. Here once the dataset was prepared then feature 

extraction will make a classifier to satisfy the area through 

the mathematical model. It uses some probability for 

choosing the best like YES or NO. These messages would 

be handled and maintained in an automated scheme. Every 

system has been used by some special model but here it is 

unique to expose. Finally, TME or Non-TME will be 

satisfied. This system uses some classifiers and theorem as 

follows.  

 

 

Table.1 Dataset  

Naive Bayes classifiers 

Here this classifier will be using this data for formation 

and process. Temperature, humidity, status are very 

important. So that classifier is using the probability concept 

to filter everything out of all data. The status will 

automatically go to the system by TME security. Before 

satisfies the data, it will move on to theorem for the process.  

Bayes’ Theorem 

This theorem is used for filtering the area and data. A and 

B is the event, here formula shows the concept for filtering 

the event out of all events which were placed in an area. 

 

By doing this method we can get the results as soon as 

possible, also useful for handling the data on the server side 

as well. This formula was using the Table. 1 data for 

filtering and formation. Every data will move from theorem 

to calculation. 

Assumption 

After data was filtered, it comes out for calculation and 

resulting, below formula will use all filtered data for 

resulting it in the secured way after some steps it will notify 

the data to the user at fast. 

 

In Table. 2, Out of all data, it may vary the result as per 

YES or NO. If the user is expecting YES, then the 

calculation will move up to different types. If it is no second 

type is faster because it may get filtered from the first type 

using the formula. 

 

 

Table.2 Calculation 

Here we can detect the mail which has malicious and 

which has not malicious.so our calculation was successful in 

this case. 

IV. EXPERIMENTAL RESULTS 

 
Fig. 2 Username and 

Password 
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In Fig.2 shows the username and password page for 

secured access, after logging into the system we can filter by 

giving the command like Yes or Not. Whatever command 

gives, it will be showing the result. 

 

 
Fig. 3 Execution and Output 

 

In the execution part, we can see the output as well. Here 

we have achieved the dataset by using the mathematical 

formula. Finally, it has a good result. Using this concept we 

can also achieve the banking service area for protecting the 

user and message. 

 

 
Fig. 4 Existing Graph 

 

 
Fig. 5 Execution Graph 

 

In Fig. 5, we have compared the existing model as shown 

in Fig. 4 with proposed method by detecting malicious mail. 

When comparing, we have reduced the number of malicious 

account or malicious mail from the fraudster. By comparing 

all this model with existing, we have achieved the system as 

good. As we compared existing has more number of 

malicious mail but in our proposed scheme we have reduced 

more number of malicious mail by implementing the secure 

synchronization using mathematical models. 

V. CONCLUSION 

More usage is occurring in Social media network as same 

to this, there is number of attacks are also occurring. To 

solve these issues and complexity, we have proposed the 

special scheme for protecting the area which is getting 

affected by a spammer in the social network. The result was 

achieved by the naïve classifier and implemented by Bayes 

theorem. In future work, this method can be used in banking 

region for securing the user message.  
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