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Security enhancement of Online Accounting
Data from Cyber Attacks
S. Gopalsamy, AV. Karthick

Abstract: The growing use of digital technology among
businesses has highlighted the significance and function of
cybersecurity as a fresh dimension of risk management, not least
because cyber threats and hazards have drawn considerable
public attention. Users typically do not understand the precise
place of their information or the other jointly recorded
information sources with theirs. The exchange of data on
cybersecurity lists a comprehensive list of prospective
advantages for government and private sector organizations.
Cloud Accounting (CA) plays a predominant role in corporate
finance. CA is a type of lease based accounting services. Client
access the accounting package anywhere in the world. The major
issue in Accounting is to secure accounting data. The aim of this
is to provide a deep understanding of security vulnerabilities and
solutions in online accounting with specific reference to cloud
accounting. The proposed efficient double secured accounting
environment for business using bio-metric based Iris, Rivest
Shamir Adleman (RSA) and Advanced Encryption Standard
(AES) algorithms provides the double standard highest security
for online accounting applications. The author designing a
prototype model to solve the issues related to security in the cloud
accounting problem, this model is used to tackle the intruders
from data hijacking. The results suggested that the proposed
system gives an enhanced security mechanism in terms of high
privacy and confidentiality. The major contribution of the study
is the use of protecting valuable data from intruders.
Keywords : data; security; accounting; corporate finance;
biometric; Iris; encryption; client.

I. INTRODUCTION
Cloud Accounting is also called an online accounting
system. It utilizes the accounting software where both the
software and the data stored online. Data is more precious for
every business enterprise. There is a Service Level
Agreement (SLA) between the client and CA Service
Provider (CASP). CASP denotes [12] the use of the internet
for recording the transaction and pricing. As there is a huge
demand for CASP they tie up with another is called the
federated cloud. It offers service in terms of pay per use. CA
reduces the cost [21] of operation and acquisition was
drastically increased. In the consumer-centric model [1] the
client calculates the price for remotely used service.
Accounting was one of the important components of business
activity. This paper deals about the decision making [23]
regard select the right accounting package to its enterprise.
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The traditional accounting system [15] fails to fulfill the
security needs of client needs due to the structural design of
the system. It helps the business [8] to forecast the current
financial position of the business and also an efficient
decision-making process. Infrastructure as a Service model
[30] of CA was mainly decided by resource metering and
accounting. It entirely depends on CASP or third party for
lease based.
II. EXPLORING OF CLOUD ACCOUNTING
The major attractive feature of CA in advanced countries is
due to the following reasons:
Zero maintenance
Existing hardware, software and network configuration
are enough to run the day to day changing IT industry.
Bundle of accounting package
The client selects an accounting package from the large
pool of Cloud Server. At any time, if the client wants any
changes that are made possible.
Dashboard for cash inflow and cash outflow
Just single click the user views the entire information in
the form of charts. Clients analyze the cash inflow and
outflow in a user-friendly manner. This helps to predict and
achieve the balance of payment.
Used in payroll processing, inventory management
Payroll processing and inventory management are
processed using CA. Inventory management is an art. Both
over-stocking and under-stocking lead to poor usage of
resources.
III. MOTIVATION OF THE STUDY
Business point of view data is treated as an Asset. In the
Recent days, the precious data are entered, stored, updated
and submitted in Online for Taxation and Auditing purpose.
This valuable data is hijacked by unidentified users. In
Today’s IT field various modern trends have come into
existence for solving real-time applications. Among them,
CA is more familiar. It is applied in various fields like
inventory, cash inflow, and cash outflow, marketing, sales,
the financial position of the company and so on. Being gets
more attracted by this technique the researcher like to
correlate and extend this concept in Management Studies
also. Based on this interest researcher, selected this research.
Cloud Computing [9], [38],
[39]
is
an
efficient
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cost-efficient strategy, in recent years that is adopted by many
of the companies.
IV. EXISTING SYSTEM
Storage as a service (S3) is one of the recently added
features of Cloud Computing. The rented S3 was classified
on the basis of a number of months, storage space in GB,
bandwidth, and operations. There is a huge possibility of data
hacking and intruders attack the CA system. There is a zone
of tolerance between the client and the CASP. The client
expects a more secure, reliable and fault-free service at the
lowest cost from the CASP. Service provider aims at low-cost
operations and high availability of CA. 18% of the total
companies in the worldwide using CA [22] report published
by ACCA-IMA. CA has different types of issues like storage,
bandwidth availability, security-based problems like
reliability and privacy and heterogeneity of jobs. Today all
information is stored in an electronic system. In business,
they need a large volume of space for storing valuable data.
They focus on how much privacy and reliability of
accounting data.
The existing CA model was used to enter the data, billing,
execute and store the data. Fingerprint-based systems are
removed by human nerve based security mechanism that
protects the data from unauthorized person. Cybercrime has
faced new problems day by day. Hackers and intruders
attacking the web page and create fake websites are seen in
the online. There is a tug of war between the system
developer/ professional and hackers/intruders. SLA [3] is
used to maintain a smooth relationship between CASP and
Clients.
Data security [17] as a crucial problem faced by the CA
system, both CASP and client jointly work together to solve
this security problem. CA is the migration of traditional
accounting operations into Dematerialization [7] using an
electronic platform. It is one of the emerging trend [36] using
internets for accounting. It helps to differentiate the business
from the competitive market. CA module [13] tries to achieve
using the federated cloud for small datacenters management.
CC has different types of issues [25] like storage, bandwidth
availability, heterogeneity of jobs, security-related problems
like reliability and privacy. Researchers take many efforts to
solve these problems. Security is a set of technologies and
policies to protect data and infrastructure.

password at the time of logging into the system. CASP
consists of a database server, a large number of VMs that has
hardware layer and host layer. Usage tracking services used
to identify data transactions.
The user is verified by biometric security. Then, the entered
data file is converted into binary representation by using RSA
and AES algorithms. While upload or download a large
volume of file, the file is divided into number sub-segments,
then encrypt the text in AES then it will be done by RSA
algorithm.

V. PROPOSED SYSTEM FOR HIGHLY SECURED
CLOUD ACCOUNTING
CA system is monitored and controlled by CASP based on
SLA. Generally, the cloud offers various services like
software, infrastructure, resources, platform, and storage.
Among all the services, storage is the most challenging and
debated service. Proposed work based on bio-metric based
Iris, RSA and AES algorithm is used for an advanced
security mechanism that protects the accounting data from
intruders.
The figure 1 shows the Architecture of Efficient Double
Secured Cloud Accounting for Business with an enhanced
security model for CA protects precious accounting data. The
client enter file into the CA platform, they ask user name and
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Figure 1. The architecture of efficient high Secured Cloud
Accounting
A. Iris Algorithm
A typical Iris recognition system designed [18] consists of
four modules. Figure 2 shows the Architecture for Iris
recognition
system.
The
acquisition aims to capture
high-quality
Iris
image.
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Preprocessing consist of segmentation and normalization
processes. In segmentation, it isolates the Iris region from the
eye image. The normalization used to measure the varying
size of the pupil. Feature encoding utilizes the texture
analysis method to extract features from the normalized Iris
image. The important features of the Iris are extracted as a
series of binary codes known as digital biometric template.
Finally, the matching module compares the user digital
biometric template with all the stored templates in the
database. The matching metric will give a range of values of
the compared templates from the same Iris.

In much the same way we search for external radius of an iris
and for the center if required.
B. RSA Algorithm
RSA algorithm adopts the asymmetric method that has the
public key [19] for encrypting the data. The private key is for
decrypting the data. The client only knows the private key. In
encryption, the plain text (original text) is converted into
ciphertext. The cipher cannot read by normal users, whereas
in decryption the ciphertext is converted into plain text. The
key length is decided by the number of bits in the module.
RSA algorithm [4] consists of three stages like Key
generation, Encryption, and Decryption.
Key generation
Step1: Randomly choose two large prime numbers p and q
Step2: Compute n = p ٭q
Step3: Compute z = (p − 1) ( ٭q − 1)

Figure 2. The architecture of iris recognition system

Using Euler’s Totient function where z is the same as φ(n)

The Iris algorithm [16] is as follows:
1. Get an input image I.
2. Create a series of binned images so that

Step4: Choose e such that 1 < e < n and e ≡1 (modz)

Ik = B{Ik−1, f},

Step5: Choose d such that 1 < d < z and ed ≡1 (modz)

k = 1..K

3. For IK (i.e. the most binned image in the series) find a
minimum and assume it is a center (x0(K) , y0(K)) of the pupil.
This step may require smoothing with a small (3x3)
Gaussian mask. Set r(K) = 2; this is true for all CASIA
images and in case the size of the most binned image is about
10 x 10 pixels. In other cases this value should be adjusted.
4. For each image I(k) k = 0..k starting from K to 0 (i.e. from
more to less binned images)
(a) Construct a set of potential centers around the point
defined by initial values obtained as the result of the previous
stage
(x0(k) , y0(k)) ∈ C(k)

Step6: P*ublic key is the pair (n,e) while Private key is the
pair (n,d)
Encryption
Step7: c = me (mod n), where 0 < m < n, c is the ciphertext
and m is the message
Decryption
Step8: cd (mod n)
Step9: me (mod n)d (mod n)
Step10: med (mod n) = m since ed ≡1 (mod z) holds
Using Euler’s Totient

Where
(k)

{(ˆx0 ŷ(k)

C =
(k)
+ [fk/2])}
0

(k)

−[fk/2])..(ˆx0 + [fk/2])}×{( ŷ 0

(k)

− [fk/2])..( ŷ

(b) construct a set of potential radiuses
r(k) ∈ {( ř (k) − [fk/2])..( ř (k) + [fk/2])}
(c) find (we omit the upper k index for editorial purpose)
(ř, ˇx, ŷ) = arg max(r,x,y) ∑Mm=1 (Ix (xm, ym) cos αm + Iy (xm, ym)
sin αm)
5. Recompute (ř (k), xˇ(k), ŷ (k) ) to the finer grid using fk
(ř (k−1), xˆ(k−1), ŷ (k−1)) = fk(ř (k) , xˇ(k) , ŷ (k))
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φ(n, h) = ρh−ρ0ρh−ρ1...ρh−ρh−1+qh−q0qh−q1...qh−qh−1
C. AES Algorithm
With the help of password experiential [6], AES encrypt
the data. The uniqueness of the RSA algorithm is a
predefined key size like 128, 192 or 256 bits. The user
uploads the accounting file from the cloud server for
processing the information. RSA algorithm generates plain
text into cipher text using encryption technique. In
decryption, the ciphertext is converted into plain text.
Afterward, the accounting data stored and send to the usage
tracking system.
In these papers [12], [13] designed the hierarchy of CA.
Metering is the topmost hierarchy in CA. Billing is also
known as invoice. They process and collect charges for the
transaction based on their
resource utilized. Charging
deals with cost calculation of
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resources utilized, storage, monthly used, bandwidth
received, the technical units are converted into a currency
value.

4.

Key generation
Step1: Randomly choose two large prime numbers p and q

6.

5.

7.

Step2: Compute n = p  ٭q

8.

Step3: Compute z = (p − 1) ( ٭q − 1) using Euler’s Totient
function
Step4: Compute
γ(n, h) = ρh − ρ0ρh − ρ1...ρh − ρh−1 + qh − q0qh − q1...qh − qh−1

9.

10.

Step5: Choose random integer r such that 1 < r < n, r ≡ 1
(mod z) and r ≡1 (modγ) where r is a small integer

11.

Step6: Choose e such that 1 < e < z and re ≡1 (modz)

12.

Step7: Choose d such that 1 < d < γ(n) and ed ≡ 1 (mod γ(n))
13.

Step8: Public key is the pair (n,e)
Step9: Private key is the pair (n,d,r)

14.

Step10: Choose a shared secret key s randomly
15.

Encryption
Step11: if(m < n) do

16.
17.

Step12: c1 = ((md1 (mod n))d1 (mod n))s (mod n)
Step13: c2 = se2 (mod n) where c is equal to the pair of (c1,c2)

18.

Decryption
Step14: s = c2d2 (mod n)
19.

Step15: After decrypting s, we can use s, r and e1 to decrypt
c1 as shown: (c1r (mod n))e1 (mod n))s (mod n) = m.

20.

VI. CONCLUSION AND FUTURE WORK

21.

Provide maximum security is the foremost objective of the
efficient security system. The proposed work helps to protect
the most valuable Accounting data protected from intruders
attack and brute force. It’s a collaboration of biometric, Iris
Algorithm, RSA and AES algorithms for protecting the data
in a secured manner. The biometric-based Iris and encrypted
security are cannot be hijacked by unauthorized users. Future
work will focus on measure the size of the heart, as a
biometric security for protecting the valuable data.
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