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Abstract: One of the effective communication technology is 

wireless sensor network technology which helps to monitor the 
surrounding information by sensed nodes. The effective 
utilization of sensed nodes is utilized in different applications such 
as military, health information, environmental monitoring, 
disaster relief and target analyze. The application requires the 
collection of information which may be collected from one 
location and transferred to the other location for making their 
process so easier. During the information transformation process, 
the network may affect by several intermediate attack, in which 
denial of service is one of the serious attack because it affects the 
entire network resources such as network energy, power, 
bandwidth. The unavailability of the resources reduces the entire 
sensor network performance. For managing the attack related 
issues, in this paper introduces the Energy Efficient Extreme 
Learning Neural Network (EEELNN) approach for overcoming 
the attack related issues. Initially the network transmitted zone is 
computed along with energy, power, bandwidth, neighboring 
node information and lifetime for eliminating the attack in sensor 
network. The computed information is processed and trained by 
extreme learning neural network that successfully predict the 
attack related data, node and network zone with effective manner 
that leads to improve the overall network performance. At last 
system efficiency is evaluated using simulation results such as 
detection rate, classification accuracy, false alarm rate and 
detection time. 

Keywords : Wireless sensor network, denial of service, Energy 
Efficient Extreme Learning Neural Network (EEELNN) 
approach, detection rate, classification accuracy, false alarm rate 
and detection time. 

I. INTRODUCTION 

The development of the technology and electronics placed 
a major role in the wireless sensor networks (WSN) [1] 
because it used to transmit the information from source to 
destination. During the information broadcast process, it 
utilizes the several autonomous characteristics while sensing, 
transmitting and receiving the information. With the help of 
the sensor characteristics it senses the surrounding situation 
that has been transmitted to the neighboring nodes via the 
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embedded wireless radio in sensor nodes.  Even though the 
network covers the large area by sensor nodes, the single node 
has only established the limited resources [2] but the sensor 
network consists of several thousands of nodes that used to 
collect the information also provide the valuable information 
to the destination. Due to the effective utilization of sensor 
nodes in different applications is utilized [3] such as health 
monitoring, military, ubiquitous monitoring, air quality 
prediction, target tracking and query-event application.  

However, the wireless sensor networks utilized in different 
applications, it consists of only limited resources bandwidth, 
memory, energy and computing that leads to create the 
different passive and active attacks. Among the various 
attacks [4], cyber security is one of the most dangerous attacks 
because it affects the sensor network and make the resources 
unavailable while making the transaction. This DoS attack [5] 
may be occurred in different layers such as application 
(0verwheming sensor attack, deluge attack and path-based 
attack), transport (TCP SYN flooding attack, 
desynchronization attack), network (blackhole attack, 
vampire attack, misdirection attack, selective forwarding 
attack), physical (denial of sleep attack, exhaustion attack, 
collision attack, unfairness attack, interrogation attack) and 
link layer (jamming attack and tampering attack). The 
different types of attacks [6] leads to affect the entire sensor 
networks resources which may be cause the entire information 
transmission system. In addition to this, DoS attack affects the 
network CIA policy such as confidentiality, integrity and 
availability.  

The main legacy of the paper is to eliminate DoS attack 
from the network by applying the effective technique because 
the resource and CIA security policy [7] must be managed 
while making the information broadcast due to the importance 
of the DoS attack in sensor network. So, in this paper analyze 
the energy efficiency routing protocol along with the extreme 
neural network [8] for analyzing the resources of the sensor 
nodes in sensor networks. The introduced method used to 
examine each node present in the network along with location, 
energy, power, and lifetime because the low energy sensor 
node may affect the entire communication process. 
Furthermore [19] the efficiency of the system assesses with 
the support of the experimental results in which the 
introduced system attains the low false alarm and high 
detection rate. 
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 Then the remaining instance of the paper is organized as 
follows, segment 2 discusses about the DoS attack in wireless 
sensor network. Section 3 evaluates the Energy Efficient  

Extreme Learning Neural Network (EEELNN) based DoS 
detection process, Section 4 analyze the excellence of Energy 
Efficient Extreme Learning Neural Network (EEELNN) and 
concludes in section 5. 

II. RELATED WORKS 

This section discusses about various thoughts and ideas to 
recover the DoS attack in wireless sensor network. In [9] 
discussing the countermeasures and difficulties of DoS attack 
in the wireless sensor network. The DoS attacks entire 
network system and damage the network energy, battery 
power that leads to affect the entire network resource 
availability. So, the DoS attack has been eliminated by 
applying the energy efficiency routing protocol that 
successfully examines each node along with energy factor and 
the low energy node has been eliminated from the network 
before making the transaction. This energy efficient routing 
protocol also maintains the network security because it is 
difficult to access by the intermediate due to the successful 
examination of network nodes. In[10] introducing the 
message observation mechanism (MoM) for analyzing the 
network to catch and defense the DoS attack. The MoM 
method utilize the spatiotemporal information and the 
relationship between the data has been examined along with 
this similarity value is computed to detect the frequency and 
content attack in the network. In addition to this, MoM 
evaluate the route and rekey because the malicious node may 
interact while making the information transmission. So, the 
effective analyze of MoM process successfully detect and 
defense the DoS attack with effective manner. 

In [11] analyzing various immune system based denial of 
service attack apprehension in wireless sensor network. The 
system analyzes the entire sensor network characteristics such 
as energy, power, battery and lifetime for train the immune 
system. In addition to this, the system utilizes the false alarm 
rate that helps to recognize the DoS attack with effectual. 
Then the excellence of the system is evaluated using tentative 
finish in which the immune system attains minimum false 
alarm rate but high DoS recognition rate. In [12] examines 
various data mining techniques such as k-nearest neighbor 
algorithm, random forest, support vector machine for 
catching the distributed DoS attack. The introduced machine 
learning techniques effectively examines and follows, 
cyber-attack patterns which used to prevent the DDoS attack 
in future direction. In addition to this, machine learning 
techniques analyze the issues; challenges involved by DDoS 
are examined effectively. In [13] proposing the intruder 
detector and manager system with traffic pattern filtering 
approach by applying the letter envelop protocol. For 
eliminating the DoS attack with effective manner, the method 
has been applied on the MAC layer. The algorithm maintains 
the network throughput, bandwidth and computation time 
because DoS attack mostly affect the network resources. Then 
[19] the competence of the system is evaluated with the help 
of tentative finish and deliberation. 

III. ENERGY EFFICIENT EXTREME LEARNING 

NEURAL NETWORK (EEELNN) BASED DOS 

DETECTION 

This section discusses about the Energy Efficient Extreme 
Learning Neural Network (EEELNN) based DoS detection 
process in the wireless sensor networks(WSN).  The sensor 
network zone or area [14] has been selected for reducing the 
unauthorized activities initially. At the time of area selection 
process, sensor node energy has been computed which used to 
select the cluster head from the area. Depending on the 
intermediate and advanced nodes, the cluster head is selected. 
For every selected area, node (advancement and intermediate 
nodes) probability has been computed to select the cluster 
head in each zone. So, the advancement node optimal 
probability value is computed as follows. 

                              (1) 
In eqn (1), k_opt 1 is represented as optimal number of 

clusters developed via the zone 1 and zone 3 (advancement 
nodes), the amount of advance nodes present in network is 
denoted as m and the total number of nodes in network is 
denoted as n. After computing thep_opt1, another probability 
value for intermediate node is examined in next zone which is 
done as follows, 

                             (2) 

In eqn (2) kopt〗_2  is denoted as the optimal number of 

clusters in zone 2, the total number of nodes in network is n 
and b is intermediate nodes in network.   

From the computed probability value, node energy is 
estimate. Let Ein, is the node initial energy, then the 
intermediate node energy is Eim=(1+μ) Ein and advancement 
node energy is Eia=(1+α)Ein. Depending on the initial 
energy, the total energy of advanced and intermediate node 
energy is computed. Then the advanced node zone energy is 
estimated as follows. 

 

            
                                   (3) 
In eqn (3), α is represented as the energy of the node. 
In addition to this, advanced node energy, intermediate node 
total energy is computed as follows. 

 
                                       (4) 
 

In eqn (4), μ is represented as the energy of the node. 
From the eqn (3) and (4), absolute energy of the network is 

estimated as follows. 

  

           
                      (5) 

Based on the network energy, cluster head has been 
selected according to the particular conditions such as.  If 
zone 2 intermediate nodes are considered as the cluster head, 
in time 1+μ for 1/p_opt2  
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(1-m+bμ) round in zone 2 iteration.  If the zone 1 and zone 

3 advance nodes are treated as cluster head if m(1+α) time 

with all 1/p_opt1 m(1+α) round in zone 1 and zone 3 iteration. 

So, the entire network cluster is  

 
                          (6) 
After selecting the network clusters, node energy and 

absolute network energy, the minimum energy consumption 
node must be eliminated from the network for reducing the 
node failure, link failure and network failure. To broadcast the 
information without affecting the CIA security policy [15] of 
the sensor network, the process is continuously repeated. The 
computed network information energy, cluster information, 
network bandwidth and neighboring node information is 
maintained for improving the network efficiency. The 
collected information is processed by implementing the 
Extreme Learning Neural Networks.  It is one of the effective 
supervised machine learning technique that used to detect the 
DoS attack related network features with minimum false rate. 
The network works according to the single layer feed forward 
network that consists of number of neurons, weights in 
between the connections and hidden layer. The utilized 
parameters are effectively used to reduce the computation 
complexity as well as improve the detection rate. Before 
analyzing the network features, neural network has to train 
according to the xenogenetic algorithm because it works 
according to the human brain and chromosome activity. The 
training process improves the overall DoS detection rate 
because of effective learning process. During the training 
process, the network utilizes the selection, crossover and 
mutation process. First the network features such as network 
zone, cluster information, energy, bandwidth and neighboring 
information is collected and create the neural network. After 
creating the neural network, fixed number of neurons, weights 
are chosen and the network is trained by applying the trainlm 
and trainscg training function. At the time of neural network 
training process, selection, crossover and mutation operators 
are used to chosen the weights as well as for optimizing the 
training parameter that used to reduce the false detection rate. 
Based on the trained features, incoming new network feature 
is analyzed and detected by applying the sigmoid activation 
function that is computed as follows. 

      (7) 

 
Then the final classification is evaluated by applying the 

inverse operation technique to the output of the hidden layer. 
From the output, the network status has been identified easily 
also the neural network is trained by effective method which 
used to detect the intermediate attack with effective manner. 
Then the efficiency of the system is evaluated with the 
experimental results that are discussed as follows. 

IV. RESULTS AND DISCUSSIONS 

In this section analyze the excellence of the Energy 
Efficient Extreme Learning Neural Network (EEELNN) 
based DoS detection method. The EEELNN system is 
implemented in the NS2 simulation tool [19] and the obtained 
result is compared with the traditional DoS [19] detection 

methods such as Artificial Neural Network Based Detection 
(ANND) [16], multi-agent and refined clustering (MRC) [17] 
and entity-based fuzzy imperialist competitive clustering 
(EFCC) [18]. During this developing process, the system 
utilizes the following parameters that are shown in Table I. 

Table- I: Simulation Parameter 
Parameters Values 

Simulation Area 250 m2 

Total No. of nodes 
47 node (40 sensor node, 3 sink node, 6 
relay node) 

Medium Access Control IEEE 802.15.4 
Size of packet 40 bytes 
Rate of Transmission 250kbps 

Band Frequency 420MHz,868MHz, 2.4GHz 

Channel mode Log shadowing wireless model 

Evaluation Parameters 
classification accuracy, detection rate, 
false alarm rate and detection time 

Simulation time 400sec 
primary energy of normal nodes 0.5J 
Primary energy of intermediate 
nodes  

primary energy of advanced 
nodes  

Transmitting and receiving 
energy 

50nJ/bit 

probability value of advance 
node in cluster 

0.2 

probability value of intermediate 
node in cluster 

0.105 

Depending on the above simulations setup, the excellence 
of Energy Efficient Extreme Learning Neural Network 
(EEELNN) is analyzed using various performance metrics 
such as detection time, detection rate, classification accuracy, 
detection rate and false alarm rate which is discussed as 
follows. 

A. Performance Metrics 

Classification Accuracy (CA)- 

CA is the process of defining amount of information which 
are correctly identified from the total amount of information. 
The CA is denoted in terms of true positive (TP), true 
negative (TN). Then the CA is computed as follows, 

 

 
                                                                                (8) 
Detection Rate (DA)- 
DA is the metric which is used to identify how accurately 

the unauthorized activities are happened in the network with 
effective manner which is computed as follows. 

       (9) 
False Alarm Rate (FAR)- 
FAR is a measure used to detect the how the attacks are 

classified from the normal data which is estimated as follows. 

                             (10) 
Detection Time 
It is the time taken to catch the DoS attack while 

broadcasting the information in 
the network.  
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B. Discussions 

Depending on the performance metrics, the obtained 
results are evaluated in this section. The Energy Efficient 
Extreme Learning Neural Network (EEELNN) method 
effectively classifies the data while making the transaction. 
Then the obtained classification accuracy of different number 
of nodes are shown in Table II. 

Table- II: Classification Accuracy 
Number of Nodes ANND MRC EFCC EEELNN 

10 82 83 85 91.23 

20 83 84.3 85.6 92.34 

40 83.5 84.8 86.7 94.3 

50 84.1 85 86.98 95 

70 85.3 85.6 87.32 96.2 

80 84.78 86.2 87.68 96.78 

100 86.4 86.8 88.32 97.6 

120 87 89 88.98 98.2 

The above Table II, clearly indicates that EEELNN method 
consumes high classification accuracy for different number of 
nodes such as 10,20,40,50,70,80,100 and 120. For overall, 
the EEELNN method consumes 95.20% when compared to 
other method such as ANND (84.515), MRC (85.58%) and 
EFCC (87.07%). The graphical representation of 
classification accuracy is shown in Fig. 1. which explained 
that the classification accuracy (normal and affected data 
packet) of the WSN network at the time of transmitting the 
information.  

 

Fig. 1. EEELNN Classification Accuracy 

The introduced EEELNN method successfully recognizes 
the packet with high classification rate which means it 
improves the overall detection rate means successfully 
recognize the attack affected data and node while making the 
transmission. 

Table-III: Detection Rate 
Number 
of Nodes 

ANND MRC EFCC EEELNN 

10 83 85 87.3 94.6 

20 86.4 87.9 91.42 95.7 

40 88.2 91.3 93.78 96.3 

50 87.5 93.2 94.1 97.4 

70 88.8 92.5 93.65 97.8 

80 89.1 94.3 95.21 98.2 

100 85.6 91.2 93.2 99.4 

120 83.8 92.2 94.35 99.6 

The above Table III, clearly indicates that EEELNN 
method successfully detect the affected data with high 
detection rate for different number of nodes namely 
10,20,40,50,70,80,100 and 120. For overall, the EEELNN 
method consumes 97.375% packet delivery ratio when 
compared to other method such as ANND (86.55%), MRC 
(90.95%) and EFCC (92.875%). Based on the Table III they 
obtained graphical representation of SQEZLMRP packet 
delivery ratio is shown. 

 
Fig. 2. Detection Rate 

The above results are clearly shows that EEELNN methods 
successfully detect the abnormal activities and attacks with 
high classification rate and high detection rate. But the same 
time, the EEELNN method needs to reduce the false alarm 
rate. Then the obtained value is shown in Table IV. 

Table-IV: False Alarm Rate 
Number of 

Nodes 
ANND MRC EFCC EEELNN 

10 0.542 0.493 0.321 0.046 

20 0.587 0.501 0.402 0.0354 

40 0.621 0.487 0.398 0.0435 

50 0.547 0.489 0.378 0.0389 

70 0.598 0.521 0.312 0.0462 

80 0.531 0.423 0.364 0.0489 

100 0.576 0.479 0.351 0.041 

120 0.537 0.432 0.376 0.036 

 
The above Table IV, clearly indicates that EEELNN 

method successfully transmit the data with minimum false 
alarm rate different number of nodes namely 10, 20, 
40,50,70,80,100 and 120. For overall, the EEELNN method 
consumes 0.041 false alarm rate  

when compared to other method such as ANND (0.56), 
MRC (0.47) and EFCC (0.36) Depending on the Table IV, the 
obtained graphical representation of EEELNN false alarm 
rate is shown in Fig. 3. 
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Fig. 3.  False Alarm Rate 

Depending on the results, the EEELNN method consumes 
minimum false alarm rate which helps to identify that 
EEELNN method successfully detect the DoS attack based 
data before transmitting data in the network. Even though the 
EEELNN method detects the attack related information with 
high accuracy, it should detect the attack with minimum 
detection time. Then the obtained detection time of different 
transmission node is shown in Table V. 

Table -V: Detection Time 
Number of 

Nodes 
ANND MRC EFCC EEELNN 

10 57 52 48 41 

20 64 61 53 51 

40 79 65 64 62 

50 112 98 88 83 

70 147 121 104 92 

80 175 138 113 100 

100 210 169 145 114 

120 264 175 162 121 

In Table V clearly indicates that EEELNN method 
consumes minimum detection time for different number of 
nodes such as 10,20,40,50,70,80,100 and 120. For overall, 
the EEELNN method consumes 83ms when compared to 
other method such as ANND(138.5ms), MRC(109.875ms) 
and EFCC (97.125ms). The graphical representation of 
detection time is shown in Fig. 4. 

 

Fig. 4. Detection Time 

Based on the discussions, the EEELNN method effectively 
detect the attack with minimum time, minimum false alarm 
rate, high classification and detection  rate when compared to 
the other methods.  

V. CONCLUSION 

Thus the paper analyzes the Energy Efficient Extreme 
Learning Neural Network (EEELNN) based DoS detection 
process. Initially the network zone has been identified for 
reducing the unauthorized activities. From the detected zone, 
different advance and intermediate nodes energy has been 
computed for detecting the entire network energy. Along with 
the energy, neighboring node information, cluster head details 
are computed which is transmitted to the extreme learning 
neural network. The developed network train the features by 
utilizing the effective training function in which the network 
parameters are optimized by applying the xenogenetic 
parameters such as selection, crossover and mutation 
operator. After that incoming network features are examined 
and attack related features are detected by sigmoid activation 
function. Then [19] the excellence of the system is evaluated 
with the help of obtained experimental results in which the 
EEELNN method detect the attack with minimum false alarm 
rate (0.041), minimum time (83ms), high detection rate 
(97.37%) and high classification accuracy (95.20%) when 
compared to the other methods such as ANND, MRC and 
EFCC.  
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