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 Abstract: Wide Area Networks (WANs) are subjected massive 
Denial of Service (DoS) attacks known as Distributed Denial of 
Service (DDoS) attacks. There are many distributed computing 
use cases in the real world. They include banking, insurance, 
e-Commerce and a host of other applications. In distributed 
environments, these applications are targeted by adversaries for 
launching DDoS attacks of various kinds. Such attacks cause the 
servers to be very busy answering fake traffic from the 
compromised nodes used by attackers from behind the scene. 
Large number of computers over Internet are compromised by 
attackers and through such machines DDoS attack is made. The 
server machines that provide services to genuine users become 
victims of such attacks. Detecting DDoS attacks is difficult in the 
presence of flash crowds that resembles DDoS traffic. As there are 
different kinds of DDoS attacks, it is understood, from the 
literature, that there is need for further research to have a 
comprehensive framework for detecting different kinds of DDoS 
attacks. In this paper we proposed a hybrid approach for detecting 
various kinds of DDoS attacks and simulation study is made to 
have proof of the concept. The results of the experiments revealed 
that the proposed methodology is useful to detect DDoS attacks in 
wide area networks.  
 

Keywords: Wide Area Network (WAN), Distributed Denial of 
Service (DDoS), DDoS attack detection, spoofed DDoS, 
sophisticated DDoS 

I. INTRODUCTION 

Denial of Service (DoS) is the attack which sends attack 
traffic to the victim system so as to make it so busy. This will 
not enable the victim server to serve legitimate clients. When 
DoS attack is made in large scale in a WAN, it is named as 
Distributed Denial of Service (DDoS) attack. There are 
different types of DDoS attacks. One such kind id known as 
flooding attack [9] where large scale fake traffic is sent to a 
server machine. As shown in Figure 1, DDoS flooding attack 
is launched by adversaries by compromising multiple nodes in 
WAN. The attackers will hide behind as they do not directly 
attack. Instead they make use of bots and handlers to launch 
DoS attack in large scale and hide their own identity as well. 
In the literature, there are many approaches used to detect 
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DDoS attacks. They are discussed in [4], [5] and [9]. A hybrid 
statistical model is employed in [4] for DDoS attack 
detection. Entropy based detection of DDoS attacks is 
explored in [5] while various defines mechanisms for 
flooding DDoS attacks is investigated in [9].  
 

 
Figure 1: DDoS flooding attack scenario [21] 

 
There are many solutions found in the literature. However, 

entropy based approaches are widely used to detect DDoS 
intrusions in wide area networks. Generally, attackers will 
work long time to launch DDoS attacks. They find various 
systems that can be compromised and used for launching 
attacks. The attackers are not known to public. It does mean 
that the source of attack is hidden. In other words, attackers 
will not use their machines to launch attacks. Instead, they 
compromise many systems through which they can reach the 
target server for making attacks. Therefore, it is difficult to 
identify attackers. However, attack can be detected and 
prevention measures can be taken care of. Our contributions 
in this paper are as follows. 
1. We proposed a hybrid approach for detecting different 

kinds of DDoS attacks. Both source and traffic entropies 
are employed to achieve this. 
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2. A system model is designed for meaningful study of the 
problem in WAN environment which is distributed in 
nature.  

3. We have made extensive simulations in NS-2 for evaluating 
the utility of the proposed approach in detection DDoS 
attacks. Experimental results revealed the usefulness of the 
proposed method.  
The remainder of the paper is structured as follows. Section 

2 presents literature review on various kinds of DDoS attacks 
and prevention measures. Section 3 on the other hand 
provides the proposed hybrid approach. Section 4 presents the 
distributed environment in which experiments are made. In 
other words, it provides system model followed. Section 5 
provides experimental results. Section 6 concludes the paper 
and gives directions for future work.  

II. RELATED WORK 

This section reviews literature on different methods used for 
detecting DDoS attacks. Kasinathan et al. [1] considered 
Internet of Things (IoT) based on 6LoWPAN for detecting 
Denial of Service (DoS) attacks. Eslahi et al. [2] proposed 
characteristics of bots and botnets and provided valuable 
insights related to detection methods and challenges. Pandaa 
et al. [3] on the other hand proposed an intrusion detection 
method with a hybrid and intelligent approach. Girma et al. 
[4] used cloud computing environment for DDoS attack 
experiments. A hybrid statistical model is used for the 
empirical study. Navaz et al. [5] proposed an entropy based 
solution for DDoS attack detection. Anomaly in traffic is 
detected using entropy variations. Bots and botnets are used 
by adversaries to launch DDoS attacks. 

Nadeem et al. [6] reviewed many intrusion detection 
methods that are investigated in the context of Mobile Ad Hoc 
Networks (MANET). The attacks are pertaining to network 
layer. Gendreau et al. [7] on the other hand explored intrusion 
detection systems that are used in the IoT use cases. Pan et al. 
[8] proposed a hybrid intrusion detection system for power 
systems using data mining approaches. It was found to be 
effective in detecting attacks. Zargar et al. [9] opined that 
there are many kinds of DDoS attacks. One such kind is 
known as DDoS flooding attacks. Sheikhan and Bostani [10] 
proposed a hybrid mechanism for intrusion detection with an 
architecture for IoT use cases. Multiple classifiers with 
supervised learning approach are used to detect attacks in 
[11].  

Dilek et al. [12] discussed Artificial Intelligence (AI) 
techniques to detect cyber-attacks like DDoS. In [13] both AI 
and Genetic Algorithm (GA) are used in order to have 
protection from different attacks. Intrusion detection methods 
in IoT [14], [17] and cyber security mechanisms [15], botnet 
control traffic detection [16], attack detection in Wireless 
Sensor Networks (WSNs) [18], Hybrid approach in attack 
detection in MANET [19] and detection methods for virtual 
jamming methods [20] are other solutions found in literature. 
It is understood from the review that there is need for a hybrid 
approach for detecting different kinds of DDoS attacks in 
WAN. This paper proposes a methodology for the same.  

III. PROPOSED HYBRID APPROACH 

Our method for detecting DDoS attacks is the hybrid 
approach that makes use of source entropy and traffic entropy 
for classification of traffic into various kinds of DDoS attacks. 
Anomalous traffic patterns are identified and the detection is 
made. The network traffic is analysed for making well 
informed decisions. The packets when observed 
independently, they may look like genuine but when 
correlated with packets at different places, it is possible to 
identify attacks. DDoS attacks are caused by people or in 
other words, they are man-made attacks. Thus it is possible to 
identify certain patterns in the attack traffic. The variation in 
traffic or the degree of randomness or disorder in the traffic is 
called as entropy. This can be exploited to understand source 
IP distribution. The proposed hybrid approach is illustrated in 
Figure 1. It shows how the network traffic is monitored and 
classified to understand the dynamics of various kinds of 
DDoS attacks.  

 
Figure 1: Overview of the hybrid approach 

 
As DDoS attack is launched by an adversary, the network 

shows changes in traffic in time and space domain. When the 
traffic is low, there is no probability of DDoS attacks. 
However, when the traffic is unusually high, it is suspected as 
DDoS attack. In the temporal domain, it is possible to find the 
probability of attack. At the given time (initially) t1, there is 
no much traffic. After reaching the time t2, the traffic is more 
and the patterns reveal the probability of an attack. The time 
gap between t2 and t1 is denoted as detection delay. Source 
entropy is the measure to know the number of source IP 
addressed that are exploited by adversary to launch attacks. 
The term traffic cluster is used to denote the traffic from same 
network. The entropy measure that is related to the traffic 
clusters is called traffic entropy. The traffic analysis includes 
the volume of incoming traffic, source IP addressed that are 
found anew, the number of source IP addressed found and 
dynamics of traffic distribution. In order to reduce 
computational complexity, the concept of traffic cluster is 
used corresponding to entropy. In order to reduce false 
positives, the required 
thresholds are computed from 
traffic entropy.  
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When simulation is started, both source and traffic 
entropies are observed. Then packets are sent. The traffic may 
come actually from a normal user or attacker. The temporal 
domain is observed when traffic is increasing. Source and 
traffic entropies are computed. Both source and traffic 
deviations are also computed. Based on different conditions, 
it is possible to know whether it is a high volume DDoS attack 
or sophisticated DDoS attack or spoofed DDoS attack or 
simple DDoS attack. Different symbols and their definitions 
used in the proposed approach are provided in Table 1.   

 
Symbol Definition 

H(SourceIP) Represents source entropy 
SourceIP Represents source IP 

address 
p(SourceIPt) Represents probability of 

source IP address 
Same Number of received packets 
H(tr) Represents traffic entropy 

p(tr) Represents probability of 
traffic 

 Number of packets received 

u,v Integers 
(Hc(SourceIP)) Represents current source 

entropy 
(Hc(tr)) Represents current traffic 

entropy 

(SourceIP) Represents initial Source 
entropy 

(tr) Represents initial traffic 
entropy 

(SourceIP)+u*

)) 

Represents upper threshold 
source entropy 

(SourceIP)

 

Represents lower threshold 
source entropy 

 Represents lower threshold 
traffic entropy 

 Represents upper threshold 
traffic entropy 

 Represents standard 
deviation of source 

 Represents standard 
deviation of traffic 

Table 1: Symbols used 
Source IP address SourceIP is a 4-byte logical address used 

in the packets to represent its source IP. Traffic cluster is 
denoted as t. Source address entropy is denoted as 
H(SourceIP). Let the random variable H(SourceIP) take 

values 1, 2, 3, 1 in different packets. 
Let the number of packets received per src_IP be 

.  

H(SourceIP)=-  
p(SourceIPt)={ p(SourceIP1) p(SourceIP2).............p 

p(SourceIPt) 

p(SourceIPt)   where   S=  
Similarly traffic entropy is defined as 

H(tr)=-  
p(tr)= p(tr1) p(tr2)....... p(trnn) 

p(tr)=      S=  
 
DDOS attack condition 

(Hc(SourceIP))> (SourceIP)+u* )) 
[current source entropy>upper threshold source entropy] 

(Hc(tr))>  
[current traffic entropy > upper threshold traffic entropy] 

Flash event condition 

(Hc(SourceIP))> (SourceIP)+u* )) 
[current source entropy>upper threshold source entropy] 

 (Hc(tr))<  
 [current traffic entropy<lower threshold traffic entropy] 

Spoofed DDOs Attack Condition 

(Hc(SourceIP))> (SourceIP)+u* )) 
[current source entropy>upper threshold source entropy] 

(Hc(tr))>  
[current traffic entropy > lower threshold trafffic entropy] 
High volume DDoS Attack condition 

(Hc(SourceIP))< (SourceIP)+u* )) 
[current source entropy<upper threshold source entropy] 

(  
[current source entropy > lower threshold source entropy] 
Sophisticated DDoS Attack Condition 

(Hc(SourceIP))< (SourceIP)+u* )) 
[current source entropy<upper threshold source entropy] 

(Hc(tr))>  
[current traffic entropy > upper threshold traffic entropy] 
Standard Deviation 
The deviation value from the mean value is known as 

standard deviation. It is computed as in Eq. 1 
 

σ=                            (1) 

The number of packets is denoted as N. The mean of packet 

values is represented as  and it is computed as in Eq. 2. The 
packet value is denoted by x.  

                  (2)   

IV. SYSTEM MODEL AND ENVIRONMENT FOR 

EXPERIMENTS 

A WAN mode is considered for empirical study. The 
model includes transit-stub which reflects the hierarchical 
nature of the Internet. As DDoS attacks are made on 
distributed environments, WAN is considered. In a WAN, 
many nodes are compromised by attackers prior to making 
DDoS attack. The WAN contains various domains. Every 
domain contains a stub network or a transit network. The stub 
network is used to have host nodes that are connected to 
Internet. A transit network is used in order to have 
inter-connection among many stub networks. The nodes 
linked to stub network are used to generate network traffic for 
experiments. The experiments are aimed at studying detection 
and prevention of DDoS attacks made on a server on which 
thousands of users get 
services. GT-ITEM model is 
used for network topology. 
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 It has many Internet Service Provider (ISP) domains. 
There are as many as 12 transit routers. Legitimate nodes and 
DDoS traffic nodes are connected to those routers.  DDoS is 
detected generally in an ISP domain. Around 400 nodes are 
employed for generating different kinds of traffic.  

The simulation is made with the widely used NS-2 
simulator. The simulation experiment continues for 70 
seconds. The legitimate and DDoS traffics are generated with 
some interval time. HTTP protocol is used in order to 
generate genuine traffic while UDP is used for attack traffic. 
The nodes that are used for launching DDoS attack change 
TCP protocol for the sake of attack. The HTTP traffic is sent 
to servers in such a way that the server gets heavy attack 
traffic and will become busy serving the false requests. UDP 
flows are made with Constant Bit Rate (CBR) mode in the 
simulation environment. A time window is used in order to 
have temporal study with respect to DDoS attacks. For 
different sizes of window, traffic cluster entropy is computed. 
Server’s capability is considered in order to make 

experiments on false positive rate, false negative rate, 
classification rate and detection rate. The attack is made for 
30 to 35 seconds time.  

V. RESULTS AND DISCUSSION 

Experimental design is made using NS-2 as discussed in the 
Section 5. Logical AND or OR is used in order to have a 
detection metric for DDoS attacks. The metric is defined 
using source address entropy and traffic cluster entropy. 
There are many observations found in the simulation study. 
Source address entropy is found to be increased when DDoS 
attacks are made. The detection metric contains traffic cluster 
entropy in the majority part which will help in detecting 
DDoS attacks. Six sigma standard is used in order to compute 
threshold for source address entropy. ROC curve on the other 
hand is used in order to have traffic cluster entropy. The 
proposed methodology is employed to carry out simulations. 
A base line scenario is simulation with normal web traffic. 
Traffic cluster entropy in absence of attack is computed using 
source address entropy and corresponding standard deviation.  

 

 
Figure 2: Time window for detection of DDoS attack 

As presented in Figure 2, the DDoS attack start time 
appeared like normal traffic. However, as time is increased, 
the traffic is increased significantly and finally the detection 
of the attack is made. The delay in the detection of DDoS 

attack is computed using detection time and attack start time. 
The detection time is denoted as td while the attack start time 
is denoted as ta. The difference between them is considered to 
be delay in detection of DDoS attack as shown in Eq. 3.  

delay=                 (3) 
The detection delay is denoted as delay. Tolerance factor is 

another important variable that indicates the deviation in 
causing DDoS attack alarm. There are other variables such as 
normal detection, detection rate and false positive rate. In 
case of best detection rate, a low value is set for tolerance 
factor. Cluster entropy for normal traffic is set less in order to 
reduce false negatives and see that detection rate in increased. 
When tolerance factor is set high, it leads to high false 
positive rate. The range of entropy for classification is made 
broad for influencing false alarm rate and detection rate. In 
case of normal detection scenario, tolerance factor needs to be 
used as medium value. This will help in balancing false 
positives and false negatives. Tolerance factor is adjusted 
between 1 and 10 for making experiments. Normal and DDoS 
attack traffics are used to have different observations. The 
detection rate is computed as in Eq. 4.  

=                              (4) 
The false positive rate is computed as in Eq. 5.  

=          (5) 
The classification rate is computed as in Eq. 6.  

=              (6) 

 
Figure 3: Detection rate comparison 

As shown in Figure 3, the false positive rate is presented in 
horizontal axis. The values are taken from 0.03 to 0.47 with 
certain increment value. The results revealed that the false 
positive rate value has its influence on the detection rate. 
Another important observation is that the proposed system 
showed better performance over the state of the art in terms of 
detection rate.  
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Figure 4: Temporal variation in entropy during normal 

web traffic 
 

As shown in Figure 4, the time is considered in horizontal 
axis while the entropy values are shown in vertical axis. The 
traffic address entropy and source address entropy for 
existing and proposed methods are observed. The elapsed 
time has its impact on the entropy values. The proposed 
method has shown better performance than the state of the art.  

 

 
Figure 5: Variation in entropy during normal web 

traffic 
 

As shown in Figure 5, the elapsed time is shown from 0.6 to 
51.6 seconds with certain time interval in horizontal axis. The 
vertical axis showed entropy values. The time has its impact 
on the entropy. The proposed traffic and source address 
entropies showed better performance over state of the art.  

 

 
Figure 6: Variation in entropy during normal web 

traffic with DDoS attack traffic 
 

As presented in Figure 6, the horizontal axis shows elapsed 
time while the vertical axis shows entropy values. The 
experiments are related to DDoS attack traffic. The time has 
its impact on the entropy values.  The proposed method 
showed better performance over the state of the art.  

 

 
Figure 7: Entropy during normal web traffic with 

Spoofed DDoS attack 
 

As shown in Figure 7, the elapsed time is taken in 
horizontal axis while the vertical axis shows the entropy 
values. The results with spoofed DDoS attack revealed that 
the time has its influence on the entropy values. The proposed 
method showed better performance over the state of the art.  
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Figure 8: Entropy difference with normal web traffic 

containing sophisticated DDoS attack 
As shown in Figure 8, the elapsed time is taken in 

horizontal axis while the vertical axis shows the entropy 
values. The results with sophisticated DDoS attack revealed 
that the time has its influence on the entropy values. The 
proposed method showed better performance over the state of 
the art.  

VI. CONCLUSIONS AND FUTURE WORK 

A hybrid approach is proposed in this paper for detecting 
different kinds of DDoS attacks. In presence of traffic that 
resembles DDoS attacks (like flash crowds), we investigated 
and found that it is difficult to identify DDoS attacks. Unlike 
existing approaches, we employed two kinds of entropy for 
better detection of such attacks. Both traffic cluster entropy 
and source address entropy are considered in the proposed 
methodology. A system model is designed for using a realistic 
distributed computing environment. Metrics like false 
positive rate, detection rate and classification rate are used for 
evaluating the proposed approach. Extensive study is made 
with NS-2 which is widely used network simulator (discrete 
event based). The experimental results showed that the 
proposed method is capable of detecting DDoS attacks in 
presence of realistic traffic environments. Besides it showed 
better performance over the state of the art. In future, we 
extend our methodology to deal with encrypted traffic (DDoS 
attack) launched by adversaries.  
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