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Performance Evaluation of Lightweight Advanced
Encryption Standard Hardware I mplementation

Herman B. Acla, Bobby D. Gerardo

Abstract: Advanced Encryption Standard (AES) is one of the
most secured encryption algorithm because of its robustness and
complexity. Because of its complexity, AES has slow computation.
Thispaper presentsa Lightweight Advanced Encryption Standard
(LAES) design by replacing the MixColumn transformation of the
traditional AES with a 128-bit permutation to lessen its
computational complexity. Implementation of hardware
cryptographic encryption aims to find the best trade-off between
throughput and resource utilization. The proposed design is
synthesized on various Field Programmable Gate Array (FPGA)
devices and achieves the maximum clock frequency of 480.50
MHz with the highest throughput of 6.15 Gbps when synthesized
on Virtex 7 XC7VX690T. The results on other devices show a
higher throughput, better performance efficiency, and lesser area
utilization when compared to the existing AES hardware
implementation.

Index Terms: AES algorithm, FPGA, Hardware based
encryption, Permutation table.

. INTRODUCTION

Internet of things (10T), is a concept that describes the
paradigm of internetworking electronic devices, to be
connected to theinternet and communicate with each other, to
exchange and collect data through a wireless medium. These
electronic devices are equipped with sensors, software,
electronics, and network connectivity that enables to identify
and communicate themselves with other devices. 10T is
showing its potential in economic and socia application by
providing real time data communication in multipurpose
application. These are made possible through the use of Radio
Frequency ldentifier (RFID), cloud services, QR codes,
Wireless Sensor Networks (WSNs), and other portable
technologies[1]. Consequently, these technologies becomea
critical component in various |0T application domains
including Smart Cities, Smart Grids, Connected Car,
Connected Industry, Smart Farming, Connected Health,
Nano-scale applications, and many other fields[2],[3]. WSNs
utilize portable and low-cost sensor which provide better
support for 10T applications, since deployment cost is crucial
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in loT application [4]. But this portability also draws
disadvantages as stated in the work of [5] and [6] that the
sensor nodes suffers in storage capacity, power and energy
resources constraints. Further, [7] and [8] pointed out that
nodes have limited computational and memory resources.

Communication between nodes and node to base stations
(BS) is susceptible to network attacks. Keeping the
confidentiality, integrity, and accuracy of the data transmitted
by sensor nodes to its destination is very important. Thus,
security countermeasures should be implemented. But the
compact design of sensor nodes with little security attributes
increases security challenges and vulnerabilities. Further, due
to resources contraints, security features is considered last in
the design of WSN [9], [10]. Given the resource limitation
and salient feature of WSN, the addition of security isthe last
thing considered in the design of WSN for the reason that it
produces unwanted surplus to energy cost and processing
overload cost to sensor nodes [11]. Lower performance of
Field Programmable Gate Array (FPGA) — based WSN nodes
that uses cryptographic encryption is influenced by the
complexity of the security protocol [12]. Performance metrics
of hardware cryptographic encryption implementation are
area, timing, power, throughput, and performance efficiency
[13]. Advanced Encryption Standard (AES) is considerably
one of the highly implemented symmetric cryptography today
and most dependable encryption in terms of security which
can be directly associated to the robustness and the
complexity of the algorithm [14], [15]. This study will
address the issue in the performance of secured FPGA-based
WSN node by optimizing the AES cipher through hardware
encryption. The main contribution of the study is the
development of high throughput, lesser area, and high
performance efficiency hardware based lightweight
encryption algorithm.

Il. RELATED LITERATURE

Implementation of AES algorithm can be categorized as
software and hardware implementation. Significant amount of
research has been done on the comparison of hardware and
software implementation of AES algorithm. According to
[16], for security of WSNs, hardware implementation is more
efficient than software in terms of time complexity,
throughput and power consumed during the security process.
In the paper of [17] and [18], it was established that when it
comes to real time high speed applications, hardware
implementation of AES is more suitable than software
implementation.
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In the work of [11], they compared the performance of
AES in three different implementations on WSN.

The original AES, table look up AES and hardware AES.
Result have shown that on encrypting data, hardware
implementation of AES is the fastest; further in the work of
[19] and [20], the result shows that hardware implementation
of AES has a better throughput and more energy efficient.
Similarly in the work of [21], when compared to AES
software implementation it was justified by the result of their
experiment that AES hardware implementation has |lesser
energy consumption and performs faster.

Significant amount of work has been done on hardware-
based implementation of AES algorithm on FPGA. The
objective of these researches is to design and implement the
AES algorithm and improve its operating frequency, enhance
the throughput, increase the efficiency, lessen the area
utilization, lower the latency, and reduce the power
dissipation.

In order to achieve a faster encryption/decryption of data,
[22] implemented pipelined architecture on Xilinx Virtex 5.
Pipelined architecture enables the processing of multiple
blocks simultaneously or in parallel. Thisdesign enhancesthe
throughput at the cost of the increase in area utilization since
registers are used to store the results of the individual stages
of the design which add-onsto the logic resources used by the
design [22], [23].

Thework of [24] proposed a high-throughput masked AES
using look up table (LUT)-based masked S-box. Given that
most the masked AES implementation is using unrolled
architecture, which utilizes extremely large quantity of FPGA
resources, the proposed design aimed to optimize the area
utilization for a masked AES using unrolling technique. The
proposed design was made possible through mapping the
AES operations from Galois Field (GF) 2 to GF 2*.

In the paper of [25], amodified S-box and an improved key
generation for initial key required for encryption using PN
Sequence Generator was introduced. The developed AES
with proposed modifications resulted to a significant
improvement in throughput after the design is synthesized on
various FPGA devices.

Several researches exploited the AES protocol to
streamline the extent of the code and improve its
performance. In the work of [26], multiple S-boxes were used
and MixColumn was replaced by a different S-box. The
implementation of the modified AES resulted to a better
performance compared to the traditional AES in terms of
speed and security. In the paper of [27], used the GF(2%
instead of GF(2%) to get the irreducible polynomials as basis
for producing the S-box. In the paper of [28], they proposed a
modified AES by using a “key” such as timestamp during
transmission, node name, or last two bits of MAC address to
be EX-ORed to the value of after it was substituted using the
S-box.

I11. OVERVIEW OF AESALGORITHM

AES encryption agorithm is a block cipher developed by
the Belgian cryptographers Joan Daeman and Vincent Rijmen
and was adopted by Nationa Institute of Standards and
Technology (NIST) asareplacement for the much slower and
small block size Data Encryption Standard (DES). AESisa
symmetric block cipher with a block length of 128 bits, uses
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encryption key and several rounds of encryption depending
on the length of the key. The key can be 128, 192 and 256 bits
and the number of rounds with respect to key lengthis 10, 12,
and 14 respectively [29]. Generally, these referred to as
AES-128, AES-192 and AES-256 based on the key length
used. Round function operates using a set of four operations
on atwo dimensiona 4 X 4 array of bytes called the States.
Substitute bytes — a byte substitution that utilizes an S-box,
Shift Rows— apermutation, Mix Columns—alinear diffusion,
and Add Round Key — a hitwise XOR operation of the current
block state with a portion of the current expanded key. The
over-all structure of AES128 isshownin Fig. 1.
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Fig. 1: AES Encryption/Decryption Structure

A. SubBytes Transformation

SubBytes, or substitute byte transformation is a simple
table lookup. AES defines S-box as a 16 x 16 matrix of byte
values that contains a permutation of all possible 256 8-bit
values. The SubBytes transformation substitute each
individual byte from the State with the corresponding value
from the S-Box. The leftmost hexadecimal value of the byte
corresponds to a row value and the rightmost hexadecimal
value of the byte corresponds to a column value. To substitute
the unique byte output value, these row and column values
serve as indexes into the S-box. Fig.2 shows the SubBytes
operation. The InvSubBytes or inverse substitute byte
transformation utilizes the inverse S-box.
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B. ShiftRows Transfor mation

ShiftRows or shift row transformation, is shown in Fig.3.
Each row of the State matrix is shifted to the left cyclically
depending on the row index. The first row of State remains
unchanged. For the second row, one byte position is shifted to
the left of the matrix. For the third row, two bytes position is
shifted to the | eft of the matrix. For the fourth row, three bytes
position is shifted to the left of the matrix. InvShiftRows or
the inverse shift row transformation, cyclically shifts the last
three rows in the opposite direction of the state matrix, with a
one-byte shift cyclically to right for the second row, two-bytes
is shifted to right in the third row and three-bytes is shifted to
theright in the fourth row.
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Fig. 3: Shift Row Transformation

C. MixColumn Transformation

MixColumn or mix column transformation is shown in
Fig.4. It isalinear diffusion process that operates on each of
the state matrix column individually. The transformation can
characterized in terms of polynomial arithmetic where every
column of the state matrix is considered as four term
polynomial and the individual multiplication and addition is
performed over GF (2°).
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Fig. 4: Mix Column Transformation

D. AddRoundKey Transformation

AddRoundKey or forward add round key transformation, is
asimple bitwise XOR operation between the 128 bits of State
and the 128 hits of the round key. As presented in Fig.5, the
transformation is considered as a columnwise operation
between the State column and the corresponding column of
the round key. Given that the function of XOR is its own
inverse, the operation of the inverse add round key
transformation is the same with the forward add round key
transformation.
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Fig. 5: Add Round Key Transformation
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IV. PROPOSED LIGHTWEIGHT AESALGORITHM

The main focus of this study is the development of
Lightweight Advanced Encryption Standard (LAES)
algorithm through hardware based implementation of its
lightweight modification. VHDL programming will be used
in devel oping the lightweight cipher based on AES. Shown in
Fig. 6, is the block diagram of the proposed agorithm. The
encryption sequence of the algorithm is a replication of
traditional AES with a modification of substituting a 128-bit
Permutation to the Mix Column transformation. Encryption
process of the LAES starts with the first round key is XORed
to the plain text followed by nine rounds sequenced as:

o Substitute bytes (SubBytes)

o Shift rows (ShiftRows)
e Permutation
e Add round key(AddRoundK ey)

The tenth and the last round in order to produce the Cipher
Text, follows the same sequence except that the Permutation
step is omitted.

Decryption process of LAES beginswith AddRoundK ey to
the Cipher Text, then nineiterations of the following:

o Inverse shift rows (InvShiftRows)

o Substitute bytes (SubBytes)
o Inverse permutation (InvPermutation)
e Add round key(AddRoundK ey)

The tenth and the last round in order to produce the
Plaintext, follows the same sequence except that the
InvPermutation step is omitted.
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Fig. 6: Proposed L AES Encryption/Decryption Structure
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The reason for the substitution is that MixColumn process
involves complex and numerous calculation thus, directly
affects the area and performance of the algorithm during
encryption and decryption. Thus, the introduction of an
alternative nonlinear process with lesser computational
complexity is assumed to improve the operating frequency,
increase the throughput, lessen the area utilization and
improve the performance efficiency. The 128 bit permutation
tableisshownin Tablel.

Tablel: LAES Permutation Table
1[2]3]4]5]6]7]8]9]10[11]12]13[14]15
122114/106 98 90 82 74 66 58 50 42 34 26 1§ 10
124116/108100 92| 84 76 68 60 52 44 36 28 20 12
126118110102 94 86 78 70 62| 54 46 38 30 22 14
1281200112104 96 88 80 72 64 56 48 40 32 24 16
121113105 97 89 81 73 65 57 49 41 33 25 17 ¢
123115107 99 91] 83 75 67] 59 51 43 39 27 19 11
125117/109101] 93 85 77 69 61] 53 45 37 29 21 13
127]119111/103 99 87 79 71| 63 55 47 39 31 23 15

=
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V. DATA COLLECTION, ANALYSISAND
DISCUSSION

The proposed lightweight algorithm is developed using
Very High Speed Integrated Circuit Hardware Description
Language (VHDL) programming. A language for describing
the structure and behavior of electronic systems such as
FPGA and integrated circuits. Using various FPGA devices,
the proposed algorithm is synthesized. A screen capture of a
synthesis report is shown in Fig. 7. The result of the synthesis
on various devicesis presented in Table 1.
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Fig. 7: Synthesis report of XC7VX690T

The parameters for evauating the performance of the
proposed lightweight AES are area, throughput, and
performance efficiency.

Area utilization for FPGAs is identified with respect to
number of slices [20], [25]. Throughput signifies the number
of bits processed per unit time and is specified in Gbps or
Mbps. Throughput can be expressed as

No.of bits processed «Fmax

Throug hput = (€0}
where the No. of bits processed is 128, Fmax refers to the
maximum frequency shown in the synthesis report and Total
clock cycles refers to the number of cycles per encryption
block. Performance efficiency is defined as the ratio of the
throughput over the area [20] and expressed as

Total clock cycles

Throughput
Area (2)
The proposed LAES reported the maximum clock
frequency of 480.50 MHz with the highest throughput of 6.15
Gbps on Virtex 7 XC7VX690T device. It aso attained the
highest performance efficiency of 7.18 Mbps/Slice on the

Efficiency =
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same device utilizing 857 dlices equivalent to 0.0989% of the
total available slices.

Table I1: Resource Utilization of Proposed LAES on various

FPGA Devices
Devi No. of Fmax | Throughput TIS
evice X .
Slices (MH2) (Gbps) Mbpg/Slice

XC7VvX690T 857 | 480.50 6.15 7.18
XCBVLX240T 858 | 445.01 5.70 6.64
XC6SLX150 867 | 199.17 2.55 2.94
XC5VLX110T 866 | 334.10 4.28 4.94
XC5VSX240T 866 | 313.68 4.02 4.64
XC5VLX50 866 | 334.10 4.28 4.94
XC4VLX60 3556 | 228.99 293 0.82

Comparisons of the result of synthesis with existing
non-pipelined implementations is shown in Table IIl. In the
XC7VX690T device, the proposed LAES is 78.79% better in
terms of throughput and an improvement of 1.37% in
performance efficiency compared to [30] athough the
proposed design has a higher area by 76.34% in dice usage.
Similarly compared to [25], although there is an increase in
areaby 22.96% in dice utilization, thereisan improvement of
41.71% in throughput and 15.26% in performance efficiency.
In XC6VLX240T device, the proposed LAES improved the
throughput by 202.98% and 65.11% compared to [24] and
[30] respectively. Although the throughput in [25] is higher
by 3.94%, the proposed LAES is better in terms of
performance efficiency by 361.3% and has a lesser in area
utilization by 79.05%. The throughput in [25] is higher using
XC6SLX150 but interms of area and performance efficiency,
the proposed LAES is better by 84.42% and 444.53%
respectively. In XC4VLX60 device, there is an increase in
throughput by 42.28% and 6.97% compared to [30] and [25]
respectively.

TableI11: Comparison of LAES Results with Existing
Non-Pipelined AES Architecture Designs

Desian Device No.of | Fmax |Throughput T/S
9 Slices | (MHz) | (Gbps) |Mbps/Slice
[25] | XC7VX690T 697 | 372.98 4.34 6.22
[30] | XC7VX690T 486 | 322.58 3.44 7.08
Proposed
LAES XC7VX690T 857 | 480.50 6.15 7.18
[24] XC6VLX240T | 15612 14.69 1.88 0.12
[25] XC6VLX240T | 4095 | 463.42 5.93 144
[30] | XC6VLX240T 335 | 323.73 345 10.29
Proposed
LAES XC6VLX240T 858 | 445.01 5.70 6.64
[25] | XC6SLX150 5566 | 237.45 3.03 0.54
Proposed
LAES XC6SLX150 867 | 199.17 2.55 2.94
[25] XC4VLX60 20818 | 214.48 2.74 0.13
[30] | XC4VLX60 1975 | 192.68 2.06 1.04
Proposed
LAES XC4VLX60 3556 | 228.99 2.93 0.82

1813

The comparison of existing pipelined implementation to
various FPGA devices to the synthesis result of proposed
LAES is presented in Table IV. For the purpose of
comparison, the computation of throughput, is based on the
works of [22], [23], [25] and [31] where latency is not
considered. Comparing the synthesis report to the
implementation of [22], [23], and [25] in XC5VLX110T
shows that the proposed LAES increases the throughput by
22.57%, 65.18% and 43.84% respectively.
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Further, the proposed LAES improved the performance

efficiency by 1596.98%, 529.87% and 1551.57% when
compared to [23], [25] and [22]. In the same device, the
proposed LAES has lesser area utilization by 90.26%,
77.14%, and 92.58% as compared to [23], [25] and [22]

respectively. Similarly,

in devices XC5VSX240T and

XC5VLX50, the proposed design is lesser in terms of area
utilization by 74.68% and 87.15%, an improvement in
throughput by 57.46% and 13.43%, better in performance
efficiency by 522.33% and 780.25% when compared to the
pipelined implementation of [25] and [31] respectively.

Table IV: Comparison of LAES Results with Existing
Pipelined AES Architecture Designs

Design

TIS
Mbpg/Slice]

No. of | Fmax |Throughput

Device | gices | (MH2) | (Gbps)

[22] | XC5VLX110T| 11677 272.59 34.89 2.99

[23] | XC5VLX110T| 8896 | 202.26 25.89 291

[25] |XC5VLX110T| 3788 | 232.30 29.73 7.84

Proposed
LAES

XC5VLX110T 866 | 334.10 42.76 49.38

[25] | XC5VSX240T | 3420 | 199.18 25.50 7.45

Proposed
LAES

XC5VSX240T 866 | 313.68 40.15 46.36

[31] [XC5VLX50 6741 | 294.80 37.70 5.61

Proposed
LAES

XC5VLX50 866 | 334.10 42.76 49.38

VI. CONCLUSIONAND FUTURE WORKS

Hardware implementation of encryption/decryption

algorithm should have a good trade-off between area
utilization, throughput, and efficiency. A hardware based
lightweight AES design aimed to enhance the throughput,
lessen the area utilization increase the performance efficiency

of

the algorithm was presented in this paper. The design

streamlined the AES128 structure by replacing MixColumn

transformation with 128 bit Permutation.

The proposed

LAES was synthesized on various FPGA devices and
compared the throughput, area utilization, and performance

efficiency

to the existing AES hardware based

implementation. Results have shown that the proposed LAES
achieved better throughput and performance efficiency
without sacrificing the area utilization.

of

The proposed LAES achieved the highest clock frequency

480.50 MHz with the highest throughput of 6.15 Gbps

when synthesized on Virtex 7 XC7VX690T. The
performance efficiency is7.18 Mbps/Slice utilizing 857 slices
equivalent to 0.0989% of the total available dlices on the
device. Future works may focus on other modes of operation
and other architecture of AES. ASIC implementation should
also be considered.
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