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      Abstract: In the 21st century, Internet of Things (IoT) has 
become pivotal technology and has attracted worldwide attention 
in the smart computing environment. In order to enjoy the 
benefits of this new environment, security is considered as the 
main aspect in constrained end nodes. Ordinary cryptographic 
solutions are not sufficient for resource constraint devices. To 
fulfill this gap, a relatively new field of cryptography called 
lightweight cryptography came into existence. Furthermore, 
designing lightweight ciphers especially software oriented poses 
some significant limits and inherent conditions. Some design 
considerations of a lightweight encryption algorithm and 
tradeoffs for minimizing resource requirements are presented in 
this paper. Also, for a cipher, it is necessary to provide strong 
resistance against attacks. In this paper different 
countermeasures to prevent from attacks is also presented. By 
considering the performance-enhancing ideas presented in this 
paper, a new GFN based lightweight block cipher is proposed. A 
cipher design has two main parts; internal structure and key 
schedule. The internal structure of the proposed design has three 
layers in which operations are so arranged that it utilizes small 
code size and has fast diffusion. Besides, design of newly proposed 
cipher is such that it thwarts the effect of most of the attacks.  In 
the nutshell, this paper serves as a base for designing good 
lightweight cipher for resource constraint smart IOT 
environment. 

Index Terms: design considerations, lightweight block ciphers, 
performance enhancement, prevention from attacks. 

I. INTRODUCTION 

IoT provides a virtual view of real-life things in a 
resource-constrained environment where security and privacy 
are considered most important. Everything in Internet of 
Things (IoT) environment becomes virtual having their own 
locatable and addressable counterparts on the network. The 
virtual entities know their physical state and behave 
accordingly on their own. This view has extended the concept 
of IoT to "Internet of Everything" by including “anything, 

anyone, any service”. IoT is also referred to as "Smart Objects 

Networks" where a huge number of constraint devices are 
connected to each other in the network [1]. However, 
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embedded devices have some constraints in the form of low 
processing power, limited memory, low connectivity, and low 
energy consumption. Although ordinary cryptographic 
solutions focus on high-level security but due to limited 
resources, it is not so easy to successfully apply ample 
cryptographic functions on IoT based resource-constrained 
devices. A relatively new field of cryptography known as 
“Lightweight cryptography” is tailored for 
resource-constrained environments [2]. In lightweight 
cryptography huge variety of resource constraint devices uses 
different communication technologies. They have some 
limitations in the form of implementation memory size, speed, 
power, security, performance and as a result it is not possible 
to implement standard cryptographic solutions. So there is a 
need of some tradeoffs in the above parameters in 
resource-constrained devices. In this era of pervasive 
computing, lightweight cryptography expects simple and fast 
security solutions [3]. Memory consumption (RAM and ROM 
size), speed and throughput are among the main primitives 
which are considered towards finding good lightweight 
algorithms [3]. These are specific to the hardware or software 
implementation of a security algorithm. Authors in [4] 
mentioned 6 metrics for evaluation of software 
implementation of lightweight ciphers, these are: 

1. Code size is given in bytes, 
2. RAM usage is given in bytes, 
3. Cycle count in encryption, one block Cycles/byte 
4. Cycle count in decryption, one block Cycles/byte 
5. Energy consumed given in μJ, and  
6. A combined metric (code size X cycle count product) 

which is given after the normalization, by block size.  
There is a strong correlation between energy consumption and 
cycle count [4]. Lightweight algorithms implemented in 
software, targeted for micro-controllers usually consider 
some more performance evaluation parameters like: 

1. Throughput measured in bytes per CPU cycle.  
2. Power Consumption 

Among all the primitives, memory is considered to be the 
most prevailing part. Optimized software implementations 
result in fast speed thereby utilizing low power consumption.   
The rest of the paper is organized as follows: In section 2 
performance enhancement ideas are enlightened which can be 
considered for the design of a software implementation of 
LBC (lightweight block ciphers) for their performance 
enhancement. Section 3 presents newly proposed lightweight 
block cipher and finally 
section 4 concludes the paper. 
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II. ENHANCING PERFORMANCE THROUGH 
TRADE-OFFS 

It is really a challenging task to select the best algorithm 
satisfying both memory requirements and energy efficiency 
[1].  
This section presents some useful performance enhancement 
implementation ideas to improve the software based 
primitives. 

A. S-Boxes 

S-box provides nonlinearity in a cipher as a result, security of 
a cryptosystem can be significantly influenced by their choice. 
Some performance enhancement criteria for optimized S-box 
implementations are: 

1. Considering the energy consumption per cycle, the 
S-boxes which are having lower signal delay must be 
favored over others. 4-bit S-box is better and proficient 
than that of 8-bit S-boxes because these are having a 
lower signal delay. The ratio of energy consumption by 
4-bit S-boxes and 8-bit S-boxes is 1:2. Conversely, 8-bit 
S-boxes provides more nonlinearity and lower values for 
DP/LP coefficient. A greater number of rounds are 
required by an implementation using 4-bit S-boxes to 
attain the same level of security margin as that by using 
8-bit S-boxes [5]. Considering energy efficient design, 
using 4-bit S-boxes is favored over using 8-bit S-boxes 
and finally, to judge for the best S-box it is required to 
examine clustering of linear and differentials trails [6].  

2. 8-bit S-boxes require around forty times more area than 
that required by 4-bit S-boxes [7]. 4-bit S-boxes are 
cryptographically weaker than 8-bit S-boxes. Moreover, 
S-box of LBlock lightweight cipher provides the best 
nonlinearity, good differential probability, and good 
algebraic order [8].  

3. Performance enhancement and optimization are done at 
the algorithmic level and, it is good to store S-boxes in 
Flash or RAM [2, 9]. 

4. Constructing 8-bit S-boxes by combining 4-bit S-boxes 
results in decreased memory requirements by 
implementing S-boxes as look-up tables. But, this results 
in increased execution time [10]. 

B. Key Schedule 

Attacker’s main goal is to break the cipher under a particular 

key. To limit the data available to the attacker, changing key 
frequently provides resistance to the related key attacks [11]. 
So, in this direction, the use of long keys is encouraged 
because the use of short keys makes exhaustive key search 
become feasible. Most of the lightweight security algorithms 
differ in the key schedule from their non-lightweight 
counterparts. A complex key schedule results in the increase 
in RAM size or gate area. For lightweight algorithms, an 
increase in memory size is not acceptable so it is common to 
not consider related key attacks in lightweight cryptography 
and allows to use simple key scheduling. Encryption and 
decryption of Feistel ciphers are the same which results in low 
memory usage [12]. If keys can be chosen independently and 
randomly then it provides resistance against related-key 
attacks [3]. 

C. Internal State 

To minimize the constraints posed by IoT, most of the 
lightweight block algorithms considered to use smaller 
internal states in the form of block sizes and smaller key sizes. 
As a result, most of the block ciphers in IoT use a block size of 
64-bits.  This results in low memory footprints in software 
implementation as well as in hardware implementation of the 
security algorithm. This reduced block size, as a result, proves 
to be problematic because by doing so the security level of 
some modes of operation like CBC (Cipher Block Chaining) 
erodes rapidly when the encrypted number of blocks of size 
n-bit reaches 2 /2 [13]. Small key sizes usually 80 bits or 
smaller offers slight security margin against brute-force 
search. Time-memory-data tradeoff can turn out to be an issue 
if in multi-key setting key size is very small [14]. XORing 
actual key prior to its use thwarts the weak key attacks in a 
cipher. Same was realized by the authors in [15] in which a 
lightweight algorithm SIT was proposed in which actual key 
is not used, the key is first XORed before its use. 

D. Prevention from Attacks 

After a deep analysis of attacks on Lightweight Block ciphers 
in a smart environment, countermeasures to prevent from 
these attacks are concluded in the publication in [16]. 

1. XOR function is mostly used in ARX-based ciphers. 
Using addition mod 2b is more useful in place of bitwise 
XOR because for several reasons. Using a mod 2b key 
addition improves the diffusion layer by introducing 
sufficient non-linearity. This is done at the same cost and 
same speed as by bitwise XOR. It also helps to provide 
enough resistance against structural attacks [17].  

2. Moreover, a bit-slice implementation in comparison to 
table-based implementation proves to be safer for cache 
and timing attacks (implementation attacks) [18]. When 
bitwise operations like AND and XOR are applied on 
w-bits words, it results in parallel evaluation of S-box 
w-times [19]. 

3. To provide provable security to a cipher against two most 
widely used statistical analysis i.e. linear and differential 
cryptanalysis, some methodology proposed by the 
authors in [20] can be adopted in cipher’s design like: 
• Change in location of round function to enable parallel 

computation without compromising security. 
• Introduction of different sizes substitution boxes in a 

round or in different rounds which also provides 
resistance against algebraic attacks. A similar study in 
[20] gives CLEFIA cipher which uses two different 
8-bit S-boxes, first 8-bit S-box is created by randomly 
choosing 4-bit S-boxes and second is given by an 
inverse function using GF (28). With this mixing 
CLEFIA provides resistance against algebraic attack. 

• We can recursively construct the round functions 
which also results in the reduction of the size of 
substitution boxes. 
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E. Minimizing Resource Requirements in Software 
Implementation 

Some tradeoffs for minimizing resource requirements in IoT 
enabled smart environment are described here, it includes 
carefully considering RAM/ ROM sizes of software 
implementations.  

1. To lower the decryption implementation cost of a cipher, 
components used in lightweight block ciphers are 
required to be involutions. S-boxes or Feistel structures 
can be used to introduce non-linear involutions. An 
alternate approach is by introducing those operations in 
which decryption is not required. For instance, it is 
possible to save the ROM size by using a block cipher in 
counter mode rather than storing the instructions for the 
inverse operations of the block cipher. Ciphers having 
involution components have overhead due to the 
implementation of inverse key-scheduling. This 
overhead can be lowered by introducing certain 
symmetry in the sub-key sequence however 
simultaneously it results in weak keys and has potential 
slide attacks [19]. 

2. To minimize the constraints posed by IoT, most of the 
lightweight block algorithms considered to use smaller 
internal states in the form of block sizes. 

3. The code size and the RAM size requirement are 
considered towards inclusion in the standard. (Less 
resource utilization in comparison to the prevailing 
standards on the same platform are well-thought-out as 
possibly lightweight for software environments).  

4. Loading information from RAM to CPU registers and 
vice versa is considered as a costly operation. So it is 
required to limit such operations so as to decrease the 
RAM consumption and time complexity of the algorithm 
[20]. 

5. Resource requirements in software implementations can 
be measured by counting registers required along with 
the RAM and ROM size requirement in bytes. Functions 
using a lower number of registers have comparably low 
calling overhead.  This is because fewer variables are 
placed on the stack before overwriting registers. Program 
code, S-boxes, hardcoded round keys are stored in ROM 
while for intermediate values of computations, RAM is 
used. A trade-off between on the fly calculations versus 
lookup tables is another issue to be considered [23]. 

6. To speed up the operations in a cipher, copying constant 
ROM data to RAM is a good option. One cycle is 
required to read a RAM byte to the register and four 
cycles are required to read from ROM. Copying constant 
ROM data to RAM before execution improves the 
overall performance of a routine [3].  

7. For optimization, using same size bitwise operations as 
the platform is, provides good efficiency because these 
can be directly mapped to the ARM instructions. For 
example, using 32-bitwise ARX operations for a 32-bit 
platform can be mapped without additional effort to 
32-bit ARM instruction [24]. It is good to define the 
integer type length explicitly which are available in 
inttypes.h like int8_t in place of char, int32_t in place of 

int. this gives consistent behavior and when defined for 
local variables, it improves register usage.  

8. Using lookup tables (LUTs) in place of substitution 
tables results in small code size. This also speeds up the 
processing, as a result, low power consumption. To 
realize higher throughput, many ciphers use larger LUTs. 
Larger LUTs results in an increase in code size. So 
maintaining a balance is a design issue which is to be 
considered wisely [7]. The maximum information 
leakage operation is table look-up operation [25]. 
Furthermore, computing large tables of constants on the 
fly in place of lookup tables is also desirable when there 
is limited memory available. It also offers security 
implications if the indices are data dependent and in 
cases where processors contain a cache because of timing 
differences due to varying access times can be used as a 
side channel [1]. 

9. For efficient register usage and avoiding branching in 
programming, loop unrolling can be used. This speed up 
the execution but simultaneously increases the code size. 
Partial loop unrolling is another technique which helps to 
achieve good execution speed without increasing the 
code size too much. LEA lightweight block cipher also 
implemented this technique for speed optimization [7, 
24]. On the other hand, code rolling into a loop can be 
used for limiting the ROM size [26, 27]. This is all 
according to the requirement of a particular application.  

10. A smaller code size can be achieved by doing function 
calls for a common operation like n-bit XORs, but this 
results in affected throughput as with each function call 
overhead is associated which adversely affect the 
throughput. SIMON and SPECK low-flash 
implementations make use of this concept. They also 
proposed that additional code size savings can be made 
for both SPECK and SIMON but only by significantly 
reducing the throughput [28]. The memory size of less 
than 1 KB is considered as a good choice for lightweight 
block cipher implementations [29]. 

11. Most effective operations are modular arithmetic 
operations like addition-modulo and subtraction-modulo. 
Rotations are not considered good operations, especially 
rotations of the same amount on neighboring large 
operands. Furthermore, different rotation amounts offer a 
reasonable amount of different trade-offs between 
efficiency and security (especially linear and differential 
probabilities) [30]. So choosing carefully best rotation 
amounts is considered as a good decision in a cipher 
design [31]. 

12. For the most efficient implementation choosing the word 
size is an important decision, it is advisable to choose the 
word size identical to the microcontroller’s register size. 

Furthermore, if the register size of the microcontroller is 
greater than that of word/ operand size, the worst results 
are obtained. Consequently, normal implementation 
efficiency is achieved when the size of word is multiple 
of microcontroller’s register size [30]. 
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 As in IOT applications, a variety of devices are used, so 
a cryptographic solution must perform well on 
wide-ranging microcontrollers and supporting different 
register sizes. To attain this, the cipher's word size and 
largest register size supported by microcontroller should 
be equal. 

F. Some other Performance Enhancement Trade-Offs  

Structure of a cipher has its impact on its performance, here 
some considerations are given which is related to the internal 
structure of a cipher and plays an important part in 
performance enhancement. 

1. Symmetric key algorithms use mathematical functions to 
achieve significant confusion and diffusion in each 
round. More rounds improve security but resulting in 
more energy consumption [31]. 

2. Using type-2 generalized Feistel structure has advantages 
like parallelism can be achieved in the execution of 
F-function, it allows smaller size F-functions to be used. 
But this also requires more number of rounds and usage 
of small F-functions results in a slow diffusion rate. 
Authors in [32] used the DSM (Diffusion Switching 
Mechanism) technique to get rid of these limitations. In 
DSM, two different matrices are used for better diffusion 
and thus improves resistance against linear and 
differential attacks.  

3. Attacks that depend on the slow diffusion in Feistel 
ciphers and highly controllable by round keys as a result 
of a simple key schedule can be avoided by using more 
rounds in Feistel ciphers. For instance, the Feistel cipher 
has fewer round function than SPNs, as Feistel ciphers 
update only half of the data in every round. Besides, 
decryption in Feistel ciphers can be implemented without 
much effort and cost, as it is done by simply reversing the 
order of operations [33]. 

4. LTS (Long Trail Strategy) advocates large S-boxes 
through ARX-based implementation and sparse linear 
layers. With this strategy, it is possible to bound the 
linear and differential characteristics of a cipher for any 
number of rounds [12].  

5. For performance enhancement and improved security, 
authors in [26] proposed a family of 4 x 4 diffusion layers 
called recursive diffusion layers. Proposed diffusion 
layers use linear Feistel structure rounds. SPN structures 
can deploy these diffusion layers because these are 
having simple inverses. The proposed diffusion layers 
have provable security against linear and differential 
cryptanalysis. 

III. PROPOSED DESIGN 

Lightweight block ciphers have comparably smaller internal 
states in the form of key size and block size. Lightweight 
ciphers vary from traditional cryptographic algorithms. These 
can be implemented either through software implementation 
or through hardware implementations. Software oriented 
cipher designs provide more flexibility at lower costs on 
manufacturing and maintenance as compared to hardware 
implementations. Even providing strong resistance against 
mathematical attacks could not protect hardware-oriented 

block ciphers from side channel attacks thereby losing its 
keys. So a good software design is required which has low 
memory utilization and enhanced efficiency along with 
enough security guard against attacks. ARX (modular 
Addition-Rotation-bitwise XOR) designs have even more 
efficient software implementations. So, considering this in 
mind, a lightweight Feistel type block cipher is developed 
which have low decryption overhead. Description of a newly 
proposed lightweight block cipher is given into two parts: the 
first part is data processing part and the second part is the key 
scheduling part. The proposed design employs a 4-branch 
Generalized Feistel Network (GFN) that reduces restriction 
on the designing part of inner auxiliary functions. The round 
function of a GFN is comparatively lighter than those of SPN 
structures, as decryption can be easily implemented from 
encryption without much effort. For k € GF (4)

n, 4n round 
function is a key-dependent function which is a map given by 
(1):  

 

        (1) 
 

This map is defined by various operations performed on it 
like key whitening, ARX operations and round permutation in 
three layers, these are given in “Fig. 1”. 

 
Figure 1: Layers in the proposed ciphers 

 Key whitening is applied as a first step in the newly proposed 
cipher because it is relatively easy to map the block cipher 
with detectable weakness where actual key drives the 
non-linear operations of the cipher. So, keeping this point in 
mind pre key whitening is applied i.e. the key is XORed prior 
to its use in the round function. ARX designs have very 
efficient software implementations and efficiently 
implements the encryption, decryption and key schedule 
procedures in a parallel way. Modular addition, XOR and 
circular shift operations are then arranged in the second layer 
in a way that provides fast diffusion and low code size. 
Usually, GFN has slow diffusion property and round 
permutation provides faster diffusion. 
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 Fast diffusion in a cipher thwarts those attacks that are made 
possible because of the slow diffusion property of block 
ciphers. Therefore, in the last third layer, a round permutation 
is applied at the end of each round that increases confusion 
and diffusion to a great extent. By considering the 
performance-enhancing ideas and countermeasures to protect 
from attacks, design of newly proposed cipher is such that it 
thwarts the effect of most of the attacks. In decryption, the 
same round function is used but here the order of the round 
keys, constants, and operations are reversed. Key scheduling, 
being a crucial component of a block cipher can break down 
entire design if otherwise not designed cleverly.  
Weak key scheduling gives classes of weak keys i.e. keys for 
which it is easy to break the cipher. In key scheduling part, a 
user-defined master key is stored in the register key, 
represented by (2): 

          (2) 
Instead of using the entire key, a sub-key is derived from the 
master key which is fed to the rounds, each round uses 
different keys. More rounds introduce more confusion and 
diffusion and hence as a result provides more security. 

IV. CONCLUSION 

Designing a security algorithm for IoT enabled devices must 
consider some constraints posed by resource constraint 
devices. Design and implementation of a lightweight cipher 
go simultaneously and this has revealed some significant 
limits and inherent conditions. For minimizing resource 
requirements, some design considerations and tradeoffs are 
presented in this paper. The main aim of this paper is to 
present ideas to achieve efficient and optimal software 
implementation of LBC for IoT-enabled low-resource 
embedded devices. Besides, countermeasures to prevent from 
attacks is also presented. Based on these design 
considerations and countermeasures, a security model for IoT 
enabled devices is presented in this paper. The proposed 
design employs a 4-branch GFN defined by various 
operations performed on it in three layers like key whitening, 
ARX operations and round permutation. The operations in the 
proposed design are so arranged that it not only provides fast 
diffusion it also utilizes low code size. This work helps the 
researchers in the area of IoT security. This paper set a base 
for further research work and in the near future, we will 
evaluate the performance of proposed LBC for IoT enabled 
environment.  
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