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ABSTRACT---Nowadays IoT(Internet of Things) driven 

restricted area surveillance serves as a challenging environment 

in smart cities application. Facial recognition, RFID and PIR 

sensor is a way of surveillance using VLPR (Vehicle License 

Plate Recognition)and the information obtained is updated in 

IoT. Alphanumeric letters are extracted from number plate using 

VLPR and also checks for authorized vehicle entry. The area 

under surveillance allows access for authorized persons using 

facial recognition and RFID tag. The buzzer sound will be 

produced by PIR sensor detecting the motion of illegal entry in 

the restricted area.The proposed research concentrates on how to 

detect the vehicle/license plate object using VLPR and shows the 

way to reduce the required data volume to be stored in IoT. 

Keywords: VLPR(Vehicle License Plate Recognition), IoT 

(Internet of Things), RFID (Radio Frequency Identification), 

Facial Recognition, Restricted area surveillance. 

I. INTRODUCTION 

An important application for smart cities using IoT is 

restricted area surveillance. Camera/imaging sensors are 

installed to detect objects through automated object 

detection method which has high complexity algorithms and 

processing technologies. Hence surveillance system 

algorithm with low intricacy is required for smart cities. The 

vehicle license plate recognition (VLPR) can be applied to 

many applications such as read traffic data collection, 

automatic parking charging and searching stolen vehicles 

using IoT. 

A vehicle is identified using its plate number. Hence it is 

used in VLPR image processing.Various methods have been 

proposed for image processing of VLPR [1]. One of the 

methods is vertical edge matching. In this method location 

of two vertical edges were identified and four corners are 

detected to monitor the Licence plate number accurately. [2] 

Another methodology is license plate detection based on 

morphological features which eliminate theredundant edges 

and the important features are extracted (text information 

only)[3].Whereas in colour based method, detection of 

license plate and texture characteristics are used [4]. The 

genetic algorithm (GA) is a another smart neural network 

technique to concentrate on training process and combining 

the statistic features with structured features are analysed 

and wavelet transform technique used to detect the VLP 

(Vehicle License Plate ) [5-6]. The proposed researchalso 

describes about the vertical edge matching [7] which is 

based on yellow license plate method focusing on texture 
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characteristics. In the proposed method, facial recognition 

and RFID tag are interfaced with arduino [8] but only 

limited numbers of interfacing ports are available in arduino. 

The vertical and horizontal movements are captured using 

virtual fencing and Hand pattern recognition is the one of 

the biometric method [10]. RFID tag is also used for 

accessing the restricted area and Electromagnetic 

interference was discussed [11]. It can only be implemented 

at gate level. 

In this paper we make use of component analysis and 

optical characteristics recognition for VLPR process. The 

license plate recognition step involves edge detection, 

morphological operations like dilation and erosion, 

smoothing, segmentation of characters and recognition of 

plate characters. A novel filter is designed to extract the 

number in vehicle license plate which excludes the 

undesired area thus leading to the reduction in volume 

needed for storage. 

II. KLT ALGORITHM 

KLT algorithm is an existing system which has automatic 

motion detection like vehicle door open, detection of 

surveillance area obstacles and detection of human entry. It 

cannot detect the unauthorized vehicles and the information 

cannot be updated in Internet server. It consumes high 

energy conservation with minimum accuracy where man 

power support is required.  

Kanade Lucas Tomasi algorithm is a most popular 

method which is used for facial recognition and used for 

tracking the human faces continuously in a video frame. The 

tracking can be done in simple steps and it is focused only 

on 2-Dimensional motion (translation movement).  

III. PCAALGORITHM 

An automatic detection of entry into a restricted area 

using IoTconsists of PIR motion sensor which isused to 

detect the human motion and the unauthorized or 

unregistered vehicles entry which includes the face 

recognition using MATLAB image processing 

andauthorized access can be done using RFID tag. One of 

the advantage is the offenders can be identified using facial 

recovery; personal authentication can be accessed easily and 

verifies whether the authorised person is attempting to gain 

entry. Face recognition and RFID tag is easy to use and in 

many cases it can be accessed without any knowledge. 
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The PCA algorithm is focused only on the principal 

component of image.It is a useful statistical technique which 

is used to find patterns in data of high dimension that has 

found in face recognition application and image 

compression fields are used to reduce dimension vector for 

better recognition of images. PCA-based dimensionality 

reduction consists of many variables correlated with each 

other then the information loss is minimized under certain 

noise and signal model. The output of PCA is the number 

which is less than or equal to the number of original 

variables. 

IV. PROPOSED SYSTEM MODULES 

The proposed system modules consist of following 

modules: 

 PIR Sensor module 

 IOT module 

V. PIR SENSOR MODULE 

Passive infrared sensor (PIR sensor) is most often used in 

PIR-based motion detectors. It is an electronic sensor which 

is used to measure the infrared (IR) light that radiates from 

objects in its view field. A PIR-based motion detector is 

used to sense movement of human, animals, or any other 

objects. They are used in automatically-activated lighting 

systems and burglar alarms.  

VI. IOT MODULE 

IOT module is a small electronic device that acts as a 

transceiver connecting to wireless network that sends and 

receives data. ESP8266 is Wi-Fi based IOT module which is 

a serial transceiver. It is capable of either hosting or 

offloading Wi-Fi networking function from another 

application processor. 

VII. SURVEILLANCE SYSTEM 

The working process of surveillance system includes two 

steps. In first step vehicle plate will be analysed and in the 

second step the authorised user through facial recognition 

and RFID tag will be scanned as shown in Fig 1. 

 

 
Fig.1. Flowchart for surveillance system. 

Vehicle plate isrecognized using MATLAB process 

through which the license plate is captured and taken as 

image as shown in Fig 2. The checking process includes 

whether they belong to the specified organization and the 

details of their authorization will be updated in IoT. The 

second level is kept at the restricted room. Facial 

recognition and RFID tag is used to allow the corresponding 

person into the room. Only if the tag and face of a person is 

matched they are allowed to access the room. In case of 

unauthorized entry it will be detected using PIR sensor and 

indicated using buzzer. All these details can be noticed 

through phones connected to internet.  

 

 
Fig.2. Block diagram of surveillance system 

 

VIII. RESULTS AND DISCUSSION: 

The simulation results compare authorized and 

unauthorized license plates for different name plates. 
 

Unauthorized Number plate 

 

 
 

Fig. 3. License number given as input 

 

 
Fig.4.Unauthorized license number (output) 
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Authorized Number plate 

 
Fig. 5. License number given as input 

 

 
Fig.6.Authorized license number 

 

When a vehicle is entered in the restricted area, the 

Passive infrared sensor (PIR sensor) will be activated to 

measure the infrared (IR) light that radiates from objects in 

its view field which will give the current image to IoT 

server. VLPR detect the name plate object and compares 

with stored data available in IoT. If Current image and 

stored image are same then vehicle can enter inside the 

restricted area otherwise buzzer will produce sound against 

the unauthorized vehicles. 

The above included output vividly portrays the 

recognition of authorized and unauthorized vehicle in an 

organization obtained from MATLAB processing as shown 

in Fig. 3, Fig. 4, Fig. 5 and Fig. 6. The authorized and 

unauthorized number plate will be indicated through a 

message box. All the details are updated in IoT 

automatically. 

IX. CONCLUSION 

In urban surveillance systems, a novel filter is designed 

which is unified to detect the vehicles from the digital 

camera imaging sensors or the vehicle license plates. This is 

a unique filter designed to detect the vehicle/license plate 

objects. Different images are tested with the filter. The 

results show that our filter can automatically detect the 

highest energy frequency areas out from the images, which 

makes our proposed algorithm a simple and effective 

method to automatically detect vehicle objects using IoT for 

smart cities applications. Our method provides 85% 

accuracy and can also be used to condense the big data 

volume which is generated every day from urban 

surveillance systems in smart cities. 
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