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Abstract: Sensor Networks is the emerging trend of computer 

science and the dynamic nodes are located in large number , in 
order to examine the consumption of energy into everyday 
activities to make them effectively communicate and perform the 
smart operations efficiently,  it reduce the end user's need to 
interact with computers as well as human activity. Sensor devices 
are wireless network connected and constantly available with the 
transmission range.  The advancement in the wireless technology 
like sensors is developed in communications and transmission of 
packets, the wireless sensor networks domain is come into sight 
and become the one of the most interesting and emerging areas in 
the field of  research. Sensor networks are secure enough to 
develop the sensing and monitoring in a large range of 
application domains such as healthcare monitoring and 
battlefield surveillance. Trustworthy, correctness, flexibility, 
cost-effectiveness, energy consumption and ease of exploitation of 
nodes in large number are the major characteristic of networks. 
In order to minimize the consumption of energy, this paper is to 
enhance the optimum solution for the energy utilization by using 
the proposed algorithm and applied in smart environment. 

 
Index Terms: Sensor, Smart environment, Research, Optimum 

Utilization, Energy Conservation.  

I. INTRODUCTION 

  In recent advances and future trends in wireless 
computing mainly the contribution in a network [1], it is 
usually collected the large number of nodes that are deployed 
with tiny, low cost devices that communicate wirelessly and 
have the capabilities of processing, sensing, monitoring and 
storing. The advanced development of sensor networks was 
motivated by military applications such as battlefield 
surveillance. Sensing and  computing is the wireless device 
classify by the communication of various different devices, 
ranging from high- end servers to tiny mobile sensors. 
Hardware devices can be connected to with wireless sensor 
devices such as Bluetooth and wireless fidelity. Wireless 
Sensor networks are being used in patient monitoring and 
military application areas, including process monitoring and 
health monitoring environment and habitat monitoring, 
healthcare applications, home automation, and traffic control 
presented well. Ad-hoc networks are infrastructure-less with 
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no central controller having multi hop communication. Sensor 
network also with support of general base station also called 
as gateway that can communicate with a number of wireless 
sensors via a radio link. The architecture of the sensor nodes 
consists of display nodes, processing the hardware, processor, 
memory, power, transmitter and receiver. Sensor devices are 
easily located without infrastructure and to monitor via        
enabled devices [2] are suitable for sensor network 
applications, because of their power constraints requirements 
and expensive nodes and a  large  network would lead to 
deplete more energy .Nodes can communicate with an another 
node  and  to attain the huge amount of energy available in 
sensor networks.  

Wireless sensor nodes is the collection of all the 
neighboring node information, it consumes more energy and 
transmit the flooding message about the packets arrival node 
to   the other nodes, not in the participation. The transmitted 
data is then presented to the system by the connection 
establishment. The research  paper include the recent 
information about the nodes consumption  and vast range of 
recent applications in this field such as sensing based intruder 
systems, smart applications, sensing and health care 
monitoring, and security and privacy in military monitoring. 
The real time application of sensors is to make use of nodes 
that are deployed to analyze remote locations information, in 
order to find the   intruder detection in a forest application. 
The another example for the sensor devices are attached to the 
ground in a large metropolitan area to find  the unwanted 
happenings like forest fire, animals theft and so on ,via 
monitoring with a efficient solution. The sensor networks are 
implementing in all shopping malls for the monitoring 
purpose and efficiently execute in parking systems wirelessly 
based on the availability of the nodes in terms of smart cars. 
The automatic systems in smart environment for providing 
security in sensor devices in order to detect and identify the 
intruder movements. Sensor networks nodes convey the 
alertness about the intruder and intimate via the link. 

Issues and Challenges: The issues and challenges are the 
large number of sensors deployed in the environment; it leads 
more consumption of energy. Mobility is the other issues 
about the node are in dynamic in nature, in order to find the 
random path selection and connectivity loss between the 
communication [7][8].Low energy use is the major challenge 
of wireless networks. Efficient use of the small memory, Data 
aggregation is to collect the information on time. The error 
prone shared channel, hidden 
Terminal and Quality of 
Service.  The possible ways to 

A Efficient Protocol for an Optimum 
Performance Level of Energy with A Secure 
Communication in Wireless Sensor Network 

P.Arivubrakan, B.Umamaheswari  



A Efficient Protocol for an Optimum Performance Level Of Energy with a Secure Communication in Wireless Sensor 
Network 

 

311 

 

Published By: 
Blue Eyes Intelligence Engineering 
& Sciences Publication  Retrieval Number: A00720581S219/19©BEIESP 

 

overcome the issues and challenges in the below 
applications[3]. 

 
 
 
 
 
 
 
 
 
 
 
 
 
Fig1. Sensor Network Architecture. 
 
In Smart home environments, the sensor nodes are 

efficiently communicate with the devices in the home 
appliance and consume more power while transmitting data 
through internet. The recent research focus on the power 
consumption of the electronic devices in order to provide the 
efficient communication. The smart homes are working on its 
own  way without the support of human interaction between 
devices. It leads to large amount of work and planning to 
create a smart home with energy efficient. The example of 
smart home environment is based on the technology of 
sensors in order to make effective [5][6]. At present the 
wireless technology leads to loss of energy in terms of power 
constraints. With the advanced technique for consumption of 
power in sensors, we proposed the algorithm named as 
Energy Efficient Balancing Optimum Algorithm (EEBO) to 
make use of remaining power in the home having idle state for 
further transmission. The more power nodes which having the  
information about the less energy node in form of table by the 
on demand routing protocol. 

Military Monitoring: The emerging technologies, in a 
wireless networks, Infrastructure less networks without any 
central controller like Ad-hoc and sensor are support process 
by convey the unwanted member’s information periodically 
and to inform the members present in the organization at the 
right time. It improves the overall consumption of power for 
monitoring in battlefield surveillance [9]. The latest 
technologies must be included rapidly into a widespread to 
gather the requirements of time. Improvement in situation 
monitoring is the almost requirement.  It illustrate vital 
application in finding the trespasser movements on military, 
sensing the intruders activity and intimate the results through 
internet[10]. The main application of monitoring is military, 
in order to find the intruder with the sufficient consumption of 
energy monitoring. 

Traffic Monitoring: Nowadays the persons are suffering 
the traffic congestion in their everyday life around the world 
while travelling. A real effort is being made to resolve the 
traffic avoidance. In ,  can be alleviating by managing traffic 
in effectively. A real time collection of data regarding traffic 
must consume more energy, in order to optimize to make use 
of residual energy [11].The collection of information must be 
engaged for able executive of traffic hour. The 
comprehensive research on the traffic monitoring is measured 

as part of  the vehicle entry and exit of the road.  The smart 
traffic system is the function of the computers, electronic 
communications, and wireless sensor technology to exterior 
transportation. The tracking application is to locate a specific 
vehicle or moving object and monitor its movement. The 
power control of sequence is very limited, it is main that a 
design of sensor node to be more power efficient. 

 
 Healthcare Monitoring: The patient monitor systems are 

examined at regular periods, or replacing based on the time of 
use, rather than on their working conditions. The wireless 
sensors are fixed into body structures and enable the 
functioning based protection in our body network. The 
sensing will allow immediate changes in the body and also 
report to the nearby node or system to be  monitored 
,periodically. It will reduce the overall cost of maintenance 
and preventing harmful failure of the smart device. The 
applications include sensors mounted on the body surface, 
within limited range to perform monitoring. The advantage of 
using these pervasive devices , in order to communicate not 
only on the laptop, mobiles , smart phones and tablets, it also 
communicate via wearable devices. The ability to maintain 
connectivity in case of mobile without the loss of packets with 
energy efficient. In our proposed system ,we create the 
algorithm for designing a protocol with efficient[12].Example 
for the sensor networks in real time, smart car without the 
need of assistance with the facilities of all information 
regarding their fuel consumption and updated information 
about the traffic and so on. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
Fig 2: Applications of Sensor Network. 
 
 
 

II.  PROPOSED METHODOLOGY 

So as to the vitality use of every single hubs in the system, 
changing occasionally and viably convey dependent on the 
data accessible in the transmission of bundles between the 
source and goal. The real downside of a sensor hub devours 
more vitality as a result of thick scanty of hubs in a domain. 
The battery advances more than couple of decades will make 
utilization of nickel cadmium, lithium. The variables include 
in the battery are vitality 
thickness in wording measure 
of vitality put away per unit 
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weight of the battery, cycle life and natural reality. In light of 
the above limitations in a system, our proposed calculations 
are to limit vitality. [13].  

The colossal quantities of research articles are identified 
with vitality utilization in sensor systems examined about the 
proficient usage of hubs. The philosophy in the steering 
convention dependent on the measurement regarding vitality 
to maintain a strategic distance from on crash and the 
connection disappointment of dynamic hubs. Sensor hubs are 
most proficient system as far as transmission and gathering of 
bundles. The sensor hubs are progressively inclined to 
interface disappointment as a result of portable in nature, 
because of the imperatives of connection disappointment, 
more vitality is drained. Because of the vitality parameter of 
the hubs in system, just trade of nodes with the set number of 
bundles, prompts flightiness. The transmission way between 
the hubs is never again best. Ideal vitality steering 
calculations in sensors are vitality compelled and are not for 
all intents and purposes actualized and possible for the 
dependable correspondence.  

The vitality rationing techniques for offered in fills in as the 
base for the constrained vitality versatile bunch calculation. 
The vitality productive technique search for to outstanding 
equalization of the vitality , order the general lifetime of every 
element and furthermore devour the general utilization of 
intensity in a system. The most vitality proficient technique 
utilizes the possibility of leftover vitality. The lingering 
vitality of a couple of hubs is the vitality of the hub in each 
pair that would have the least vitality staying after the 
information exchange. The limit esteem is set up for the hubs 
which are close just as withdrawn hub to a before associated 
objective hub is considered. In the event that two additional 
hubs with the equivalent most noteworthy outstanding vitality 
is accessible methods, the vitality of the hubs is which is as of 
late refreshed on the table and this course is rehashed until the 
joined and structure an effective system. The on interest based 
directing convention is utilized to locate a most limited way 
correspondence between the expansive number of hubs with 
the vitality limitations The strategy is rehashed until all the 
sensor hub channel out of vitality [14].  

In the previously mentioned, Battery mindful medium 
access control convention, expressed the procedure of activity 
instate, with the parameters, for example, time taken to 
achieve the hub with steady power supply and expect that 
every single sensor hubs inside the transmission go knows the 
level of remaining intensity of its battery. The media get to 
convention in vitality the board influences utilization of 
solicitation to send, clear to send, information and 
acknowledgement15].  

 
The benefits of rationing strategy, is to locate the ideal 

arrangement in wording power just as conveyance proportion 
without blunder. The proposed calculation expressed as 
Energy Efficient Balancing Optimum Algorithm (EEBO) is to 
build the general lifetime of the system hubs just as 
correspondence length so as to accomplish the nature of 
administration. It is the standard measurement of the remote 
sensor organize by the hub. To permit by and large utilization 
of vitality use fall, the calculation has been actualized. As hub 
joins are contrasted with the soundness with make best 

utilization of the remaining vitality, an additional gauge is 
finished. The general vitality rate of the correspondence is 
duplicate by the measurement. In the event that as far as 
possible is a littler sum than the vitality metric chose by means 
of the left over vitality for estimation, rather than association 
foundation. The low power adjusting calculation is to 
actualize at a few times by modifying the estimation of the 
vitality metric and it prompts more power utilization. The 
prior instrument planned to decrease the more vitality spent 
while gathering information .To vanquish these 
inconveniences ,our proposed calculation gets the least 
vitality of a hub to diminish the vitality utilization of the 
systems for steady correspondences. , however there is a 
noteworthy contrast between our calculation and existing 
calculation yet given that a raised vitality to a hub and steady 
execution in the middle of the hub isn't as of not long ago 
executed. The emphasis on the vitality utilization by changing 
an information exchange hub with the one jump remove, 
choose as the head for communicate to improve a predictable 
explanation and furthermore accomplish a most extreme 
throughput.  

The proposed calculation begins to instate the parameter 
metric and accumulation of adjusting head (BH). The 
fundamental factor for vitality is Idle (I) Node control (P), 
time (t) and vitality (e) is to be instated. The Balanced Head 
depends on the most extreme vitality of the hub with least 
jump check remove between the source hub and goal hub. The 
intensity of the hub is determined by the most extreme power 
partition by normal time taken by the hub. The 
correspondences are done through the Balancing Head. The 
Balancing Head may change contingent on the edge 
estimation of every vitality dimension of the hub. The power 
level may change as per the message, acumen and distributing 
of the sensor hubs. The sending parcels take a one-bounce 
correspondence that spans to the goal .Multi-jump 
correspondence expends more vitality as opposed to the 
single-jump correspondence. That is hub having with one 
bounce separate alongside the more edge esteem is vitality 
productive hub.  

The Balancing head update a steering table just as battery 
table about the data of a hub by utilizing an Ad-hoc 
On-request Distance Vector directing convention. It is a most 
proficient responsive convention to refresh directing data for 
dependable correspondence and got affirmation. Parity Head 
doled out a power mindful booking for a correspondence of 
all the data parcels in the remote system. Let envision that 
every hub gadgets will distinguish the general level of 
remaining vitality dimension of the hub dependent on the 
proactive and receptive steering convention. Think about that 
the sensor hub is having a low vitality level. First watch the 
vitality dimension of every single hubs present in the remote 
system and look at the general vitality dimension of the 
adjusting head. On the off chance that the vitality of the hub 
diminished from the edge level, it processes the new vitality 
by the staying impersonation time. On the off chance that the 
vitality of the hub is equivalent to the new figure vitality, 
comparative head as an 
adjusting head, generally 
re-appointment instrument is 
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utilized for the scope of new head and hub changes its area 
and transmit to all. Every one of the information in grouping is 
kept up in the battery table modern. The quantity of adjusting 
head determination shifts relying upon the quantity of sensor 
hubs with the briefest separation. The general vitality 
utilization is all around constrained by pick more than one 
adjusting head containing the more number of hubs in the 
system. Each adjusting head accumulates information from 
the sensors hub is in the perfect spot to its neighbor hub and 
ahead it to the goal [17].  

In remote systems, Balancing head have vitality productive 
distinction to solid systems where all hubs have 
indistinguishable and constrained asset vitality. In this way, it 
is basic to maintain a strategic distance from speedy 
exhaustion of heads. Vitality sparing in these calculations can 
be gotten by re-appointment, head race, information 
collection and to diminish information repetition and 
subsequently spare vitality. The execution of the vitality by 
accurately choosing offset head concerning the more number 
of sensor hubs. Few parity head for a major number of sensor 
hubs will impact in diminished vitality and furthermore 
denied nature of administration and power utilization. After 
the re-appointment, Balance Head communicate all the 
enduring parcels to the hubs in the remote system. The 
framework is estimated as institutionalized, and all the sensor 
hubs have the first vitality [18][19]. The sensor hubs are 
verifiable to be heterogeneous in the system and are alarm of 
their own topographical area. As indicated by the technique 
proposed in calculation, our correspondence is in charge of 
the less vitality when contrasted and information detecting 
and handling [20]. The short-run correspondence as an option 
of long-extend correspondence between hubs on account of 
the transmission control required vitality. Vitality (E) is 
straightforwardly corresponding to control (P) and conversely 
relative to the term time (t) of the hubs. Vitality Efficient of a 
node= Transmission Power/transmission time taken for the 
correspondence. [21].  

The regulation control is steady and the power may be 
various rely on the variety of time point [22].  

The low power cost directing is to locate the low battery 
lingering charge of every single hub so as to choose the ideal 
course of the communicate between the source and the 
destination[23].  

 
Ri=Min(Rj)  
Ri=Finding the base vitality course for correspondence  
Rj=Best course with low vitality from every single other 

course.  
A parameter for dynamic alteration strategies ,that 

solidness of a course is characterized by  
A = high :if snm(avg) >0  
P=Pt* Sthresh  
St+T  
Snm-Node m tests a lot of signs from the hub n .  
P—Adjusted Transmission control.  
Pt - After figuring a flag quality , the hub alter its 

transmission extend.  
Sthresh - Signal limit  
St+T—Signal quality of the handset and the timeframe 

between two progressive bundles. 

III. PROPOSED ALGORITHM 

4.1EEBO Algorithm: 
Step 1: Deploy Sensor Nodes in Random. 
Step 2: Select the Source Node. 
Step 3: Source is One hop distance of all other nodes. 
Step 4: Communication by the distances. 
Step 5: Compute Energy 
Step 6: Attain the threshold limit 
Step 7: if Threshold <Energy Compute. 
Step 8: Repeat the process from step 3. 
Figure 3.EEBO algorithm. 
4.2 Secured Monitoring Algorithm(SMA): 
Step1.Select the balanced Head  
Step2.Based on EEBO algorithm, select less energy node. 
Step3:Perform monitoring 
Step 4.Energy of BH<Energy of Non-BH 
Step5. Repeat the step 1. 
 
 
 
 
 
 
 
 
 
 
 
Fig 4:Balancing Head Selection 
 
 
     Monitors 
 
 
 
 
 
 
 
 
 
Fig 5.Secured Monitoring Node 
The EEBO algorithm is used to make use of all the energy 

in the network, in order to optimum the energy utilization and 
also attain the quality of service. The SMA is used to monitor 
the unwanted node involved in the communication for 
security[24]. 

 

IV. RESULTS AND DISCUSSION. 

NS3 is the network simulator, free software available in 
open source environment, which is written in the object 
oriented language C++. NAM Network Animator interface is 
based on the animation tool for visualizing the system nodes 
and traces the packets between the source and the destination.  
It supports geometrical 
arrangement of nodes and its 
packet information, animation 
tools are present.NS3 has a 
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graphical user interface, which can provide information such 
as number of packets delivered and the drop tail  at each path. 

NS3 having advanced features than the NS2.The set of 
libraries are combined together with the external libraries. It 
also called as research educational simulator making use of 
trace file for analysis. In NS3 , easily design our protocol and 
algorithm with accurate analysis compare other simulators. 

The Parameter analysis for the above algorithm is to 
validate the throughput, and delay. 

5.1 Throughput. 
The throughput is the amount of data to be successfully 

transmitted by the sender   node to the receiver node in a 
communication.. The maximum throughput is attained by the 
SMA and EEBO algorithm. 
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Fig.6 Throughput 
The above result , examine the maximum throughput is 

attained by the monitoring the node by balancing head . 
5.2 Delay 
The Delay is the number of packets between the sender and 

receiver arrived  after the time duration , remaining packets 
are loss due to the constraints. 
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Fig.7 Delay  
The above results show the minimum delay with balancing 

head. 
5.3 Energy 
Energy efficiency of a node is defined by the overall 

consumption of the energy of the network. 
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Fig.8.Energy 
The minimum energy is attained by the EEBO algorithm 

with the sender and the receiver transmission .Each nodes 
should maintain the battery  table which store the information 
about the remaining energy. It shows the result about the 
average of transmission is 1.09 and reception is 0.09 for a 
communication in a network. 

V. CONCLUSION  

The sensor networks is an abundant source of challenging 
problems in computer systems. In this research paper, we 
simulated the   proposed routing algorithm protocol and attain 
the maximum throughput and delivery ratio. In future will 
create an real time application with our secured 
communication algorithm with optimum energy utilization 
without any technical challenges by using the advanced 
embed software’s and sensor to make efficient computing. 
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