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ABSTRACT--- The approach using which the forgery part of 

an image can be detected is called image forgery detection. The 

copy-move part of an image can be detected using copy-move 

forgery detection technique. The various techniques have been 

designed so far for the copy-move forgery detection. The 

techniques which are designed for the copy-move forgery 

detection are based on the three steps which are feature 

extraction, Euclidian distance and image marking. In the 

previous method DWT algorithm is applied for the feature 

extraction and Euclidian distance is calculated for the forgery 

part detection. The GLCM algorithm is applied in this research 

for the feature extraction and Euclidian distance is calculated for 

the pixel detection. MATLAB simulator is used to implement the 

proposed technique and perform evaluations by calculating 

various parametric values.   

Keywords— Copy-move forgery, DWT, GLCM, Euclidian 

distance 

INTRODUCTION 

The technology through which raw images that are 

collected from cameras available on various sources can be 

improved such that the information that is important can be 

extracted from them is known as image processing [1]. 

Several techniques have been developed over the time 

within this technology to provide enhancements such that 

the complex data can be extracted. Several applications have 

been using this technology over the time. The military [2], 

medical and research fields [3] have been using it most 

widely. Personally also, several organizations have been 

using it to ease the human workload and perform certain 

activities. For enhancing the visual appearance of images, 

image processing is widely applied within several 

applications [4]. Several computations are also performed in 

order to prepare the images [5-6]. Digital image processing 

is another name of image processing. It however provides 

both optical and analog image processing in it [7]. Several 

techniques are applied in this technology, which are studied 

here. Imaging is defined as the image acquisition. It is 

feasible to perform optical and analog image processing. 

Several fields [8] such as computer graphics are available in 

this approach through which it is possible to generate 

images [9]. In attempt to hide the not required parts of an 

image, certain part of another image is cut and pasted on 

that image which is called copy-move forgery. Since it is 

very simple and highly effective, this tampering technique is 

used very commonly [10]. The technologies are getting 

advanced with each day due to which this technique is being 
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used in several applications. Relying on the manner in 

which it is used, it can be either beneficial or harmful to the 

users [11]. It is possible to hide the real information when 

the fake images are generated by this tampering technique. 

To perform copy-move forgery [12], the textured regions are 

used in the form of similar color and noise variation 

properties from the textured regions [13]. Detecting the 

changes in image statistical properties is not possible for a 

human eye. Blurring is used on the border of modified 

image such that the irregularities among original and pasted 

region can be reduced [14].  

A general framework which is applied to detect 

particularly this type of forgery is explained in the figure 1 

shown above.  

a. Pre-Processing: The type of application in which 

this approach is applied is the major factor of this step. 

The colored image is converted into gray scale and the 

noise is also removed from input images using image 

enhancement [15].  

b. Feature Extraction: In order to represent in image 

properly, the features are identified or extracted from an 

input image through feature extraction process [16]. 

Avoiding redundancy within the original image and 

minimizing the dimensionality of data are the two general 

needs which must be available in features [17].  

c. Matching: For identifying a huge similarity or 

matching amongst the feature descriptors, the process 

applied is known as matching [18]. The similarity is 

interpreter as a sign of duplicate area if it is identified in 

the image. There are several techniques proposed to 

perform matching.  

d. Post-Processing: The transformation utilized 

amongst the original and the copy-moved region is 

identified using post-processing in case when the image is 

categorized as non authentic [19]. 
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Figure 1 General Frame work for Copy-Move Forgery 

detection 

Literature Review  

Yong Yew Yeap, et.al (2018) studied about the Copy 

Move Forgery Detection (CMFD) technique using which 

images are tampered [20]. A new featuring method was 

proposed in this paper to improve the existing CMFD 

technique. Images involved in different geometrical attacks 

were used in this research to perform evaluations on the 

proposed approach. For performing evaluations on images, 

two different databases were used. It was seen that by 

applying proposed technique around 84.33% and 82.79% of 

accuracies were achieved for the two databases. Thus, the 

true positive rate was higher than 91% for the tampered 

images.  

Yue Wu, et.al (2018) proposed a new deep neural 

network through which the forgery masks could be 

recognized and predicted easily. Recognizing the issues of 

copy-move forgery was possible in this proposed approach. 

To extract the block-like features from an image, a 

convolutional neural network was used in this paper. It was 

also possible to calculate the self-correlations in various 

blocks. A point-wise feature extractor was used for 

localizing the matching points. For the reconstruction of a 

forgery mask, a deconvolutional network was used [12]. It 

was seen through the simulation results that as compared to 

the results achieved by previous approach, highly efficient 

results were achieved when proposed approach was applied. 

It was highly feasible to apply proposed technique to protect 

the information from unknown attacks.  

Geetika Gupta, et.al (2017) proposed a new approach in 

which the information relevant to original image was not 

needed. From the grayscale image, the overlapping blocks 

were designed [22]. For comparing the performances, the 

existing and proposed techniques were implemented in this 

research. The false matches available in previous approach 

were reduced by using the present offset threshold value as 

per the simulation outcomes. Also, it was seen that for two 

different attacks being induced on the proposed approach, 

highly efficient and better security measures were taken. It 

was concluded towards the end of this research that highly 

efficient results were achieved in terms of various 

performance parameters.  

Dhanya R, et.al (2017) reviewed the studies performed 

on copy-move forgery over the previous few years. The 

previously designed techniques along with their proper steps 

were discussed in this paper. However, the existing 

techniques have not been applied commonly in latest 

applications since they have their own limitations. Thus, 

these techniques have a scope of improvement [23]. This 

technology has been facing certain major challenges. 

Further, for extracting the important information so that 

accurate values of certain parameters could be achieved, 

several operations were performed. Thus, a new method was 

designed that removed the previously mentioned limitations. 

It was seen that with respect to cost effective designing of 

image forensic applications, highly efficient results were 

achieved.  

Hanieh Shabanian, et.al (2017) proposed a novel block-

based method through which the copy-move forgery could 

be detected from within the digital images. The proposed 

method used the structural similarity as a similarity 

matching step such that a unique property could be provided 

[24]. It was possible to improve the run-time speed of the 

approach by applying Gaussian pyramid decomposition 

approach. Thus, it was possible to reduce the time-

consuming issue without using any feature extraction 

method in the proposed approach. It was possible to 

simplify the calculation and analysis method by the 

proposed method which performed a significant 

specification. The efficiency was improved along with level 

of sensitivity as per the simulation results achieved when 

conducting experiments.  

Rahul Dixit, et.al (2017) proposed a new mechanism 

using which the images could be split into overlapping 

blocks of fixed size. The frequency domain and the 

statistical features of an image are considered in this method 

[25]. For testing the proposed method and testifying its 

performance in comparison to existing algorithms, the 

certain metrics like DA and FPR were calculated in this 

paper. Based on the experiments, the proposed approach 

provided better results. Improvement in accuracy and false 

positive rate were achieved in this research.  

Research Methodology  

In order to perform CMF detection and localization, a 

technique is proposed which uses both SWT and DCT. The 

translation invariance and localization properties which exist 

within spectral and spatial domains are the major reason of 

choosing SWT. The translation invariant SWT is applied 

here to decompose the input image into four subbands. 

Further, the feature extraction is performed by using the 

overlapping blocks which are generated by dividing the 

approximation subband generated in previous step. The 

DCT is applied to each overlapping block for achieving a 

reduced dimension of feature. The robustness of post- 
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processing operations is the major reason due to which the 

DCT is applied on the overlapping blocks of approximation 

subband of SWT. Thus, the diversity of representing 

features increases due to the integration of SWT and DCT. 

Also, within CMFD, it is better to apply this integration. 

Following are the steps performed to develop CMFD 

approach:  

a. Pre-processing: Following are the mathematical 

equations which are applied to transform the input image in 

question into YCbCr:  
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b. Feature extraction: The detailed procedure of 

extracting feature is defined below:  

i. SWT: DWT does not provide the property of shift 

invariance due to which it is not being used much currently. 

There are low pass l[m] and high pass h[m] filters present 

within the input image in case of SWT. However, no 

decimation is performed for achieving wavelet coefficients. 

LH, HL, and HH were the sub-images which denoted the 

horizontal, vertical and diagonal subbands, respectively.  

ii. Applying DCT for reducing feature dimension: The 

overlapping image blocks                are generated 

by applying SWT which divides the LL of the obtained 

image. Here, a sliding window of size         is also 

utilized.  

Gray Level Co-occurrence Matrix (GLCM): The 

texture which includes spatial relationship of pixels is 

examined through the statistical method named as GLCM. 

The number of times certain pairs of pixels with particular 

values appear in a matrix is calculated by GLCM functions 

for characterizing the texture of an image. Thus, a GLCM is 

created and then the statistical measures are extracted. An 

N-order matrix through which the joint distribution 

probabilities of pixel pairs are described is called GLCM. 

Here, the image gray level is represented by N. At pre-

processing stage, the image gray level is lowered to 8, 16 or 

32 such that the computing complexity is reduced and the 

texture characteristics are highlighted.  

For extracting texture features the matrices of co-

occurrence are the most known and used. The properties of 

images in relevance to second-order statistics are estimated. 

The probability of appearance of pairs of pixel values that 

are localized at a distance in the image is measured using a 

co-occurrence matrix. For two joining pixels           

where i and j are the two values with distance d and an 

orientation angular, the probability is defined by the matrix.  

c. Feature matching and filtering: Following are steps 

performed here:  

i. Generating feature matrix: Through the placement of all 

the feature vectors in relevance to the every extracted Bi, a 

feature matrix   is generated which is of the size Tb × 6 as: 
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Here, z = 1,2,…6  

ii. Corresponding block pairs with high similarity: There 

are two different constraints employed named as block 

distance threshold and block similarity threshold. The 

requirements of CMFD approach are fulfilled as there are 

non-intersecting tampered regions available and there is 

overlapping of the image blocks.  

d. Visual detection results are pre-processed: The 

filtered block pairs that are stored within the set Ω are 

utilized for generating the final required output Oi for the 

proposed approach. Further, in order to eliminate the falsely 

detected regions of Oi, the morphological opening operation 

is applied along with a structural element which is of width 

8. The final detection results are seen generally, by 

highlighting all the detected pair of blocks that include 

original and tempered regions.  

 
Figure 2: Proposed CMFD Technique Architecture  

Result and Discussion  

Copy-move forgery is detected in this research work. The 

dataset is collected from the different internet sources. For 

detecting the forgery region of image, the Euclidian distance 

is applied to compare pixel values of the image. In the 

proposed technique, features are extracted from input image 

using GLCM algorithm. Comparisons of proposed and 

existing algorithms are made with respect to PSNR, MSE 

and accuracy.  

 

 

 

GLCM 

Detection Result  

Input Image 

Pre-Processing  

Dividing Image into Square Blocks  

Matching process for 

image block pairs  

Post-processing 

(Morphological Operation) 

Feature 

matching and 

filtering  

Feature 

extraction from 

image blocks   



 

International Conference on Emerging trends in Engineering, Technology, and Management (ICETETM-2019) | 

26th-27th April 2019 | PDIT, Hospet, Karnataka 

46 

Published By: 

Blue Eyes Intelligence Engineering 
& Sciences Publication  Retrieval Number: A10080581C219/19©BEIESP 

a. PSNR: Ratio to maximum power of possible signal to 

the power of corrupting noises is called PSNR. This causes 

great effect on the image representation. The logarithmic 

decibel scale is used to describe the PSNR values because 

there is dynamic range of different signals lies within the 

applications.   

The Mean Square Value is used to define the PSNR 

values, which can be defined as:   

              
    

 

   
  

          
    

√   
  

b. MSE (Mean Square Error): The standard statistical 

metric values which measure the error between Original 

Image and watermarked Image. The MSE is calculated by 

using below mentioned formula:  

MSE=
 

   
∑       

   ∑                        
    

c. Accuracy:  It is the parameter which describes the 

number of points which are correctly classified from the 

total number of points.  

         
                           

                      
 

Table 1: Comparison Results   
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As illustrated in table 1, the existing method results with 

use Euclidian distance and DWT for the forgery detection 

are presented. To perform feature extraction, GLCM 

algorithm is used in the proposed work and the results are 

evaluated here. It is analyzed from the pictures that 

proposed method detects forgery more accurately than the 

existing method 

 
Figure 3: PSNR Comparison 

 

Figure 3 shows the comparative analysis of proposed and 

existing techniques on various sets of images by calculating 

their PSNR value. The results show that in comparison to 

existing method, the PSNR value of proposed method is 

high.  

 

 
Figure 4: MSE Comparison 

Figure 4 shows the comparative analysis of proposed and 

existing methods in terms of MSE value. The results show 

that in comparison to existing approach, the value of MSE 

for proposed approach is less.  

CONCLUSION 

In this paper, it is concluded that copy-move forgery 

detection technique has the three steps which are feature 

extraction, Euclidian distance calculation and forgery 

marking. The technique of GLCM is applied for the feature 

extraction which can detect the forgery part more accurately. 

MATLAB simulator is used to implement the proposed 

method and certain parametric values are calculated to 

analyze the results. The proposed algorithm has high 

accuracy, PSNR and low MSE value as compared to 

existing method  
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