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Abstract— Recently, DNA sequences and hyperchaotic sequence 

are jointly used for building secure and efficient image 

encryption model. However, the state-of-art model are not 

efficient (robust) against noise and cropping attack. Since, in 

existing model most digits of each pixel are not altered. For 

enhancing security for encrypting high dimensional images, this 

work use both hyperchaotic and DNA sequence. Firstly, 

pseudorandom sequence is generated using hyperchaotic system. 

This is done to use hyperchaotic sequence for nearly entire 

process of the encryption where intensity parameters of a high 

dimensional image are transformed to a serial binary digit 

stream. Then, this stream of bits is scrambled using 

hyperchaotic sequence. DNA complementation and algebraic 

function are conducted among the DNA and the hyperchaotic 

sequences to attain efficient and robust image encryption 

performance. Experimental outcome shows proposed image 

encryption model attain superior performance than stat-of-art 

model in terms of robustness against cropping attack and noise. 

 

Index Terms: Bit-level scrambling, DNA encoding, 

Hyperchaotic system, Image encryption, bit-level scrambling. 

I. INTRODUCTION 

Recent growth of  internet, information and communication 

technology, has resulted in paying more attention to 

information security. Since it affects national and personal 

security, economy growth, and socio-welfare strength. 

Measure must be taken to promise the confidentiality, 

integrity, reliability and availability of information 

resources. The traditional cryptography mechanism such as 

Data encryption standard, Feistel, Advanced encryption 

standard and RSA, do not fulfill or suitable  for performing 

image encryption due to their low encryption efficiency and 

secureness [1], [2]. Chaotic system is well-known for setting 

preliminary setup and parameters, pseudo arbitrariness, 

stochasticity and reproduction [3]. As a result, number of 

chaotic image encryption models have been modeled in 

recent times. In [4], presented number of chaotic image 

encryption schemes for encrypting both partial and complete 

bio-medical images. In [5], presented an image arbitrariness 

measure utilizing Shannon entropy over a blocks of image. In 

[6] presented a color image encryption with correlated chaos 

and heterogeneous bit-permutation.  Correlated chaos is used 

to fully utilize chaotic maps and heterogeneous 

bit-permutation is used to enhance permutation efficiency 

and reduce cost. 

 

 
 

 

In [7], presented a two-dimensional (2-D) modulation map 

by combining both diffusion and confusion methods. Chaotic 

shift transformation was presented in some model to 

efficiently change the position of image pixel. In [8], 

proposed a fast high dimensional image encoding model 

which designed using row and column switch. In [9], 

proposed an image encoding model based on true random 

number and knight‟s travel path. In [10], using quaternary 

coding presented an image encoding technique. They used 

quaternary coding to fragment the plain high dimensional 

image into sub-segment size of four. Thus, the cipher text 

cannot be created without possession of these sub-segment.  

DNA based encryption approach have been proposed in 

recent times due to high parallelism, storage and low power 

dissipation it offers. In [11], presented a steganography 

approach using deoxyribose nucleic acid complementary and 

Playfair cipher rules. In [12], conducted extensive analysis 

on RGB based image encoding model designed using chaos 

map and DNA encoding. They showed that their model could 

not be cracked with using sub-segmented corresponding 

cipher textual high dimensional images and chosen plain 

high dimensional images. In [13], proposed a hybrid design 

for encrypting image using DNA encoding and 2-D chaotic 

sequence. In [14], presented a model for encrypting gray 

images using DNA complementary rules and chaos system. 

The main and least important segments in each block is 

encrypted with diverse methodologies. In [15], a dynamic 

high dimensional grey scale image encoding model utilizing 

logistic chaotic maps and deoxyribose nucleic acid. encoding 

is designed. The input high dimensional image was first 

encoded using deoxyribose nucleic acid and a mask was 

constructed with one dimension chaotic system. Deoxyribose 

nucleic acid complementary and addition was also used. In 

[16] presented a high dimensional image encoding model 

utilizing chaotic map and deoxyribose encoding operations. 

In [16], firstly the plain high dimensional grey scale image is 

scrambled using pseudoarbitrariness sequences. Secondly, 

deoxyribose nucleic acid encoding rules is applied for 

construction of deoxyribose nucleic acid matrix. Then, the 

row and column of deoxyribose nucleic acid matrix are 

permutated. In [16], presented an image encryption model 

adopting chaotic maps and DNA addition. The DNA 

sequence matrix is segmented into equal size of multiple 

blocks. Then, DNA addition process is performed on these 

blocks. Along with that DNA 

complementary process was 

also applied in their model. 
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 In [18], presented high dimensional image encoding 

methodology using Feistel network and dynamic 

deoxyribonucleic acid encoding technology, using the 

“permutation–diffusion–scrambling” structure. In [19], 

presented an image encoding security model using bit and 

pixel level scrambling, and later deoxyribose nucleic acid 

encoding operation is performed. Experiment outcome 

shows the state-of-art model can fight against known plain 

text attack, strong plaintext sensitivity, differential, and 

statistical attacks. However, these model are not efficient 

(robust) against noise and cropping attack. Since, in existing 

model most digits of each pixel are not altered.  

For overcoming research challenges, robust image 

encryption method by jointly using both DNA sequence and 

hyperchaotic sequence is proposed in this manuscript. The 

hyperchaotic system sequence is used in process such as bit 

scrambling, deoxyribose nucleic acid complement, 

deoxyribose nucleic acid addition, and the XOR‟s binary 

operation. The pixel value substitution and pixel position 

scrambling are met by the bit scrambling method proposed in 

this work simultaneously. With bit scrambling, the 

correlation among the adjacent pixel is very low. For 

improving/enhancing efficiency the binary XOR, DNA 

addition, and the DNA complement is used. This superiorly 

aid proposed approach in increasing the sensitivity to the 

given high dimensional grey scale images. The importance 

of presented approach is that it can decrypt the image 

correctly even with presence of noise or in spite of cropping 

attacks. The proposed model attains superior image 

encryption performance than existing models. 

Research Contribution are as follows: 

 Presenting an encryption where the proposed bit 

scrambling technique is used in each step of 

hyperchaotic sequence. Thus, correlation among 

adjacent pixel is less and aiding superior security 

performance. 

 The proposed model can decrypt a image efficiently even 

with presence of noise. 

 Proposed model attain superior performance in terms of 

correlation coefficient and UACL when compared with 

state-of-art models [18], [22]. Thus, it is efficient against 

various kind of attacks such as cropping, noise, plain 

and differential attack. 

The manuscript is structured as follows. In section II, the 

proposed robust image encryption model using hyperchaotic 

system and deoxyribose nucleic acid sequence is presented. 

Experiment evaluation along with result and discussion is 

presented in section III. Lastly, the conclusion along with 

future research direction is described. 

II.  ROBUST IMAGE ENCRYPTION MODEL USING 

HYPERCHAOTIC SYSTEM AND DEOXYRIBOSE 

NUCLEIC SEQUENCE 

This section present a novel encryption model using both 

hyperchaotic sequence and DNA sequences. Firstly, the 

system model for attaining efficient image encryption is 

presented. Then, DNA encoding and binarization method 

adopted for encrypting sequence is described. Then, the 

model to perform encryption on high dimensional images is 

given. Further, the proposed bit scrambling method is 

described. Lastly, the proposed encryption model step is 

given. 

a) System model: 

Hyperchaos system is generally modeled using chaos system. 

The major difference among them is that the hyperchaotic 

based method possesses minimum of two Lyapunov exponent 

[20]. Further, hyperchaotic system poses more dynamic 

behavior and they exist in high-dimensional non-linear 

system. Along with, the uncertainty and arbitrariness are 

superiorly improved in hyperchaotic based system. However, 

chaotic based system attain higher efficiency and is simpler. 

Thus, the key size is smaller with less system complexity. As 

a result, offers lower security protection. However, 

hyperchaotic system has more state variables. Thus, a chaotic 

system is high dimensional in nature poses lager key size. 

Then, these chaotic sequences non-linear characteristics is 

unpredictable and complex. Thus, the hyperchaotic system 

can be described or established using non-linear equation as 

follows 

 

(1) 

where , , , , , , and  are the present 

hyperchaotic behavior (control parameters) of the system. 

b) DNA encoding and binarization: 

Deoxyribose nucleic acid sequence is self-possessed of 

nucleic acid bases such as adenine (A), Cytosine (C), 

Thymine (T), Guanine (G). In this work, we consider „A‟ and 

„T‟ are complement of each other. Similarly, „G‟ and „C‟ are 

complement of one another. Since we use two-bit binary 

variable (i.e., „0‟ and „1‟) to depict a DNA base which is also 

complementary to each other. This work uses rules that meets 

Watson-Crick rule [18], [19], [21]. The rule is composed of 8 

rules. Further, DNA computing such as subtraction and 

addition are carried using old-fashioned binary operation. 

c) High dimensional image encryption model: 

  

Using hyperchaotic based system aid in providing stronger 

security for protecting high dimensional images due to 

pseudo randomness and good statistical properties. The 

hyperchaotic sequence construction is composed of following 

steps. Firstly, to enhance security, the hyperchaotic scheme is 

iterated priory times to remove the adverse effects. 

Secondly, post completion of iteration times, the model is 

further iterated for another set of  times. This work use 

 to depict the index of iteration. In each , four states 

outcomes  is stored/kept. In each iteration, 

each state outcome  is 

utilized to construct two 

different key outcomes such 

as 
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and  

respectively.  These keys can be computed as follows 

   

 (2) 

    

 
(3) 

 

where  depicts flooring function, i.e., its rounds the 

component closer to integer towards negative infinity and 

 depicts the modulo function. Then, these keys i.e. 

(Eq. (2) and (3)) are combined with below equation to be 

respective vector  as follows 
 

 (4) 

Lastly, post completion of all iteration, these sequences are 

combined with below equation to posses , as follows 

       (5) 

One component in  can be represented by , . 

d) Proposed bit scrambling model 

 

Let consider a high dimensional image  that has a intensity 

outcome in array of  possessing  bits. The intensity 

outcome of high dimensional images is then bit by 

bitscrambled. This is done for minimizing correlation among 

neighbouring pixel. The intensity outcome of every pixels is 

affected or altered in proposed bit scrambling model. This 

process infers the pixel substitution is met by proposed bit 

scrambling model at the same instance as follows. Firstly, the 

intensity outcome of every pixel is stated as binary parameter 

one-after-other to possess one dimensional binary 

sequences . Then, to achieve the index sequence , the 

hyperchaotic sequence  is organized in ascending order. 

Secondly, using ,  is scrambled to obtain one 

dimensional binary sequences as follows 

 
(6) 

 

e) High dimensional image encryption methodology 

The proposed bit scrambling methods results in complex 

non-linear association among cipher image and input image, 

which aid in enhancing security. The proposed encryption 

model is described as follows. Firstly, let us consider  as 

the size of high dimensional input image . Then, bit 

scrambling is performed on this image  to possess binary 

sequence . Secondly, using DNA coding rule, is encode 

to a DNA sequence . Then, addition operation is performed 

on each component of  to obtain  by 

 

       (7) 

where is a stated initial parameter and ++ depicts the DNA 

addition function. Thirdly, a sequence  is extracted from  

as follows 

        (8) 

and then  is converted to binary representation . Then, 

using DNA encoding rule,  is encoded to . Post encoding 

DNA addition is performed among  and  in order to 

possess a sequence . Fourthly, a weight function  is 

described as follows 

 

             

     (9) 

A cut sequence of , , is transformed to a mask 

sequence  using Eq. (9). For constructing , and the 

masked sequence  are utilized, i.e., if , the respective 

 is optimized to possess otherwise it‟s kept same and 

not altered. Thus, the DNA sequence  is obtained. Fifthly, 

using DNA coding rule,  is decoded to possess a binary 

sequence . Then, bitwise XOR operation is performed 

among  and  to possess binary sequence . Lastly,  is 

converted to a cipher image . In similar manner to 

encryption, decryption operation is performed in reverse 

order. In next experiment analysis is presented for 

performing image compression. The result attained shows 

proposed encryption model attain superior performance than 

existing model which is experimentally proven below. 

III.  EXPERIMENT ANALYSIS 

This section discusses experiment analysis of proposed 

image encryption model over existing model [18]. The 

proposed high dimensional image encryption model is 

evaluated in terms of correlation coefficient (CC) and 

uniform average changing intensity (UACL). For experiment 

analysis and executing algorithm Matlab 2017 tool. Further, 

the standard 256∗256 Lena grayscale image is selected as the 

high dimensional image for performing encryption. 

a) Correlation coefficient performance evaluation: 

This section present correlation coefficient performance 

attained by proposed high dimensional image encryption 

method over existing method. For experiment analysis 

standard 256∗256 Lena grayscale image is used as input to 

perform encryption and evaluate correlation coefficient 

performance. The correlation coefficient  performance 

among two neighboring/adjacent pixel  is computed as 

follow 

 

     (10) 

where  is computed as follows 

 

 (11) 

 is computed as follows 



Robust Image Encryption Model Using Hyperchaotic System and Deoxyribose Nucleic Acid Sequence 

 

 

147 Published By: 

Blue Eyes Intelligence Engineering 

& Sciences Publication  Retrieval Number: A10250581C19/19©BEIESP 

 

     (12) 

And  is computed as follows 

 

    (13) 

The CC among input original image and the encrypted 

grayscale image is computed using Eq. (10). The 

performance attained by proposed method over existing 

method is depicted in Table I. From experiment analysis, it is 

seen proposed encryption method attain superior correlation 

coefficient performance when compared with existing 

model. 

Table 1: Correlation coefficient 

Algorithm Horizontal Vertical Diagonal 

Existing 

model [18] 
0.0039 -0.0314 0.0158 

Existing 

model [22] 
0.0163 -0.0029 0.0309 

Proposed 

model 
0.0018 -0.00298 0.0018 

 

b) Differential attack performance evaluation: 

This section present differential attack (DA) performance 

attained by proposed high dimensional image encryption 

method over existing encryption method. A differential 

attack is a process to perform trivial modification to the input 

or source high dimensional images and then perform 

encryption on source high dimensional image and alter the 

high dimensional image. The association among the source 

high dimensional image and the encrypted high dimensional 

images is attained by associating the two encrypted high 

dimensional images. The UACL is utilized to quantify 

whether the encryption technique used resisted DA [23]. The 

UACL is computed as follows 

 

     (14) 

The UACL performance is computed using Eq. (14) and 

performance attained by proposed encryption method over 

existing encryption method is shown in Table II. From 

experiment analysis it is seen proposed method can resist to 

plain text and differential attack when compared with 

existing model. 

Table 2: UACL performance 

Algorithm UACL (%) 

Existing model [18] 28.73 

Proposed model 49.75 

IV. CONCLUSION 

This work presented an efficient image compression 

technique using both hyperchaotic sequences and DNA 

sequences. This work used a four dimensional hyperchaotic 

sequence to construct the pseudorandom sequence. Pixel 

scrambling and substitution was realized concurrently using 

proposed bit scrambling. DNA addition function is used 

rather than performing binary operation in order to increase 

efficiency and cipher randomness (unpredictability) of 

proposed model. Experiment are conducted to assess 

performance of proposed security (encryption) method over 

exiting encryption method. The outcome shows proposed 

model attain superior correlation coefficient and UACL 

performance when compared with existing model. Thus, the 

proposed model can resist different attack due to large key 

size. Along with, using proposed bit scrambling method and 

the nonlinearity of the DNA algebraic process, the proposed 

model can resist noise, cropping attack and linear attack 

more efficiently. Future, we will conduct experiment analysis 

considering varied images and other security performance 

metric. 
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