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Abstract: The detection of outliers is a challenging issue in the 

case of data with high dimensions. It is extensively used in distinct 

fields of study like social networks, knowledge discovery and 

statistics. To maintain the network privacy and security in social 

networks identify structural abnormalities in a constructive way, 

which are different from the typical behavior of the social 

network. In this paper, we propose a hybrid model to discover 

outliers in social networks utilizing Random Forest (RF) and 

Enhanced Krill Herd Optimization (EKHO) algorithm. The RF is 

used to enhance the execution and exactness of general procedure 

and it is a productive classification strategy. The leaves per tree 

and the trees per the forest are the two parameters of RF. 

Experimental results shows the efficiency and success of proposed 

method in terms of accuracy, detection rate, and computational 

time. 

Index Terms: Outlier detection, social networks, Random 

Forest (RF), Enhanced Krill Herd Optimization (EKHO) 

algorithm.  

I. INTRODUCTION 

     Outlier detection is an issue known as discovering patterns 

in information that don't comply with anticipated conduct. 

The medicine, public health, fraud detection, sports statistics, 

error detection of measurements, etc, are the major 

applications of the outlier detection [1]. To detect the outliers 

there are numerous ways. However, our work is about the 

detection of outliers with higher dimensional data [2]. The 

majority of the ongoing works which are intended to 

discovering outliers formulate implicit presumptions of 

relatively low dimensionality of the data [3, 4]. Subsequently, 

for data with high dimensions, the perception of finding 

important outliers turns out to be significantly progressively 

complex and non-clear [5]. 

Generally, detection of outlier is called as intrusion 

detection, novelty detection [6], and anomaly detection, in 

fact these procedures have scores of commonalities, and they 

all attempt to detect unique, distant observations [7]. In 
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modern times the LOF (local outlier factor) algorithm 

effectively employed for uncovering of outliers [8]. The LOF 

detects the local outliers of a dataset by using density in which 

it assigns level of outlierness, called the LOF, to each 

observation [9]. In LOF, observations with a lesser density 

when compared to their neighboring points are identified as 

outliers [10]. Outliers overcome much of the real data; most 

of research has focused on developing vigorous PCA 

algorithms that are not overly affected via the occurrence of 

outliers [11]. 

II.  RELATED WORK: A BRIEF REVIEW 

Mohamed Bouguessa has introduced a technique for 

detection of outliers [15]. In their work an outliers can be 

detected by utilizing numerical space, categorical space and 

mixed-attribute space techniques. At last he finished up his 

work by giving the result of dealing with outliers in 

single-type feature data with no feature alteration. Xiaowu 

Deng Et Al. [16] were cooperated for the detection of outliers. 

They utilized S-SVDD algorithm and R-SVDD algorithm for 

their work. Use of minimum covariance determinant (MCD) 

estimator for the detection of outlier gives the consequence of 

presenting regularized MCD and furthermore setting the 

regularization parameters to detect the outliers was exhibited 

by Virgile Fritsch Et Al. [17]. Amid the time of 2017, Huawen 

Liu Et Al. [18] have introduced a low-rank approximation and 

local projection-based outlier detection strategies to detect the 

outlier with high dimensional data. Additionally they present 

another procedure that was utilized for the abuse of local 

neighborhood information of an observation to determine 

whether it was an outlier or not.  Randomized methodology 

for the independent outlier show and randomized robust PCA 

for the column-sparse outlier demonstrate gives the aftereffect 

of provably retrieve the right subspace with computational 

and test complexity which relies upon the size of data dealt 

with the coherency parameters. It was cleared the time of 

2016 by the creators Mostafa Rahmani and George k. Atia 

[19]. Shu Wu And Shengrui Wang [20] cooperated for 

research the arrangements of outlier detection. They 

introduced, information theory based step-by-step (ITB-SS) 

and single pass (ITB-SP) techniques. This trial indicates both 

of the algorithm utilized here can manage data sets by an open 

number of objects and features. The creators [21] utilized 

hybrid evolutionary technique for the detection of outlier. 
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Their investigation gives the after effect of exhibited 

technique to discover the outliers by observing the density 

distributions of projections from the data. Kim et al. [22] 

present two algorithms for their work on outlier detection in 

the time of 2011. After fulfillment of their work the outcome 

will be in a positive way i.e., the exhibited algorithms were 

utilized for the reduction of LOF calculation and furthermore 

it gives predictable and acceptable approximation errors. 

III. PROPOSED METHODOLOGY 

In this section, we propose a hybrid model which detects 

outliers in social networks using Random Forest and 

Enhanced Krill Herd Optimization algorithm. The novel and 

ensemble machine learning procedure is RF. However, when 

contrasted the RF shows a great deal of focal points and that 

of other modeling approach inside the classification. The RF 

can deal with both discrete and continuous variables which is 

the fundamental favorable circumstances. Moreover, RF run 

productively and quickly, and does not over fit as a classifier 

when taking care of expansive social datasets. The two 

hyper-parameters of RF are the leaves per tree (at each node 

splits in the subset) and the trees in the forest. In order to 

guarantee precise outliers detection in social networks, an 

optimal quantity of leaves per tree and quantity of trees are 

selected. The EKHO algorithm can be used to optimize the 

RF by finding the finest number of trees and leaves per tree in 

the forest. Thus, optimization is used to enhance the RF 

execution that implies less error rate for outlier detection. 

 

 
Fig I: Unusual Behavior in the Social Network 

 

Fig I shows unusual behavior of social network. The main 

objective is to highlight the unusual behavior by identifying 

unexpected relations assigned or deleted to users in a social 

network. From the Fig, the outlier deletes the relationship 

with user 2 which can be represented by the green color dotted 

line, while red line shows that the outlier assigns a new 

relationship with user 4. 

A. Proposed Hybrid Model for Outlier Detection 

i. Random Forest classifier  

The productive machine learning approach is RF technique, 

which integrates two hyper-parameters as the number of trees 

and number of leaves per tree in the forest (number of splits in 

the subset at each node). From the social network dataset 

samples these techniques are obtained and randomly choose 

at each node.  In the meantime two complexities can be noted. 

The training samples are randomly selected to choose the best 

sequence in the principal differentiate. Next in the second 

differentiation, in the forests every one of the trees is maximal 

trees, because there is no clipping technique is used.  In RF 

classification technique, initially we consider the training set 

as Ts and from the training set qs features are extracted.  

 ),(,),,(),,(),,( 332211 mms BABABABAT  Where, the 

input variable is denoted as Am and the output class/variable 

is represented as Bm. Generally, the RF classifier is the 

combine of a number of decision trees. At first we have 

considered ‘M’ number of trees in the forest in order to make 

the decision tree. It creates a combination of 

 
mssss TTTTM ,,,,

321
  and each of these is named 

samples of bootstrap. Therefore, in each bootstrap samples 

(Tsi ) the one tree (Li ) is generated. Through each tree some 

input variables  mAAAAd ,,,, 321   are going in RF 

classification and generate one for each tree(‘M’ output) that 

is represented by  mBBBBc ,,,, 321   . Here, on this set 

the final classification is a greater partial vote. 

 
Fig II: Structure of the Random Forests classifier 

 

In the proposed technique, for the increment of classification 

accuracy the variable importance is assessed. Using the 

following equation the variable importance is calculated. 
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Where, T
t is denoted as the aggregate number of trees, OOB 

estimates for a unconventional tree is denoted as 
)(trc

 , the  

classes  of  RF  classifier is indicated as 
tr

nzAc , and tr
Ac . For 

each sample, is sample value, in the forest the quantity of 

samples per leaves in the tree and quantity of samples per tree 

is denoted as A and B . Generally the exactness is diminished, 

in the above equation; if the variable importance reduces the 

precision is expanded.   In the training samples, some 

variables are known as Out-Of-Bag (OOB) and the remaining 

are called in-bag variables. By contrasting the classification 

error and OOB term of the variable importance is 

distinguished. In every node the quantities of splits are 

randomly chosen to make the binary rule. The mean square 

error (MSE) is made for each split in the tree to choose the 

best split. Thus, the leaves per tree are known as best split 

determination. For expanding the classification accuracy the 

variable importance measure 

is valuable.  
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The fundamental goal of our research is outlier’s detection in 

the dataset if more number of outliers presents then the 

accuracy is decreased. To find the final predicted tree for all 

values in the regression tree finally the average is calculated. 

ii. Enhanced Krill Herd Optimization algorithm 

 

In this section, the EKHO procedure is used to optimize the 

RF by finding the finest amount of trees and leaves per tree in 

the forest. Here, with the optimum number  under  fitting  and  

the  over  fitting  is  identified  by  looking  at  the  quantity  of  

trees,  and  quantity of leaves measure  per tree in the forest. 

The under fitting condition may rise, if count of the trees and 

the count of leaves per tree in the forest is less than the 

optimal, otherwise the over fitting can occur. In our research, 

the best quantity   of trees and leaves count per trees is chosen 

based on the RMSE error. Generally, induced motion, 

foraging motion and random diffusion are the three phases of 

KHO [23] algorithm. Here, with the help of mutation and 

crossover updating process the searching behavior of KHO is 

enhanced, so it is named as EKHO. The procedure of EKHO 

is as follows. 

Initially the input variables and samples of the RF classifier 

are initialized. Then evaluate the fitness function based on 

equation (2). After initialization, the variance and best fitting 

are calculated using the motion calculation of the trees. The 

motions equations like induced motion, foraging motion and 

random diffusion are given below. 

 RMSEfitness function min
                   (2) 
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Where, the random directional vector is denoted as δ, the 

maximum diffusion speed is represented as d
max

, the inertia 

weight of the foraging motion in the range [0, 1] is ωf, 

foraging speed is vf , the effect of the best fitness of the I
th 

krill 

is βi , the best and the worst fitness values of the krill 

individuals are M
worst 

 and  M
best

. 

For detecting the outliers the distance between the tress is 

needed. The distance between two trees is given by 

following equation.  
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Here, the number of the krill individuals is represented as 

n and the sensing distance for the i
th

 krill individual is 

denoted as isD , .  

 

Fig III: Flowchart of Enhanced Krill Herd Optimization 

algorithm 

the motion calculation has not achieved the better solution, 

then solutions are abandon and using the mutation and 

crossover updation it produce the random number of solution. 

The mutation and the crossover rate of krill herd are 

calculated based on the accompanying equations (7) & (8):   
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Where, GenesM  demonstrates the number of genes crossover, 

pMutation  represents the mutation point and channelLength  

indicates the length of chromosome. After updating, check the 

termination criterion if it satisfies the algorithm completes the 

technique by selecting finest amount of trees and leaves per 

each tree. Then, selected optimal result of EKHO is given to 

the Bagger algorithm to train the RF samples and variables. At  

that  point the trained  forests  samples  are  given  to  the  

classifier to select the class. For high dimensional datasets, 

the HADOOP framework is used to detect the outliers. Fig III 

shows the flowchart of proposed EKHO algorithm. 

IV. RESULTS AND DISCUSSION  

Several experiments have been performed to evaluate the 

effective performance of the proposed methodology. The 

performance of proposed method is executed in 

MATLAB/Simulink platform by utilizing social network 

datasets. In our research three types of datasets are utilized for 

outlier detection. They are WikiSigned [27], HEP-PH [28] 

and Cond-mat [29].  

  

A. Performance Comparison with Other Techniques 

 

The performance of the proposed method is tested by utilizing 

three social network datasets and compared with various 

existing classifiers. The evaluation metrics like accuracy, 

detection rate, computation time and error rate are used to 

analyze the proposed method 

performance and compared 

with Graoui et al. [24],  
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Heard et al. [25] and Gao et al. [26] existing outlier detection 

techniques. The performance of outlier detection technique 

utilizing the metric of detection rate is expressed as follows. 

 

 nodes

matching

rate
Original

Correct
D 

                             (9) 

Where, the number of original nodes that were attacked is 

nodesOriginal  and the number of correct matching between 

pairs of outlier and original node is represented 

as matchingCorrect . 

 

 
Fig IV: Detection rate comparison of various techniques 

 

Fig IV illustrates comparison of the detection rates of various 

techniques. From the Fig it is clearly observed that, proposed 

method which utilized the hybrid model (RF with EKHO) for 

outlier detection is having better performance of 10.19%, 

7.1% 5.96% when compared with Graoui et al. [24], Heard et 

al. [25] and Gao et al. [26].  In the proposed method the 

 
Fig V: Accuracy comparison of various datasets 

accuracy comparison of various datasets is shown in Fig V. It 

is clearly observed that, the proposed method  shows better 

performance  for WikiSigned 8.03%, 7.07% and 5.9% , for 

HEP-PH 10.2%, 6.9% and 6.1%, and Cond-mat 8.5%, 6.4% 

and 5.7% in terms of accuracy when compared with Graoui et 

al. [24], Heard et al. [25] and Gao et al. [26]. 

 

The computational time comparison of various datasets is 

shown in Fig VI where it is noticed that the computational  

 

 
Fig VI: Computational time comparison of various datasets 

 

time of the proposed method is low for WikiSigned 80.3%, 

79.2% and 54% , for HEP-PH 79%, 75.1% and 52.5%, and 

Cond-mat 79%, 74% and 51.7% when compared with Graoui 

et al. [24], Heard et al. [25] and Gao et al. [26].The HADOOP 

based classification for high dimensional data is shown in 

following table 1. Here, the proposed classification approach 

is compared with the existing classification approaches such 

as SVM, KNN, and NN. In this paper, the error rate of these 

three approaches is re-evaluated by utilizing the MATLAB 

for the results comparison. The proposed classification 

approach has only 1.80 % of error in the outlier detection. So, 

the proposed approach generates the less error in the detection 

of outliers. 

   Methods Error rate 

SVM 16.13 

KNN 8.59 

NN 10.43 

Proposed 

Method 
1.80 

Table I: HADOOP based Classification 

V. CONCLUSIONS 

In social networks the outlier detection is an important 

process that aims to automatically identify outlier in network, 

in the form of unusual behaviors. This paper a hybrid model to 

detect outliers in social networks utilizing RF and EKHO 

algorithm is presented. The RF enhances the execution and 

exactness of general procedure and it is a productive 

classification strategy. By using EKHO the optimal number of 

leaves per tree and number of leaves in the forest in RF are 

selected to detect the outliers. Simulation result shows that 

our proposed method outperforms better when compared with 

other state of art approaches. The error rate of proposed 

method is low when compared with SVM, KNN, and NN 

classifier approaches. The detection rate of proposed method 

is better of 10.19%, 7.1% and 5.96% when compared with 

other three existing research works. 
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