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Abstract: Digital images are widely spread in today’s world 

and morphing of these images are also increased. Morphing of 

the images is the process of changing original image into 

another image using different tools. In social media the invasion 

of these morphed images are rapidly increasing and traditionally, 

the tampered images were found by the pixel comparison method. 

This way of detection leads to complexity and space consumption. 

pHash is used in this system as hashing algorithm.We effectively 

proposing a new and sophisticated technique to find morphed 

images using the features of pHash algorithm.  
Index Terms: Image Forging, p(Perceptual Hash)Hash, 

Retouching, Splicing, Cloning, Hexalisation, Comparison, 

Grayscale Conversion. 

 
I. INTRODUCTION 

  
Image Splicing 

It is the portions of two or more images are combined to 

form an individual image.  
 
 
 
 
 
 
 
 
 

Fig 2. Indication of Image Splicing 

 
Image Cloning 
 

Forging of the image is eliminating the essence of an image 

by adding substantial elements to the same. So we need to 

study the types of image forging before we go to the 

proposed algorithm. 
 
● Image Retouching 
 
● Image splicing 
 
● Image cloning 
Image Retouching 

It is used to increase or decrease the digital image features.  

  
Replicating the constituents in the image to another image 

or duplicating in thesame figure.  
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Fig 3. Indication of Image Cloning 

 
These are the basic image forging types. Usually, we use 

active & passive techniques for forging detection, but now 

we are introducing a new method for the same. Hash 

functions are using to find out the image whether it is 

morphed or not. In traditional methods like pixel 

comparison technique, we use pixels to detect the forged 

images, but this leads to system complexity and space 

issues. Traditional methods are really time-consuming so we 

can’t rely this because of the technology changes day by 

day. Therefore, with the help of hash functions, we 

introduce a new type of detection mechanism. 
 

Fig 1. Indication of Image Retouching 
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II. PROPOSED SYSTEM 

 
We found some disadvantages in the traditional pixel 

comparison method, so we proposed a new system in order 

to detect a forged image. Thepicture estimate in our 

framework is decreased and 
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afterward extracted the pixels from RGB components. In our 

proposed system we are extracting hash values from pixel 

components and comparisons are based on these hash values.  
 
 
 
 
 
 
 
 
 
 
 
 

 
   Fig 5. Comparison 

 

  
III.  ALGORITHM OVERVIEW 

 
 

Fig 4. Proposed System  

1) Upload the image 

2) Pre-processing:  Resizing the images into predefined size 

using normalisation technique 

3) Pixel value extraction: Grayscale conversion can be done 

using the RGP Components and it is converted into black 

and white components. 

4) From the black and white components, we are extracting 

white components because it is visible and black is invisible. 

5) Hash conversion: White components are converted to 

hash functions using pHash algorithm. It has a c+ function 

in their p hash lib. 

6)   Hexalisation conversion.   Hash   values   of   white 

components are huge decimal values, so we convert  it  into 

hexadecimal values which have 10 to 20 numeric values. 

7) Store these Hash values into Database. 

8) Upload the forged image. 

9) Repeat from step 2 

10)  Comparison:  Hash  value  of  the  forged  image  will 

compare hash values in the database using the sequence 

matching technique. 

11) Set Limit: Convert the output into a value between 0 and 

1. Then sets 0.65 as a limit. So we can identify the similarity 

of images when the value rises from the limit. Hence we can 

detect the forgery in images. Pseudo code for this algorithm 

1.Obtain Image  

2.Reduce size 8x8 image.resize(8*8)  

The fastest way to remove high frequencies and detail is 

to shrink the image. In this case, shorten it to 8x8 so that 

there are 64 total pixels. 

3. Reduce color. Gray scale conversion mage.convert("L1"). 

The  image dimensions 8x8  is  converted  to  a gray 

scale. This  
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It is then changed over to gray scale by utilizing gray scale 

conversion. Using pHash algorithm, We can compute hash 

value  from  the extracted white components.  This p Hash 

value will be higher. However, our main goal is to reduce 

space consumption, we are using hex alisation process in 

order to convert the huge hash values, so we get numeric 

values of length ranging between 10 to 20.Our  system  avails  

us  reduce  the  system’s  intricacy and storage  quandaries.  

At  present  we  are  using  the  pHash algorithm in order to 

convert it into hash values.It is a more convenient   way   to   

detect   fraudulent   images.   It   is comparatively easier and 

increases our storage capacity as well. 

   
 

 

   
 

changes the hash from 64 pixels (Which means 64 red, 64 green, and 64 blue) to 64 total colors.  
4. Average the colors.  

l=getpixel(i,j)  
r=getpixel(i+1,j)  

if l>r append to a difference list compute the mean value of the 64 colors.  
5. Optimize bits and Formulate hash.  

decimal_value = 0  
hex_string = list  
iterate the difference list:  
if true decimal_value += 2 ** (index % 8)  
elsedecimal_value += 2 ** (index % 8)  
This is the fun part.The value of the colour 0 or 1,which depends upon each and every bit.  

6. Comparison  
ratio= Sequencemater(i,j) where i and j are two hashes. If(ratio>0.6)  

forged  
Else  

normal 

 

IV. METHODS USED IN PROPOSED  

 

SYSTEM A. Preprocessing 

Preprocessing is defined as advancement of images that 

conquer the unwanted fragments or improvement of 

image features.  
B. Grayscale Conversion  

Grayscale conversion is defined as the conversion of 

RGB components(values 24bits) into grayscale 

components(value 8 bits).  
C. Hashing  

Hashing in image processing is developing a value from 

the components/pixels of images using mathematical 

functions. In our proposed system we use pHash 

algorithm or perceptual hash algorithm in order to find 

the hash values to corresponding pixel values. 

 

V.  PHASH ALGORITHM 

1.Size reduction –reduce the size of image in order to 

start the process.  
2. Colour reduction – grayscale conversion for colour 

reduction.  
3. DCT (discrete cosine transform) computation – uses 

32*32 DCT.  
4. DCT reduction – converts 32*32 into 8*8 DCT.  

5. Average value computation.  
6. DCT reduction  
7. Hash Construction  

D. Hexalisation 
Hexadecimal to binary is a conversion process involving the 

two mentioned number systems. The original number 

mentioned in base 16 is the hexadecimal and it is converted to 

binary format in base 2.  
E. Comparison 

Compare the hash values inorder to identify morphed or not.  
For Comparison we introduce a threshold of 0.6 value. 

 

VI.  RESULT 

  
As part of this research, we uploaded random images to our 

system and stored it the system after extracting the P Hash 

Values. Then we tried to input Morphed images of the previous 

uploads, our system compared the Hash functions of both 

images and found both have same Hash Values and the result 

was positive as system found the Morphed Image and rejected 

it. 

 

VII.  CONCLUSION AND FUTURE WORK 

 

Our research is paving a new path 

in the forged Image detection 
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system. We identified that the old Active and passive 

method consumes so much of the system space and 

complex to use. Our new method proves that forged 

Image detection is easier and system space consumption 

is much lesser. We succeeded in using P Hash method for 

the functioning through this research. We extracted the 

pixels and calculated Hash value and stored it. We used 

Hexalisation to lower the storage consumption. In this 

paperwe introduce an effective algorithm for check an 

image is forged or not. This algorithm works effectively 

than different algorithm. Be that as it may, the proposed 

framework can't accept more than one picture at any 

given moment. So future study is needed to accept more 

images simultaneously to improve the efficiency of 

algorithms. 
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