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Abstract: Nowadays Machine learning techniques based Data 

Privacy is considered as an important factor in efficiency 

measuring of user sensitive data privacy in a public cloud. At 

present, data owners are willing to protect their data from 

unauthorized trainers and users at the time of data classification 

based on machine learning techniques. The current classification 

techniques based on privacy preserving allows single owner data 

sources not a multi-owner data sources. Hence, the learning 

process depends on single owner information. When a 

multi-owner data is coming for classification means the present 

classification system will not be classified efficiently and 

accurately. Hence, an alternate system is required to handle a 

multi-owner data classification process with a privacy preserving 

storage system. The proposed privacy preserving random forest 

scheme efficiently handles the multi-owner data sources without 

the involvement of the trusted curator at the time data 

classification. Here, the random forest classification technique is 

used for classification and Advanced Encryption Standard 

(AES)Technique is used for the purpose of maintenance of the 

privacy during the sending and receiving of statistical information 

resulted from the analysis and classification process between 

sender and receiver. The classification process is applied to, 

student grade system analysis and classification done in a 

different manner like horizontal and vertical data partition 

process. When an individual student data is required means 

horizontal partition is applied else if particular subject details are 

required means vertical partition is applied. Then, AES 

encryption technique is applied to protect the user information. 

When compared to the existing classification and privacy 

preserving techniques, the proposed machine learning based 

classification technique with AES provides better privacy to user 

sensitive data.  

Index Terms: Privacy-Preserving, Differential Privacy, 

Random Forest,  AES Encryption, Horizontal Partition, Vertical 

Partition. 

I. INTRODUCTION 

  Now-a-days, data analysis like spam detection, economic 

prediction, risk assessment and many other predicting systems 

using machine learning based classification algorithms for 

their classification process. When compared to data mining 
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techniques, machine learning based classification techniques 

provides better results. Hence, machine learning based 

classification techniques used for major prediction and 

classification processes.  When we are going to work with two 

adjacent data sets is used for privacy concerns machine 

learning technique analysis the results of both data sets 

entirely and produce accurate results. When compared to the 

existing data mining based classification, machine learning 

algorithm constructed a classifier based on sample data set 

without any leakage of user privacy information. That is, the 

machine learning algorithms collect the sample dataset, train 

the model and produce the trusted trainer to data owners. 

These, kind of curators have not established in a current 

application processing [12]. The overcome this problem we 

proposed a multi-owner based data source scheme in machine 

learning based classification. These classification techniques 

avoid the trusted third party classifier. To achieve this 

motivation Random forest is used for the classification 

process because, random forest is a flexible and efficient 

classification technique for a multi-owner data sources. When 

compared to existing data mining algorithms, the machine 

learning algorithms are producing an improved result. 

Random forest algorithm is the most used algorithms because 

its simplicity. Now-a-days machine learning algorithm can be 

used for classification as well as regression tasks [13]. 

Machine learning techniques are majorly classified as 

supervised and unsupervised algorithms. In this classification, 

the Random Forest algorithm is a supervised learning 

technique. The name itself says that the Random Forest 

algorithm creates a forest based on given input data in a 

random manner and the "forest" construction is depending on 

an ensemble decision tree method, with bagging based 

training process. The bagging process increases the accuracy 

of classification through the combination of learning models. 

When compared to other classification techniques, random 

forest acted as a building block of machine learning 

technique. Random forest considers same hyper parameters 

like a decision tree and bagging classifiers. To improve 

accuracy random forest combined with decision tree. Hence, 

random forest  technique is very easy to use than the other 

classification techniques.  Random Forest, is also used for 

dealing of regression through regress process. For increasing 

the number of trees in a random forest, additional randomness 

is added to the existing model. In a random forest technique, 

the searching process is done through splitting and searching. 

When compared to complete search, splitting of trees and 

searching process increases the searching speed by subset 

searching. Hence, the 

searching speed is high.  
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For improving accuracy of random classification and 

searching, random thresholds are fixed for each feature 

instead of searching for possible thresholds. Through this 

process, the huge number of random trees created it. Cloud 

computing provides everything as a service to organizations 

like Software as a Service(SaaS), Platform as a Service(PaaS) 

and Infrastructure as a Service(IaaS) instead of own resource 

maintenance.  Cloud computing provides services through 

virtual resources instead of physical resources. Hence, storage 

and maintenance cost is very low and is easy to use in a large 

sized business organization and small scale industry and end 

users. The major benefits of cloud computing  listed as 

follows: 

 Self-service provisioning: Requester uses the resources in 

an on demand manner. That is based on request, the 

resources are allocated to requestor with nominal cost. This 

benefit resolved the traditional resource management 

process.  

 Elasticity: When a user request increases organization can 

scale up their computing requirement and scale down their 

resources when a demands decrease. This process removes 

the requirement for a high cost investment in resources. 

Hence, the infrastructure cost is reduced as much as 

possible. 

 Workload Resilience: When a user request to retain the 

resources for currently used in a particular process means, 

the cloud service providers offer the requested resources to 

current user for continuing their process. Hence, the 

requester continued their process without any delay. 

The following sections are organized in a following manner, 

such as section 2 describes the existing works based on 

privacy preserving and differential privacy based machine 

learning with an asymmetric crypto-system is discussed. 

Section 3 describes the proposed random forest based 

classification of data over multiple resources and problem 

statement. Finally, section 4 and 5 describes our experimental 

results with the conclusions.  

II. RELATED WORKS 

A. Machine Learning based Privacy Preserving 

The machine learning based privacy preserving algorithms 

are discussed by many authors with single owner data sources. 

The focused problem is analyzed in two different categories 

such as classifying a data instance into a number of parts and 

perform classification into the subparts. The, process is 

discussed as follows: 

Classification: In the privacy-preserving classification, 

Barbital. proposed the neural networks based secure 

evaluation scheme in a linear branching program. This 

technique based on Naive Bayes classification process for 

protecting the confidentiality of the queried instances. Bos et 

al. used NB classification for the construction of a secured 

classification in a serial manner based on comparison and 

argument blocks.  

Training: In general, training of classifier done in two 

different ways, such as collaboration and client-server 

manner. The proposed problem analyzed, how different data 

providers are trained the machine learning classifiers. 

Because, data classification is done in the data set without any 

effect the privacy of individual users. Hence, the data 

providers played a major role in the training process.  

B. Machine Learning based Differential Privacy 

Dwork et al. had analyzed the differential privacy and data 

protection process in the data release cases. The differential 

data privacy is defined an access of a data set is depended on 

the individual user access rights with the presence and 

absence of requested data. The differential privacy 

mechanism is implemented by a required function with a 

specific task and resulted from the noise of the learning 

process. The differential privacy is achieved through the 

quantifiable notion of privacy requirement. This approach 

adds noise directly to the raw data and performing specific 

randomization process in the  

Recently, Abadi et al. proposed a differential privacy 

technique with the combination of deep learning technique. 

Here, the differential privacy is done in each learning results 

and privacy preserving Naive based classification is 

combined to improve the accuracy of privacy preserving 

techniques. The author, proposed this technique in a single 

user environment. Hence, it is suitable for a single data 

sources. They also proposed a multi-owner setting with 

trusted curator. The drawback of this system is the curator 

behaved as a malicious actor. Hence, curator is replaced  in 

the propose system. Additionally, the existing multi-owner 

system works on statistical information such as the data set is 

placed in a public storage location, hence the trainer can 

easily break the privacy of individual users. In addition to 

that, the data to be partitioned in vertical manner. Hence, we 

proposed an alternate classification technique for performing 

the classification through the random forest classifier. Here, 

the data privacy is achieved through differential privacy in a 

multi-owner environment with a guaranteeing ownership 

privacy and statistic privacy. 

C. Asymmetric Cryptosystem 

Asymmetric crypto-system (otherwise named as private key 

crypto-system) uses only a single key for both encryption and 

decryption process of the data. The key which is used for 

encryption and decryption is known as secret key and only 

people who are authorized for the encryption/decryption 

would be known that key. In a symmetric crypto-system, the 

encrypted message is passed over secure channel. The 

existing model implements a Naïve Bayes algorithm for 

regression and classification. It comes with some 

disadvantages of time delay and has varied from the exact 

outcome.  

 Data storage: When a data is stored in a plain text form is 

not secure and authentication details are stored in the cloud 

database as cipher-text increases data security.  

 Dynamic Data Support: This is used for maintaining a 

similar level of storage  the members involved in a network 

and assurance of the data given to authorized user in a 

proper manner without any change to others. 
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 Demerits:  The existing security solutions are unable to 

simultaneously meet the following security requirements. 

1. Data confidentiality and privacy of file storage 

2. Lack of security in File sharing  

3. Owner controllable authorization over the data owner's 

shared keys.  

4. The time delay in pre-processing data set.  

5. Different outcome measures. 

III. PROBLEM STATEMENT 

In a multi-owner environment, a statistic researcher would 

like to construct a Random Forest(RF) classifier which is used 

to predict the report of a student in assessments. Because, the 

Random Forest classifier takes analysis record as the input 

data and the researcher takes paradox for the consideration of 

analysis. If we want to train a classifier, makes the prediction 

is to be  more accurate and it is necessary for the researcher to 

collect records as raw as possible from patients. 

The researcher has the duty to keep the privacy of each. Such 

as, the attractive security system should be designed to 

facilitate the researcher to execute training over the record 

sets without instructive too much information about any 

single individual in them. In this application, health records 

are training samples, each patient can be seen as a data 

provider, and the researcher can be seen as a data receiver. To 

make the trained classifier differential private via a 

confidential machine, the noises that are added to the statistics 

(e.g., counts) should be related to the whole dataset 

aggregated from the provided dataset. However, for a 

provider, other providers are the contents of his/her own 

dataset must not by others. Thus, a untrusted to undertake the 

aggregation task. Consequently, the view of a provider, 

his/her privacy should be protected against the receiver, the 

collector, and other providers via some techniques. 

IV. PRELIMINARY 

A. Random Forest Classifier 

A Random forest technique is used to build ‘n’ number of  

decision trees and combine these trees together for getting an 

accurate and stable prediction result”. In general, Random 

Forest creates a forest and makes it somehow random values. 

The "forest" it constructs, through an ensemble of Decision 

Trees and the majority of the occasion trained with the 

"bagging" method. The universal idea of the bagging method 

is, that a grouping of learning models are boost the overall 

result. The advantage of random forest is, that it can be used 

for both classification and regression problems, which form 

the majority of current machine learning systems.  

B. Decision Tree Learning 

Decision trees are an admired technique for a variety of 

machine learning errands. Tree learning "come adjoining to 

gathering the requirements for serving as an off-the-shelf 

procedure for data mining", say Hastie et al., "because it is 

invariant to the below scaling and a variety of other alteration 

of feature values, is vigorous to the enclosure of immaterial 

features and produces examine able models. However, they 

are rarely precise ". In particular, trees that are developed very 

deep tend to learn highly irregular patterns: they over-fit their 

training sets, i.e. have the low bias, but very high discrepancy. 

Random forests are a way of averaging numerous deep 

decision trees, trained on dissimilar parts of the similar 

training set, with the objective is reducing the discrepancy. 

This comes at an expenditure of a tiny boost in the bias and a 

few losses of an interpretability, but usually very much boosts 

the performance in the final model. 

C. Asymmetric Crytosystems 

In an asymmetric cryptosystem,  two different keys are used 

for an encryption and decryption of user private data. The key 

used for encryption is reserved public is known to all and the 

decryption key is reserved top secret is known by an exacting 

user only. The keys are generated in such a way that it is 

impracticable to obtain the private key from the public key. 

The sender and the receiver both have two keys in an 

asymmetric system.  

D. Base64 Algorithm 

Base64 is an algorithm that uses the concept of modern 

encryption algorithms. It is a block cipher algorithm that 

operates on a bit, but the Base64 mode is easier in its 

implementation than other encryption technique. Base64 is a 

general term for a similar encoding scheme that encodes 

binary data and translates it into a representation of the base 

64. The term comes from the Base64 MIME encoding 

process. The base64 encoding scheme is typically used when 

there is a need to encode binary data that needs to be stored 

and transferred through media designed to deal with textual 

data. This is to ensure that the data remains intact without 

modification during shipping. Base64 is used commonly in 

multiple applications including email through MIME and 

storage of complex data in XML. Base64 needs to be learned 

because the transformation base64 widely used on the Internet 

as a medium to transmit data. Due to the result of the 

transformation base64 be plain text, then this value will be 

much more easily shipped, compared to the form of binary 

data format. 

E. Key Manager 

Data storage and memory management are effectively applied 

in the system model for encrypted data stored in the cloud 

system using advanced file manager and Meta Data Manager. 

Two types of keys used for file authorization and a 

verification  process, such as Public Key and private key. 

 Public Key - The key which is used for data encryption in a 

data storage system, file ownership in a digital signature 

system and file management. 

 Private Key - The key which is used for file sharing, data 

decryption and access of another user’s file with 

authorization and OTA support. 

V. METHODOLOGY 

To build reliable models, Knowledge Discovery and Data 

Mining process were considered. The process consists of a 

number of steps, which can be followed in a knowledge 

discovery project in order to identify patterns in data. The 

process of knowledge discovery included the following steps: 

data collection, preprocessing, data mining, and interpretation 

of the results.  
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This study aims to reveal student academic performance in 

distributed examination courses, based on models developed 

using five classification algorithms implemented in 

Scikit-learning (Decision Tree CART, Extra Trees Classifier, 

Random Forest Classifier, Logistic Regression, and 

C-Support Vector Classification). Each model was evaluated 

using two cross-validation methods (stratified tenfold cross 

validation and leave-one label-out cross-validation). Students 

were classified as either 1 (passed) or 0 (failed), in accordance 

with their performance indicators. The latest version of 

Scikit-learn (machine learning), version 0.19, was used to 

design the experiments for the proposed model. 

A. Data Collection 

The data used in this work were obtained from the 

K.Ramakrishnan College of Engineering. The data set 

includes course records of students from different department 

is gathered over a period, for a distributed examination 

course, Object Oriented Programming. Therefore, the data 

has not been gathered expressly for educational data mining 

purposes. In accordance with the course, the examination can 

be achieved through the final exam and distributed 

examination. For courses with final examination could be 

established optional midterm examination during the study 

period, while the final exam is scheduled at the end of the 

semester (final examination period), after completion of the 

study period.  

For distributed examination courses, a number of mandatory 

examinations are provided during the study period. Grade 

point average (GPA), Cumulative Grade Point Average 

(CGPA), Semester (S1), Semester (S2), Semester (S3), 

Semester (S4), Semester (S5), data pre-processing step, 

feature selection based on statistical tests were performed. We 

computed the chi-squared statistical test to select the best 

features from our data sets. During this iterative process, 

those predictor attributes that have the strongest relationship 

with the output class were selected student membership to the 

advanced study group, the number of Credits earned in the 

previous year, average activity mark, A number of 

attendances in practical activity meetings, average 

examination mark, and the number of examinations. The 

selected predictor attributes and the output class for sample 

data representation were given in table 1. Figure 1 shows the 

system architecture of the proposed system. 

 Multi-Owner Management 

Every user must register himself. All the details regarding 

user such as his personal data, company name, present 

working areas will be stored into the database. If any data 

owner needs a cloud space they can send a space request to 

cloud manager. That Cloud space request is sent to cloud 

manager. The security will send a secret key to the user for the 

metadata file.  

 

Table 1. Attributes used in classification Models 

Name  Year S1 S2 S3 S4 S5 S6 GPA CGPA 

Anisha 4 90 90 82 85 89 87 8.3 8.3 

Aarthi 4 80 54 54 65 87 85 8.5 8.5 

Raj 4 60 78 89 74 56 96 7.6 7.6 

Ram 4 89 58 96 82 54 57 6.5 6.5 

Ravi 4 87 85 92 50 41 74 5.7 5.7 

 

 Encrypted File Upload  

After getting the secret key for metadata, the user have to 

upload an original file with metadata and then file will be 

encrypted using AES Algorithm. Now user gets an encrypted 

file and user can store the file into the cloud using a secret key. 

The user can view the encrypted file (a stored file) from cloud 

stored space.  

 Upload Data Set 

This module implemented to upload dataset for data mining 

techniques. The data set called student_marks.csv is used for 

this proposed model. More than 200 students marks are 

entered and have been calculated the total and average. The 

individual results, classifications are to be done by a random 

forest algorithm. 

 
Figure 1. System Architecture 

 

Algorithm 1: Random Forest Based Classification and 

Privacy 

Input :  Student Grade, Threshold Value  

Output: Data Partition (Horizontal and Vertical), 

Encryption 

Method: 

1. Do pre-processing before the classification 

2. Prepare the training data set 

3. Get user request 

4. If the user request match to any attribute 

5. Partition the attribute from remaining attribute list 

6. Test the attribute with a training set. 

7. Perform AES encryption to that partition 

8. Else if check other attributes. 

9.  Else the user request match to any record 

10. Repeat step 6 and 7 

11. Return the encrypted attribute or record 

 Pre-processing and Classification 

The data set is to be classified into different aspects such as 

Department, year, class.  
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The data set model will be trained for preprocessing and 

testing. We use 75% of the data for training data and 25% 

for testing data. 

 Random Forest Algorithm  

 Based on the reports the results will be calculated by 

random forest technique and it will be shown in the admin 

panel. 

 Data Manager and Decrypt Data 

 When a user needs a file, then the user has to send a file 

request to file manager for download a file. Then file 

manager sends the file to the user after receiving the file, 

user decrypts the file and then the only user can read the 

file. 

 OTA File sharing using a Private Key 

File sharing with other users in the cloud system is built 

with OTA (One Time Access) Control which allows the 

users to download the file only once. After that User cannot 

access the file again, if the user wants to access, then user 

has to get the approval from data owner. 

VI. EXPERIMENTAL RESULTS 

This section discussed about the experimental results of the 

proposed system. Windows 7 is used for the development of 

this work with PHP, Apache is used as a front end and 

MYSQL as a backend. Pentium IV 2.4 GHz with 160 GB is 

used in the implementation process. The experimental dataset 

contains 1000 student records with multiple attributes like 

name, marks, GPA, CGPA and results. The classification is 

done for both record level and attribute level. Figure 2 shows 

the initial dataset taken for our work and figure 3 shows the 

classification of data based on years. Figure 4 shows the 

classification of data in department wise. 

 

 
Figure 2. Initial Dataset 

 

 
Figure 3. Classification based on Years 

 

 
Figure 4. Classification based on a Department 
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Figure 5 Classification of Data - Record Level 

 

 
Figure 6. Comparison of pass and fail range 

VII. CONCLUSION AND FUTURE ENHANCEMENT 

The proposed system, used a random forest classifier for 

classifying the student databases based on a requirement of a 

requestor. When a requestor want to a specific department or 

specific student record, the data can be portioned into the 

required format by using random classification technique. 

After partitioning process, the partitioned data is to be 

encrypted by AES algorithm and sent to the requested user 

through a secure channel. Here, the data collected from 

multi-owner data sources and performing classification 

without the involvement of curator. Hence, the proposed 

system provides more security and privacy for a user private 

data in a public cloud storage system. Through random forest 

machine learning algorithm, the propose system provides 

better classification results. Hence, the overall system 

efficiency is improved. In future, the same work is going to be 

implemented in real cloud with a asymmetric key 

environment. 
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