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Abstract: Cloud computing is a new style of computing in which
dynamically scalable and virtualized services and resources are
provided. Authentication processes in cloud computing
represents a vital and critical factor that affects the cloud
performance and availability. The adoption of cloud computing
suffers from security and privacy deficiencies which became
significant challenge. In this paper; an efficient and provably
secure authentication mechanism is proposed to give a legitimate
user the right to access and manage the cloud resources and
services. The proposed authentication mechanism takes into
consideration the resiliency against the most known security
attacks on cloud computing. Further, it adopts the elliptic curve
algorithm for authentication process taking the advantage of its
small key size which decreases the estimated delay for
authentication process. In order to assess the security
performance of our proposed model, we provide a detailed
verification process for the proposed model using Scyther tool
which gives a detailed description for the proposed security
protocol compared with a previously proposed protocol that uses
Diffie-Hellman algorithm for the authentication process. The
main advantage of using Scyther for verifying security protocols
is that it provides a detailed track for any potential attack which
helps security experts to design strong security architecture for
their systems. The verification results presented in this paper
show that the proposed scheme is resilient against all known
attacks on cloud authentication

I INTRODUCTION

Cloud computing is a new technology which provides a
convenient way for accessing configurable resources among
users (e.g., networks, servers, services and applications) by
using the concept of virtualization, storage connectivity and
processing power[1]. Security in cloud computing protects
the rights of each user in using the cloud services and
resources and protects the sensitive data of each user in the
cloud from attacks or breaching. So there are some
vulnerabilities and attacks that face the users of the cloud
which hinder an effective usage of the cloud resources and
services; and deprive the service provider from efficient
delivery of resources and services to the users and
customers. These attacks must be known to be able to build
an efficient security architecture for cloud computing. In
this work,
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an authentication scheme and key agreement protocol using
Elliptic curve Diffie-Hellman will be introduced showing
how to face these attacks. There are many reasons that lead
to the using of Elliptic curve Diffie Hellman for
authentication of cloud computing compared with RSA &
Diffie-Hellman. The following sections will introduce a
comparison between other security protocols from the key
size point this comparison shows how elliptic curve
introduce the same security level compared to other
protocols with the same key size.We note that the work
presented in this paper was published in 18 May in 1JCA
volume 42 number 8 meanwhile the verification and testing
for the proposed scheme will be presented solely in the
current manuscript.

A. Account Hijacking

Account hijacking means compromising the cloud
legitimate users credentials and using them for illegal
purposes [2]. With stealing users credentials attackers can
compromise the confidentiality, integrity and availability of
cloud services and resources.

B. Internet protocol vulnerabilities

Since the cloud services and resources are available
anywhere .Theses services and resources are accessed via
public networks such as internet which considered untrusted
[3]. So internet protocol vulnerabilities as Man in The
Middle Attack and IP spoofing will hinder the performance
of the cloud.

C. Data recovery vulnerability

The cloud characteristics of pooling and elasticity entail that
resources allocated to one user will be reallocated to a
different user at later time [4]. For memory or storage
resources it might be possible to recover data written by a
previous user.

D. Shared Technology Vulnerabilities

The cloud characteristics of sharing of many services and
resources provides multi tenancy, so underlying components
that support cloud infrastructure may not be designed to
offer strong and proper isolation properties for multi tenant
architecture or multi customer applications [5]. This can
lead to shared technology vulnerabilities which are related
to virtual machines and operating systems.

E. Malware injection attack

These types of attacks are web based attacks in which
hackers exploit vulnerabilities into web application and
embed a malicious code which change the behavior of its
normal execution [6].

F. Related Work

In 2017 A Two-Factor RSA-Based Robust Authentication
scheme for cloud environment was introduced by Ruhul
Amin using RSA as authentication protocol and using
AVISPA as simulation tool
for verifying the introduced
authentication protocol. B y
comparing the proposed
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model with the introduced one it was found that using
elliptic curve as authentication and key exchange protocol is
more efficient than using RSA due to the smaller key size of
elliptic curve which gives the same security level of RSA
using the same key with larger size which reduce the
computing power of authenticating process [7].

In Mar 2017 a secure and efficient authentication scheme
using one time password was introduced by Chung-Huei
Ling using one time password for authenticating users and
customers to cloud environment [8]. The introduced scheme
uses password for authentication which represent a weak
parameters due the presence of supercomputers which has a
very high computing power for estimating and guessing
users' password and credentials in addition to the problem of
storing users' password which represent a single point of
failure if the storage server has be stolen or penetrated. In
the proposed scheme the users' password and all credentials
are encrypted with AES-256 for protection against any
stealing or modification.

In 2016 a provably secure authentication scheme was
introduced by Mohammad Wazid using biometric
parameters for authenticating users and customers to the
cloud environment. Using biometric parameters for
authentications is not accurate 100% due to the effect of
environmental factors and the requirement of extra hardware
to be implemented which increase the computational power
of the system decreasing the system performance. due to
increasing the estimated time of authentication process
[9].By comparing the introduced scheme with the proposed
one it is obvious that using encrypted passwords with
encrypted timestamps will be more efficient than using
biometric parameters due to the speed of authentication
process without accessing extra hardware for authentication.
In 2014 an authentication scheme was introduced by Faraz
fatema et al [10] depending on the concept of agents. Two
agents were used in this scheme: client based user
authentication agent (CUA): It is an extension that installed
in end user web browser to confirm the identity of user
before accessing cloud servers[10]. Modified Diffie
Hellman agent (MDHA) another agent used for accessing
cloud servers with unregistered devices. By using MDHA
temporary access permission has been provided for user for
accessing from unregistered device. This model uses AES-
256 and RSA-2048 during authentication and before Storing
data to the cloud servers which improves the rate of trust in
the framework. In 2013; Iman Ghavam et. al. [11] introduce
an authentication scheme including two main steps: client
based encryption algorithm for encrypting data before
uploading to cloud servers and user authentication secure
key exchange algorithm for validating user legal identities
and control acquiring services from the cloud. According to
this model RSA small e algorithm has been chosen for
encryption process by using public exponent much smaller
than g(n). Using small exponent will decrease the effective
cost of encryption process. The main drawbacks of Diffie
Hellman &RSA Algorithms are the slower processing time
and the requirement of high storage capacity of 1024 bits.In
the following table a key size comparison among the elliptic
curve, RSA and Diffie- Hellman will be showed (table-1):
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Symmetric RSA and Diffie-Hellman key Elliptic curve key
key size size size
(bits) (bits) (bits)
80 1024 160
112 2048 224
128 3072 256
192 7680 384
256 15360 521
Table -1
(Comparison between Elliptic curve, RSA and Diffie
Hellman)

From the previous table it is obvious that the main
advantages of using Elliptic Curve Diffie-Hellamn as an
authentication scheme is the smaller key size. This helps in
that the implementation of the encryption and decryption
process will be much faster than of that of RSA as 1024bits
key size of RSA is equivalent to 160 bits of ECC.
Consequently, the use of Elliptic Curves can be more
efficient and reliable than RSA. Otherwise the
implementation of RSA is easier than that of Elliptic Curve.
II. Proposed model
Due to lack of trust, efficiency and scalability in user
authentication and access process to the cloud environment.
Therefore an efficient and scalable mutual authentication
scheme algorithm is proposed. In this paper a mutual
authentication scheme is proposed using 160 bits Elliptic
Curve Diffie Hellman to authenticate the users requesting
access to the cloud environment and the authentication
server according to pre-defined parameters. The smaller key
size of Elliptic curve and the lower storage capacity
compared with other authentication algorithms enhance the
security performance of the authentication process. The
proposed model tries to enhance the performance of the
authentication process and defend against security attacks as
Man-in-The-Attacks and replay attack. The encryption of
the generated random numbers from the user and the server
protect against replay attacks and using SHA-1as signature
algorithm provides a pre authentication tool before
accessing the cloud services. The steps of the proposed
model are as follows:
A-User calculates the hash value for his password  using
shal generating hash value less than 160 bits. The using of
Hash algorithm will verify the message integrity and assure
that the message has not been changed or corrupted. This
hash value will be used after that as a reference when it
compared with the stored hash code in the server to verify
user authentication attempts. Since this hash value produced
from a one way function so it can’t be regenerated. It is only
compared with the hash value that will be generated from
the server with the function.
B-The user then generates random number R1 from pseudo
random generator. The generated random number is used in
the proposed protocol to ensure that old communications
cannot be reused in any attacks. This random number also
can be used in stream cipher to ensure that the key stream is
different for every session by generating random nonce for
every session.
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C-The user generates a timestamp T1. The generated
timestamp protect against replay attack. The value of the
timestamps must be with acceptable range of time. A
precision time must be identified between the server and the
user to make it possible for every communicating parties to
determine whether the message timestamp is too old or
fresh. By using timestamps concatenated with the hash value
of the server. The user can assure that the message from
authorized party.

The user then sends his ID concatenated with the hash of his
password concatenated with timestamp T1 concatenated
with random number R1 encrypted with AES-256 to the
server. The encryption of these parameters over the
communicating channel will protect against modification or
alteration from unauthorized opponent.

D- The server receives the parameters from the user and
starts the checking process by verifying the ID of the user
from the pre stored database in the server. This assures the
identity of the sender and that the message comes from
authorized user

E-The server checks the timestamp to assure that replay
attacks doesn’t occurs by comparing the received time of the
message with the timestamp of sending the message. This
assures the freshness of the message by keeping a track of
creation and modification time of the message.

F-Server calculates the hash value and compares it with the
received value from the user. Since the creation of the hash
value in the server from a specific function must be matched
with the created value in the server using the same function.

G -Server checks the previous parameters (comparing the
received timestamp with the transmitted one, checking the
ID of the user and compare the received hash with the
computed one) and if the check succeeded.

H- Server will generate random number R2 from its pseudo
generator which will assures that old communications and
Man in The Middle attack is not involved in communication
from the server to the user.

I- A timestamp T2 is generated as a reference time
compared with the received time from the user. The
timestamp T2 must be with acceptable range relative to T1.
The server will send the generated random number R2
concatenated with R1 and timestamp T2 encrypted with
AES-256 to the user. The sending of R1 to the user will give
assurance to the user that the message is originated from the
server by comparing it with the generated one.

J-The user will check the received message from the server
and check the random number R1 to assure that the received
message is from the server by comparing the received value
with the stored one.

K-The user checks the received value R2 which assures that
the received message comes from the server

L-The user checks the timestamp T2 to assure that no
message replay occurred and the received time is within
acceptable range with the sending time.

M- After the check succeeded, user generates Qu by
multiplying the hash of the random number R; by the
generating point of the curve G and send Qy to the server.

Q,=Hash (R))*G
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N- The server also generates Qs by multiplying the hash of
the random number R, with the same generating point of the
curve and send Qs to the user.

Qs = Hash (R,)*G
After exchanging the value of Qs and Qu between the user
and the server a mutual authentication between the server
and user is achieved. So that every time the value of the
random number changed the hash will be changed and the
value of Q will be also changed due to changing the value of
hash of the random number.

1-H=Hash(pw)
2-Generate Random R,
3-Generate Time stampT;

E(1D | Hash{pw) [ Ry [ Ty )e

5
?

4-Check ID(Data base)
5-Check Ty

6- Calculate Hash
7-Credential accepted
8-Generate Random R,
9-Generate Time stampT,

E(Ry |] Ry [ )

&
<

10-CheckRy
11-CheckR,
12-CheckT,

13-Qu=Hash(R,)*G

[a ]

;

Figure 1
(Proposed Scheme)
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[Il. Security Analysis

Evaluation process of the proposed model has been
done according to the following parameters:
A- The protection against unauthorized access by the using
SHA-2 algorithm to verify that the service request is from
authorized user by comparing the hash of the password of
the user by the stored hash in the data base of the
authentication server.

B -The use of timestamp between the user and the server
protects against replay attack as the time comparison
between the user and the server assure that old
communication is not replied or take part in
communications.
C- The use of AES-256 for encrypting the data between the
user and the server will protect against Man in The Middle
attack since the opponent cannot compute the key that is
used for encryption or decryption.
D-Mutual authentication: The proposed model provides a
strong mutual authentication between the user and the
authentication server.
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The user challenges the authentication server in the
authentication request message encrypting his identity by
using secret key computed by the user. Only the server can
recomputed the secret key and retrieve the user identity.

E- The using of ECC as authentication algorithm provides
an efficient and scalable tool for authenticating the user with
the server due to its smaller key size. Complex
multiplication method is used in generation of the curve due
to smaller space storage that is used in storing the field
parameters, which improves the computational cost and
efficiency.

F- Identity based encryption of the user and the
authentication server which allow the sender to encrypt a
message to an identity without access to a public key
certificate authority. The user uses his id and calculates the
hash value for his password and encrypts these parameters
then sends these parameters to the server which makes the
same procedures and makes the required comparison using
the received parameters from the user to assure the identity
of the user.

G -Confidentiality and message integrity between the user
and the authentication server which assure that the received
messages contain no modification, insertion, deletion or
replay is achieved by using the hash function SHA-2 which
calculate the hash value of his password generating 160
bits (hash value).This hash value concatenated with other
parameters are encrypted using AES 256 before sending to
the authentication server this provides authentication it also
provides digital signature because only the user can produce
the encrypted hash value.

IV. ASSESSMENTS AND VERIFICATION

Verification is one of the most important tools for evaluating
security protocols. There are many tools for evaluating and
describing security protocols, these tools help security
experts to find and evaluate weakness in many security
architectures. Scyther is one of the most important tools for
verification of security protocols which is designed for
evaluating and analyzing security protocols. Scyther has its
own language for describing and evaluating security
protocols which provides different traces for many attacks
for security protocols. Different traces for the attacks in each
protocol [12].

A. Verification for protocol 1:

Protocol 1 claims that the communication between the two
communicating parties satisfies the following security
requirements:

1- Mutual authentication.
Adversaries

The following code describes protocol 1 as transmitted and
received message between two communicating parties
representing how the message fulfills the protocol claims.

2- Secure Against Passive
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e eSSl TS| TR R
File Verify Help

Protocol description | Settings

1 hashfunction hash;
2 usertype key:
3 protocol 1 ( user, server)
4
5 role user
6
TvarPGRI ;
8 fresh  [Du, psw,username
9 freshRZKL;
10 var KZR3 :
11 send 1 (user,server, (username 1Du,psw ));
12 recv_2 (server, user, (PG, RL):
13 send_3 (user server, {R2} K1);
14 recv_4(server,user [RI}K2);
15 claim_w (user,Secret [Du);
16 claim_u {user,Secret, psw];
17 elaim_u (user,Secret R2):
18 claim_u  [user,Secret K1)
19 }
20 role server
A
27 fresh PG, x:

: Monce

23 var 1Du,pew,usernameR2;
24 fresh R3K2ZRL ;

25 recv_1 (userserver, (usernameIDu, psw )
26 send 2 (server, user,(P,G R1));
27 reev_3(user server,R2);

28 send_d (server user {R3} K2);
29 claim_s (server, Secret, P);

30 claim_s (server, Secret, G);

31 claim_s (server,Secret,R1);
32}

EEN

Figure 2
(Scyther code for protocol 1)
The previous code describes protocol 1 as two roles with
detailed description for each received and transmitted
messages between the user and the authentication sever.
The code also describes the security claims that protocol 1
claim that these claims are fulfilled by protocol 1.

After verifying the protocol the following attacks
appear:

Iﬁ Scyther results : verify . @i
Claim Status Comments Patterns
1 user  Lu SecretlDu  Fail  Faksified At least1 attack. | —[ﬂ]

Luserl  Secretpsw  Fail  Falsified At least] attack. 2M
1,user2 Secret R2 Ok Mo attacks within bounds,
1userd Secret K1 Ok Mo attacks within bounds,

server  1s Secret P Fail Falsified  Atleast1 attack.3 M
1serverl  SecretG Fail Falsified At leastl aﬂack.w
Lserver? SecretRl  Fail  Falsified At least1 attack. 5M

Done.
Figure 3

(Attacks Details for Protocoll)

From the verification for protocol 1five security attacks
were discovered and a single track for each attack is
illustrated and a brief description for each attack is shown in
the following figures. One of the advantage of using scythe
as a verification tool is the detailed description for each
attack which gives an efficient helping tool for security
experts to build efficient and strong security architecture for
their systems. Figure 4-shows a detailed description for
attack 1 and the other attacks will be shown in the following
figures.
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Run 1

Bob in role user

Asaunes server->Alice
Var RIfL -» R2fL

Var K261 -> R.§1

Var R1§1 => Intruderfatad
Var GBL => IntruderDetal
Var PAL -> IntruderDetal

sending user password
unencrypted or hashed will
give a good chance for
intruder to steal user
password,

send 1
usernenefl, TDufl, pavél

ot Lestn pewil
IntruderDatal, IntrudarDataZ, IntruderDatad P

Initiel knowledge

send ¢ Abbrevisticns:
Ml ML= (R28L)KIB
Figure 4

(Description for attack 1)
Figure 4 shows a detailed description for attack 1 as sending
user password without over encryption or hashing over
communication channel will make it easy for stealing and
compromising.

Run 1

Bob in role user

Assumes server->Alice
Var R3#1 -> RZHL

Var RK2#1 -> R1#1

Var R1#l -> IntruderDatad
Var Gfl -> IntruderData2
Var P#l -> IntruderDatal

sending user [D
unencrypted will
be stolesn and 4
Ifake 1D will be

resend over the
/ channel.

Initial knowledge

send 1

username#l, IDu#l, pﬁ%

recv_Z
IntruderDatel, IntruderDataZ, IntruderDatald

send 3
M1

recv_4 Abbreviations:
Ml Ml = (RZHL)K1$1

cret, IDufl;

clain_u(Boh,

Figure 4-a
(Description for attack 2)
Figure 4-a describes a detailed description for attack 2 as
sending user ID unencrypted over public communication
channel will be compromised and easy to be stolen and a
fake ID can be resend over the communication channel .
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Run 1

Aliee in role server

Assumes user->Bob

Var R2#1 -> IntruderDatad
Var userneame#l -> IntruderDatal

Var psw#l -> IntruderDataZ
Var IDuf#l -> IntruderDatal

recv_1

IntruderData3, IntruderDatal, IntruderData2

ending diffie hellman
arameters without
ncryption will abuse
ecurity requirments

send 2
P#l, GHL, R1#L

= oo™ or the protocol.
recv_3
TntruderDatad
send 4
(R3#1)R2#1

Jeyther pattern graph for the EEPS-AKA protocol, claim EEPS-AKA, s in role server.
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Figure 4-b
(Description for attack 3-4)

Figure 4-b shows a detailed description for attack 3 and 4 as
protocol 1 uses Diffie Hellman as authentication protocol so
Diffie Hellaman parameters must be agreed between the two
communicating parties. So sending these parameters
unencrypted over communication channel will abuse the
authentication process due compromising the authentication
parameters.

Run 1

Alice in role server

Assumes user->Bob

var RZEL -> IntruderDatad

Var usernsmefl -> IntruderDatad
Var pswil -> IntruderDatal

Var IDufl -> IntruderDatal

|

recy 1
3, IntrudefDatal

send 2
Pé1, GEL RISL

Initisl knowledge

sending the value of
random number R1
unencrypted will allow
intruders to reproduce fake
diffie hellman parameters

Scyther pattern graph for the EEPS-ARKA protocol, cleim EEPS-ARA, server? in role server.

Figure 4-b
(Description for attack 5)

Figure 4-c shows a detailed description for attack 5 as
sending the value of generated random number R1
unencrypted will make compromising the session key as
every session key is generated with a new generated random
number. The following section will show how the proposed
model countermeasures the security breaches in protocol 1
and how to overcome each
attack.
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V. VERIFICATION FOR PROPOSED MODEL

The proposed model has been proposed to

countermeasures protocol 1 attack as follow:

A-The protection against unauthorized access by the using

SHA-2 algorithm to verify that the service request is from

authorized user.

B- The use of AES-256 for encrypting the data between the

user and the server will protect against Man in The Middle

attack. Encrypting the produced random numbers will give

an accurate time track for the transmitted and received

messages so preventing replay attack for any message.

C- Mutual authentication: The proposed model provides a

strong mutual authentication between the user and the

authentication server.

e The Following Figures Show How the Proposed
Model Countermeasures protocol 1 attack.

Figure 5 shows how the proposed model uses AES-256 to

encrypt the wuser ID before sending over public

communication to protect against any opponents or

attackers.

Run 1

Bob in role user

Assumes server-ralice
var RI#1 -> RIHL

Var E2#1 -> R1#1

Var R1#1 -> IntrudsrDatal
var G#l -> IntruderDataZ
Var P#L -> IntruderDatal

Encrypting the user |ID
using AES-256
concatenated with the
hash value fo the user
[password protect against
l Man in the Middle attacks

send_1 P
ussrnams#l, IDu#L, powhi Initizl knowledge

h

recv 2
IntruderDatal, IntruderDataZ, IntruderDatal

Abbreviations:
ML = {RZHLIRIHL

©laim_u(Bok, Ssoret, IDu#l]

Figure 5
(Description for proposed model solution)
Figure 5-a show how the proposed model uses SHA-2 to
protect the user password from being stolen by any
opponent. The server can only recalculate the hash value of
the user password to verify that the request is from
authorized user.

Run 1

Bob in rale user

Assumes server->alice
Var R3I#L -> RIZFL

var R2#1 -> Ki#1

Var R1#1 -> Intruderlatald
Var G#l -> IntruderDetaZ
Var P#l -» IntruderDetal

The proposed model uses
SHA-2 to calculate the hash
lvalue for the user password
before sending. The server
recalculate the recieved
lvalue to verify that request
Ifrcm autherized user.

\

send 1
username#l, Thul, powkl

L

recv Z
IntruderDatal, IntruderDataZ, IntruderDatal

Tnitiel knawledge

send G Abbreviaticns:
Mi ml = {RZH1IR1HL
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Figure 5-a
(Description for proposed model solution)

Run 1

Alice in role server

Assumes user->Eob

Var R2#l —> IntruderDatad

Yar username#l -> IntruderData?
Var pswfl -> IntruderDatal

var IDufl -> IntruderDatal

L

Initial knowledge

reev 1 Encrypting the value
IntruderDatad, IntruderDatal, IntruderDataZ of random value R1
with AES-256 will
protect replay attack
p=Jand therfore

m,ﬁé;“ijim protecting the )
produced session
key from attacks

recv 3

send 4
{R3#1}R2#L

cret, R1#1)

Seyther pattern graph for the EEPS-AKA protocol, claim EEPS-AKA, serverZ in role server.

Figure 5-b
(Description for proposed model solution)

Figure 5-b shows how the proposed model countermeasures
the replay attacks. Encrypting the generated random number
R1 will protect against any replay attack so protecting the
produced session keys from compromising by any attackers.
Figure 6 shows the scyther code for the proposed model and
the verification results after the proposed solutions for the
security breaches in protocol 1.

& | Scyther: EEPS-AKA 3_1.spdl [wl=ha|
p —

File Verify Help

Protocol description | Settings
1 hashfunction hash :
2 hashfunction rult ;
3 usertype key:
4 const G;
5 constPKU ;
6 const PKS;
7 macro ml= hash(R1);
& macro m2= hash(R2);
9 macro PKU = rult(G,ml);
10 macra PKS =mult(G, ma):
11 protacal ECC-AKA(U,S)
121
13 role U
u
15 fresh R1, D, psw,T1 Nonce;
16 wvar R2, T2 : Ticket:
17 fresh K
18 send 1 (U, 5, {I0R1 T1, hash(psw) el ):
19 recv2 (5, U, {RLR2T2});
20 send 3 (U,S,PKU);
2 recvd  [SU.PKS)
22 claim_u (U,5ecret,ID);
23 claim_u (U, Alive);
24 claim_u (U, Miagree):
25 claim_u (U Misynch):
% claim_u (U Secret, PKL);
P
28 role
PR
30 fresh R2,T2 : Monce
31 wvar RLID, psw,T1 : Ticket:
2 fresh il © ke
33 vecv1 (U, 5, {I0.R1TL, hash(psw)lil):
34 send_2 (5, U, {RLR2,T2}K);
S recv 3 (U,5PKU);
6 send 4 [S.U.PKS):
37 claim_s (5,Secret,ID};
38 claim_s (5,Alive);
9 claim s (5 Niagree):
40 claim s (5 Nisynch};
4 claim_s (5,5ecret,PKS);
2
42}

Figure 6
(scyther code for the proposed model)
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After verification of the proposed model solution no attacks
or security breaches appear during message transmission
between the user and the server.

B Scyther results : verify

=)

Claim Status Comments

ECC_AKA U ECCAKAuU Secret ID Ok Na attacks within bounds.

ECC AKAUL  Alive Ok Ne attacks within bounds.

ECC_AKAU2  MNiagree Ok No attacks within bounds.

ECC_AKAU3  Nisynch Ok No attacks within bounds.

ECC_AKAU4  Secret mult(G hash(R1)) Ok No attacks within bounds.

S ECCAKAs Secret ID Ok No attacks within bounds.

ECC AKASL  Alive Ok Mo attacks within bounds.

ECC_AKAS2  Niagree Ok Na attacks within bounds.

ECC AKAS3  Nisynch Ok Mo attacks within bounds.

ECC_AKASY  Secret mult(G,hash(R2)} Ok Na attacks within bounds.

Done.

Figure 7
(Final Result for Verification of Proposed model)

VI. CONCLUSION AND FUTURE WORK

With the development of cloud as a new emerging
technology and the challenging issue during user
authentication and access control in cloud based
environment. A strict authentication scheme is proposed to
control the access to the cloud services .The proposed
authentication scheme and key agreement protocol has
been proved to be more secure and efficient than other
authentication schemes. Since using small key size of
Elliptic Curve will improve the authentication process due
to fast processing of the keys. Using AES-256 as an
encryption algorithm protects the data exchange between
the user and the server from various attacks. ECC will
enhance the computational efficiency and enhance the
usage of available storage resources which make it an
efficient choice as authentication protocol for cloud
computing. There are different lines for future work to be
addressed as using quantum cryptography for encrypting
the transmitted and received messages between the sender
and the receiver.
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