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Abstract: The method of the nuclear cyber terrorism prevention 

is analyzed in which the cyber security is investigated in the aspect 

of the nuclear matters. In the method, the radiological detection 

sites are considered as the cyber terror incident points. Using the 

Analytic Hierarchy Process (AHP) method, the complex 

algorithm of the terrorism could be manipulated incorporated 

with the fuzzy set method in which the verbal uncertainty could be 

expressed by the matrix algorithm. In addition, by the dynamical 

analysis, the terror incident time could be estimated. In the work, 

during the period of 60 years, it is considered the reactor runs 

securely as the values between 0.0215112 in 7th year and 

0.0202358 in 22nd year. This means that the securest one is 1.063 

times higher comparing to the lowest one. Furthermore, the five 

sites are variable by the dynamical manner where the #1 sites are 

more than those of #5. Results show the estimations of nuclear 

cyber terrorism successfully. This method could be applicable to 

the industrial plants and facilities. 

 
Index Terms: Analytic Hierarchy Process (AHP), Cyber, 

Nuclear; Security, Terrorism. 

I. INTRODUCTION 

The importance of the nuclear cyber terrorism prevention is 

one of critical issues in a nation where the incident could be 

variable without any notices, although the endeavors of the 

terrorism controls continue regarding the mutual matters 

among some countries. It is very interesting to investigate the 

quantitative analysis of treating the potential nuclear cyber 

terrorism. The proposed cyber terrorism process is 

incorporated with the nuclear detections in which the 

radiological detection ways are analyzed. In the previous 

incident on nuclear power plants (NPPs) in South Korea, the 

dangerous damages were not happened, fortunately [1]. The 

internet protocol (IP) address was searched and was founded 

out at a region in China. However, it was failed to arrest the 

terrorist. Considering the system of NPPs, there are many 

potential possibilities in nuclear cyber terrorism. The search 

of the terror incident could be one of the most important 

factors in this study. The Analytic Hierarchy Process (AHP) is 

applied to the quantified analysis. 

It is very difficult to find out the cyber terror incident, 

especially in the case of the complex facilities like the NPPs. 
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Conventional linear algorithm could not be used in the 

complicated cases, because the linear and objective processes 

are simply detected by the terrorist. Hence, the nonlinear and 

complex methods should be applied to the security solutions. 

In this work, the process of cyber terrorism is modified as the 

event flows where the sampling by Monte-Carlo method is 

used for the quantifications. Five different kinds of types in 

events are applied to AHP analysis. Each event is related to 

the detection site where the importance of the cyber terrorism 

in nuclear industry are reflected by the randomly selected 

numbers. So, the assessment of the terror incidents is 

performed by the matrix forms including the ambiguous trend 

in terrorism and fuzziness object of the incident in which the 

AHP combined fuzzy set algorithm could be realized in the 

estimations of terror forecasting. The goal of the academic 

studies could be the nonlinear and indirect analyses that solve 

the approximate incident happening using the dynamical 

interpretations. So, the directions of the work should be 

related with several kinds of the algorithm instead of the 

single method. 

For literatures in AHP method, Cagno and et al. had worked 

for probabilistic process in the multiple bidding cases by the 

contractors [2]. In addition, there is a paper as the entropy 

information applied AHP method by Wang and et al. [3]. Suh 

and et al. [4] used the optimal weighting method for the 

comprehensive assessment result. This is analyzed as various 

ways like the paired comparison, asset dependency diagrams, 

and so on. Furthermore, there are some AHP papers applied to 

the nuclear security [5-7]. 

II. METHOD 

The critical points of modeling are to find the terrorism factor. 

In this work, the consequences of the terror progressions are 

the basic event in the modeling. There is the modified process 

of cyber terrorism in Table 1 [8] where five factors are 

considered for the modeling of this study. Reconnaissance 

should be the 1
st
 stage of the nuclear terrorism crisis and the 

Weapon Delivery could be supplied by several kinds of 

technological methods. Exploitation for nuclear stuffs are 

triggered by the terrorist. Command & Control is done by the 

keyboard access. Finally, the Attack is done. In another 

aspect, it is possible to think the crisis response regarding the 

cyber terrorism [9]. In each case of the process of cyber 

terrorism, the detection could be matched each other. Table 2 

shows the detection strategy of Department of Homeland 

Security (DHS) in the United States [10] where the possible 

detection technologies are the strategies for the terror 

incidents. 
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 Hence these detection skills are related to the crisis response 

in Table 1, because there are the crisis sequences which are 

affected by the terror consequence incidents. In the graphical 

description, the modified process of cyber terrorism is seen in 

Fig. 1 [8]. Additionally, Fig. 2 is the outline of safeguard 

study which expresses the nuclear security in this work. 

Table 1. List of the modified process of cyber terrorism. 

 
 

Table 2. List of the detection strategy (Department of 

Homeland Security (DHS)). 

 
 

 
Fig. 1. Modified process of cyber terrorism 

 

 
Fig. 2. Outline for the nuclear safeguard using AHP 

 

In this study, the random number is used for the Saaty 

comparisons which are ranked from 1 to 9, which his in Table 

3, even though usually the quantifications in the modeling are 

performed by the experts in AHP method [5,6]. This is made 

by the verbal definition incorporated with fuzzy set theory. 

The modified triangular fuzzy number (TFN) values are 

obtained [11,12] in Table 4. Fig. 3 shows the graphical shape 

of modified TFN where the numbers between 1.0 and 1.9 are 

written as 1.0. In the same way, the numbers between 2.0 and 

2.9 are written as 2.0. Therefore, the left numbers of the peak 

point of the TFN are made as even numbers, which means the 

intermediate values in Table 3. Otherwise, the right numbers 

of the peak point of the TFN are made as odd numbers which 

are same to the peak point numbers. The fuzziness of the 

distribution is considered as the regions of the interested 

membership function in fuzzy set. Table 5 shows the random 

index for the C.R. that should be 0.1 for the consistency of 

hierarchy distributions [13,14]. 

Table 3. Scale of Saaty comparison 

 
 

Table 4. List of modified triangular fuzzy numbers (TFN) 

 
Table 5. Random index 

 

 
Fig. 3. Graphical shape of modified triangular fuzzy 

numbers (TFN) 

Considering the historical review, the AHP was called as the 

Saaty method, which was created by Dr. Saaty [15]. This 

method has been used in many areas including the military 

purposes. In the early stage, it was used for his son where the 

travel planning was analyzed by transportations to Sudan, 

which means that there are many applications to our lives 

from the restricted matters to the basic human lives. Coyle 

[16] made the basic principle for the purchase of the 

equipment. For example, variables of expense (E), operability 

(O), reliability (R) and adaptability for other uses or flexibility 

(F) are mutually governed each other in which the AHP 

method could manage as the aspect of the multiple 

considerations that can show the complicated problem 

solutions. In addition, he also offered three case of X, Y, Z 

where the interested options like the price and operability are 

examined. Eventually, the company could be selected by the 

optimized best choice in the manufacturing.The cyber nuclear 

terrorism could be related each other in the interested 

conditions in which nuclear factors as well as cyber stuffs 

should be analyzed.  
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Therefore, the Monte-Carlo method including random 

sampling is quite practical to solve the complicated and fuzzy 

circumstances. Even though the quantification of AHP is 

usually performed by the survey of the chosen group by the 

experts. For the verbal interpretations, the Table 3 shows the 

rating scale of Saaty which is used in the numerical rating for 

the process of cyber terrorism. There is the consistency () 

calculation obtained by the following weighting 

multiplication where elements of 
ii

a  are in the matrix form of 

equation (1). 

 

11 11 11 11 11 1

21 22 23 24 25 2

31 32 33 34 35 3

41 42 43 44 45 4

551 52 53 54 55

Weighting multiplication

a a a a a W

a a a a a W

a a a a a W

a a a a a W
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        (1) 

 

   (2) 
 

Furthermore, the C.I. (Consistency Index) and C.R. 

(Consistency Ratio) are calculated for the weighting value 

and consistence. In Table 5, the random index is shown for the 

C.R. which should be below 0.1 for the consistency of 

hierarchy distribution [13,14]. There is the equation with the 

weighting multiplication and weighting, which means the 

consistency. Hence, C.I. and C.R. are found out by maximum 

value of  as, 

max. .
1

n
C I

n






               (3) 

. .
. .

C I
C R

RandomConsistencyIndex
      (4) 

 

In simulations, the Vensim code system is used, which has 

been applied for quite qualified dynamic modeling where the 

designs include the dynamic functions, optimization, 

Monte-Carlo sensitivity analysis, and more [17]. 

III. RESULTS 

The dynamical analysis shows the cyber security in the 

interested area which is expressed by the detection sites. 

There are 60 years’ runs as one time per year. Fig. 4 has the 

exampled matrix of comparisons from A to E where there are 

five detections in each case. According to AHP method, the 

reverser numbers are arrayed from the diagonal line. The 

mean and standard deviation values are obtained by the 

experts’ judgments. In the matrix, the diagonal lines are made 

by the inversed numbers. For the matrix comparisons, the 1
st
 

column is found as for detection #1 in equation (5) with the 

maximum value and the minimum value as the dotted circles 

in Fig. 5. 

 

0.4566 × 0.021 + 0.3545 × 0.014 + 0.4768 × 0.015 + 0.5009 × 

0.019 + 0.2988 × 0.014 = 0.035404         (5) 

 

 
(a) 

 
(b) 

 
(c) 

 
(d) 

 
(e) 

Fig. 4. Exampled matrix of comparisons (a) A (b) B (c) C 

(d) D and (e) E 

 
Fig. 5. Matrix of comparisons 
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There are the pairwise comparison for the process of cyber 

terrorism which is obtained for C.I. (Consistency Index), C.R. 

(Consistency Ratio) and consistency () calculation in Fig. 6. 

As it is done in Fig. 5, Fig. 6 has the maximum consistency 

(max) and subsequently, the C.I. and C.R. are found out. In 

this simulations, since the value is higher than 0.1, there is not 

consistent very highly considering the C.R. Hence, the 

dynamical calculations make the most important analysis in 

this work, because the C.R. could be variable. The C.I. and 

C.R. are, 

=4.296875            (6) 

 

=3.836496        (7) 

 

Total C.I. and C.R. are in Fig. 7. There is the minimum value 

of C.R. that is very consistent in 6
th

 year. Furthermore, there 

are maximum pair values with multiplications in Fig. 8 (a). 

These are accompanied by detection number in Fig. 8 (b).  In 

the work, during the period of 60 years, it is considered the 

reactor runs securely as the values between 0.0215112 in 7
th

 

year and 0.0202358 in 22
nd

 year. This means that the securest 

one is 1.063 times higher comparing to the lowest one. For the 

graphics, there are dotted circles for the highest and lowest 

values in detection #1. The five sites are variable by the 

dynamical manner where the #1 sites are more than those of 

#5 during 60 years, which means ‘Air cargo’ region has more 

vulnerable than ‘Advanced detection technology’ equipped 

region. That is, the air cargo could be attacked by the cyber 

terrorist comparatively in this simulation. Considering the 

applications of AHP, there is the nuclear safeguard protocol 

to be promoted in the aspect of the nuclear industry. 

 

 
Fig. 6. Maximum Consistency () 

 

 
(a) 

 
(b) 

Fig. 7. Graphs for (a) the consistency index (C.I.) and (b) 

the consistency ratio (C.R.). 

 

 
(a) 

 

 
(b) 

Fig. 8. Graphs for (a) Maximum pair values with 

the multiplications and (b) Detection numbers for the 

maximum values. 

IV. CONCLUSIONS 

The cyber security is investigated in the aspect of the nuclear 

matters where the radiological detection sites are considered 

as the cyber terror incident points. Using the AHP method, the 

complex algorithm of the terrorism could be manipulated 

incorporated with the fuzzy set method in which the verbal 

uncertainty could be expressed by the matrix algorithm. 

Several critical points are proposed as follows, 

 The cyber security is studied for the nuclear matters. 

 The AHP method could be applied to the terror 

incident. 

 Dynamical analysis is performed for the practical  

purposes. 
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 Enhanced terrorism estimations are achieved. 

Overall, this research could give the terror incident time as 

well as site using the nonlinear algorithms of AHP and fuzzy 

method as the combinational way. The dynamical analysis 

could give some hints to the other kinds of industries. For 

example, the oil and chemical plant could be damaged by the 

computer virus which could attack on the automatic system 

that control the oil or equipment delivery system in the plants. 

The industrial plants are usually operated by the automatic 

system. Hence, the cyber terrorism is one of critical disaster 

causes, which give another kind of threatening to the 

operators, because the on-line based terrorism couldn’t be 

detected easily due to the unseen invasions to the goal as the 

plant or facility. So, this study gives many applicable 

strategies to the general industries. Including the nuclear 

industry, the industrial plants are able to be protected by the 

computer viruses by the complex based algorithms like the 

AHP incorporated with fuzzy set method. 
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