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Abstract: The development of electronic devices which possess 

a characteristic to resist radiation-induced upsets is an active area 

of research in the semiconductor industry. There are several 

techniques beginning from the manufacturing level of the 

transistors to the implementation level of a chip, which helps in 

masking or eliminating faults caused by radiation. In this paper, 

an implementation level technique is proposed which can mask 

multiple bit-upsets caused by radiation in a register file 

implemented on an FPGA. The advantage of this technique is that 

masking of the errors is done by leveraging the inherent resources 

present in an FPGA due to which there shall be a significant 

decrease in the area overhead without a compromise in the 

reliability and delay of the system. 

 
Index Terms: Faults, FPGA, Radiation-induced upsets, 

Reliability, Semi-Conductor.  

I. INTRODUCTION 

The electronic devices which are deployed in the space and 

avionic applications should have high accuracy, speed and yet 

the main characteristic which they have to possess is the 

robustness towards the radiation-induced upsets. Modern-day 

Static-RAM (SRAM)-based Field Programmable Gate 

Arrays (FPGAs) have very high importance in space and 

avionics applications due to their high-operation limit, 

performance and most importantly dynamic reconfigurability 

before or after deployment [1]. 

Though the FPGA’s are suitable for space applications they 

do not completely oppose the radiation-induced faults, they 

can be made radiation-proof by using some extra hardware 

which is known as radiation hardening [2].  

One of the most prime components to consider is a register 

file as it stores the intermediate products of computation and 

critical program flow execution information. When the data in 

it gets corrupted it will result in silent data corruption (SDC), 

a wrong branch address or an output failure [3]. Hence, it 

must be critically designed to withstand the radiation upsets 

and provide an error-free output. 
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In this paper, we propose a technique to protect the register 

file from multiple-bit-upsets by leveraging the inherent 

resources present in FPGA. 

  

II. BACKGROUND WORK 

Space and avionic applications are considered to be the 

backbone for the development of any nation it facilitates 

international communication and as well as maintenance of 

world peace by satellite surveillance 24x7. Yet to build such 

systems they have to satisfy a basic characteristic of 

robustness towards the effects of radiation. 

The faults caused by radiation can be categorized into two 

types Total Ionization Dose (TID) and Single Event Effects 

(SEE).  

Total Ionizing Dose is a complex effect. It causes defects in 

the semiconductor structure itself and decreases the mobility 

of the charge carriers. The advancements in the process 

technology like epitaxial CMOS processes, cell layout and 

SOI (silicon-on-insulator) have shown promising results in 

reducing TID [4].  

SEE can be categorized into two kinds: hard faults and soft 

faults. Hard faults include SEL (Single Event Latch-Up), SEB 

(Single Event Burnout) and SEGR. They cause permanent 

faults and could be settled mostly by the manufacturing 

process. Soft faults include SEU (Single Event Upset), MBU 

Multiple-Bit Upset) and SET (Single Event Transient). They 

are transient faults which can be mitigated or corrected by 

design strategies [5]. 

In this paper we select these SEE as 80% of the radiation leads 

to SEU’s and which in-turn cause MBU’s as analyzed in [4] 

which is a survey of faults occurring in an Algerian satellite in 

the Low Earth’s orbit. 

The most sensitive component to soft errors involved in an 

electronic device is a register file. The occurrence of data 

error generation due to SEUs is high in a register file [6]-[7]. 

Typically, a register file is an array of registers where the 

writing and reading of the data can be particularly selected 

from the array by mentioning the read and write addresses. 

The significance of this is seen in digital systems where there 

are huge calculations which generate intermediate results or 

also known as temporal contents and these contents are again 

taken to proceed further, even in multi-threading processors 

the sequence of thread access is stored in this file itself. 

The register file considered is 

a two-port asynchronous read 

and synchronous write which 

is shown in Fig. 1 
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Fig. 1. 

III. PREVIOUS WORK 

The soft errors caused by radiation are typically bit flips, to 

detect and correct/mask them there are techniques which can 

be categorized mainly into two categories namely Design 

level techniques and Implementation level techniques. The 

design level techniques make use of EDAC codes such as a 

technique used in [8] where an extended Hamming (8,4) code 

is used along with narrow width values which has an 

advantage of high reliability with less area while having high 

latency in detection and correction.  

Yet in [9] and [10] the detection of the multiple faults is done 

using parity computation whereas when correction is 

considered in [9] hamming code is used in diagonal direction 

increasing the fault coverage and reliability whereas in [10] 

decimal matrix code is employed with encoder reuse 

technique which fails to cover large faults but the latency for 

fault detection and correction is largely scaled down.  

An old but powerful technique for multiple errors detection 

and correction is orthogonal Latin squares proposed in [11] 

which are worth mentioning as it can mitigate SEU as well as 

SEFI but having high delay overhead.  

The modern-day design level approaches use a redundant 

circuitry for the detection and correction of errors. In most of 

the cases, the error detection is done using parity checking as 

it allows for the detection of a soft error for a minimal cost in 

terms of circuit complexity and memory width [12]. For 

instance [13] and [14] consider their detection technique as a 

multi-directional parity comparison and correction by the 

concept of erasure coding where copies of the data are stored 

in a different location and retrieved back when a mismatch 

occurs. Though [13] and [14] use almost the same techniques 

the main difference can be pointed is in [13] the authors use 

the mutation and crossover where there will be a threshold 

limit beyond which the data is replaced with redundant data 

otherwise correction is attempted which reduces the 

computation time whereas in [14] the computation time is less 

whereas the fault coverage is not that wide. Implementation 

level techniques are mostly applied on storage resources of a 

particular platform so as to use the host resources itself as 

their redundant blocks such as the authors in [15] make an 

attempt to minimize the area and power consumption where 

the register file’s parity checks are performed and stored in 

the cache memory, if any mismatch occurs then a CRC is used 

to correct the errors. The disadvantage faced in this technique 

is that the processor stalled until the register file is made free 

from errors.  

In [16] the whole register file is duplicated, and parity 

comparison is done when a mismatch occurs register 

renaming is done, and errors are masked. The drawback found 

in this technique is that the applicability of this technique is 

done only when the whole register file is filled.  

The authors in [17] propose a technique to protect the 

memory elements from single bit errors by using the 

capabilities of the Xilinx-FPGA Look Up Tables and the 

architecture of the SLICE-M combined with Error correction 

codes. The benefits compared with TMR come at a delay cost. 

The authors of [18]-[19] make use of a conventional 

technique known as memory scrubbing to protect FPGA 

memories, especially the smaller and faster memories such as 

SRL’s(Shift Registers) and LUTRAM’s.  

The authors of [20] present a logic which incurs delay and 

resource overhead which is a common frequently observed 

problem when ECC’s are used to protect multi-port memory 

structures mapped to BRAMs. This can be achieved by 

exploiting the inbuilt replication of the register file to support 

multi-port reads in a Xilinx-FPGA.  

IV. DESIGN METHODOLOGY 

When a register file is mapped onto an FPGA the design tools 

replicate the register file multiple time in order to realize 

multi-read ports. This inbuilt redundancy is being leveraged 

and combined with a good error detection and masking 

scheme to provide TMR like performance at the reasonably 

low area and delay overheads. The following sub-sections 

illustrate the proposed technique in detail. 

A. IMPLEMENTATION OF REGISTER FILE ON 

XILINX-FPGAs. 

A Register file is a basic component of a processor-based 

system and is fundamental in assisting the operations working 

on numerous registers at the same time. Normally, most tasks 

require two read ports as information sources. In this way, 

synchronous perusing of quantities from the register file is a 

significant thought. 

The multi-read port registers files are realized in an 

SRAM-based FPGAs by the design automation tools which 

replicate the contents of the register file for more than one 

instance [21].  

In Fig.2, the logical view illustrates the register file before 

implementation and the physical view illustrates the same 

register file when it is implemented on an FPGA. 

It has to be mentioned that from Fig.2 the write port is 

connected to both the register files, it becomes synchronous 

write and an asynchronous read dual port register file. 

B. FAULT MASKING BASED ON READ-PORT 

ADDRESS SWITCHING. 

As stated above, the Xilinx design-automation tool replicates 

the register file in more than one instance to facilitate multiple 

read ports which are Data Out-1 and Data Out-2 having all the 

values of the registers (See Fig. 3). 
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This subsection contains a general overview of the proposed 

technique such that the readers can get the approach overview 

and can move to further sections. If two registers are read by 

instruction and let us consider one of the two registers suffers 

from upset which can be an SEU or MBU’s then there will be 

a change in the horizontal and vertical parities which trigger 

the swapping circuitry which swaps the read lines, hence 

masking the upsets. As we consider that the errors occurring 

pertain only to a single register of a register file there always 

will be a valid error-free copy from which the data will be 

accessed.  

A demonstration of the technique is shown as an example in 

Fig. 3. On the left, register r2 in address 1(the actual value is 

255) has been corrupted by MBUs at the third, fourth and fifth 

bits changing its contents to 199. This is reflected at the read 

operation by the horizontal and vertical parity-check 

mismatch, but its alternate copy of Address-2 is free of errors 

and is being used for flipping from the faulty copy. 

 
Fig. 3. 

 

An error detection logic is introduced which will be 

discussed in detail in the next section which detects faults and 

the switching of the input/output lines. The parity mismatch 

triggers the swapping circuitry and swaps the input read lines 

as sown in the right side of Fig. 3. In the example, the fault 

masking of the technique can be seen at the r2 register which 

was read from the first copy and when an error is been 

detected it was read from the alternate copy, hence avoiding 

the corrupted data.  

A similar situation can be observed at the r4 which before was 

read from Address-2, but after the detection of the fault, it was 

read from Address-1. In this case, the output of r4 is still valid 

since none of its copies have suffered an error. A point can be 

noted that the procedural faults are masked but not corrected. 

The above-presented issue of procedural faults can be 

neglected because in most of the cases the register file will be 

frequently updated and the faulty values are replaced with 

newer ones.  

The next sub-section deals with the implementation of this 

scheme in Xilinx-FPGA’s and a detailed discussion of the 

implemented scheme.     

 

C. PROPOSED PROTECTION TECHNIQUE 

The proposed protection technique for a register file is shown 

in Fig. 4. It can be observed that its implementation is 

modified, which includes the parity comparison and storage 

modules along with several multiplexers and sequential 

elements. The compactness of the technique can be seen in 

Fig. 4 where the Look-Up Tables of the memory block are 

connected directly to the input and output ports. Therefore, 

the present circuitry connections can be used for parity 

computation, storage, and retrieval in a synchronous manner 

with limited overhead. 

It can be observed from the figure that the registers R1, R3, 

and R2, R4 correspond to horizontal and vertical parities of 

the register file. A point here to be noted is that parity is 

computed in two directions because parity fails when there are 

even number of errors in the memory and this can be tackled 

by using two-dimensional parity.  

When the register file is loaded with values by enabling the 

write pin the horizontal and vertical parities are computed and 

stored in R1 and R2 registers. 

The registers R3 and R4 are loaded with the horizontal and 

vertical parity values instantly when the Read signal gets high.  

The registers holding the horizontal values and the registers 

holding the vertical parity values of the register file are 

compared with each other and the comparison output is sent to 

O1 which raises a parity-check flag which is serially 

connected to a flip-flop DFF-2. 

 

 

 

 

 

Fig. 2. 
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 The flip-flop samples the parity generated signal and also 

breaks the combinational elements feedback cycle.  

Generally, two cases are dealt with our proposed protection 

technique which are, the operation of a command designed to 

deal with two separate operands (like ADD R1, R2, R3) and 

when a command is using the same register (like OR R1, R2). 

Hence Address-1 and Address-2 lines are compared to check 

whether same registers are accessed by both the read lines and 

the value serves as a selection input to multiplexers M5 and 

M6 which deal with the above stated two cases.  In the case of 

un-common registers selection, the same-signal operator will 

result in a logic-0 which directs to DFF-2’s output. In the case 

of a common register selection, the same-signal operator will 

result in a logic-1 directing the outputs from DFF-1 and 

DFF-3 to be selected. A point is to be noted that these 

flip-flops straight-away sample the in-equality operators 

reflecting the copy which has suffered a fault and sequentially 

will flip the input and output lines just by using M1 and M2 

multiplexers at the input stage and M3 and M4at the output 

stage of the memory.  

From the analysis of the above two cases, we can say that the 

faulty copy of memory is completely masked, and data is 

accessed from the alternate replicated copy.  

The comparison of the operating cycle with the delay 

overhead, the delay generated due to the error detection and 

masking logic is nearly negligible. 

 This technique doesn’t require the stalling of processor 

pipeline stages for long as the mechanism of the entire 

technique ends before the next rising edge of the clock cycle, 

thus providing a valid and required data to the successor  

 

 

 

stages of the execution flow. 

V. EVALUATION 

The proposed technique is evaluated by considering two 

register files and specifying a TEST input which when is 

logic-0 the write data is stored in both the registers 

synchronously which is similar to the FPGA replication to 

realize multi-read port register file and when the TEST is 

logic-1 the data is loaded only in the first register leaving the 

second register with the previously loaded data. This 

indirectly looks like there has been a fault occurred and as per 

our proposed technique, the outputs are evaluated. 

VI. SIMULATION RESULTS AND DISCUSSION 

As per the evaluation procedure as discussed in the above 

section various faults which have been injected into the 

register file as inputs and can be segregated into three types: A 

Single Event Upset, Multiple Even Upsets and Multiple Odd 

upsets.  

To evaluate the register file given while TEST=0 are 85,170, 

255, 129 considering a register file of 8-bit width and four 

registers depth.   

For Single event upset the fifth bit of the third register is 

flipped changing the value from 255 to 239, the output 

simulation results can be seen in  

Fig. 5.  

 

 

 

For multiple even bit upsets the third, fourth, fifth and sixth 

Fig. 4. 
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bits of the third register of the register file are flipped, 

changing the value for 255 to 195. The results can be viewed 

in Fig. 7 in the form of simulation waveforms. 

For multiple odd bit upsets the fourth, fifth and sixth bits of 

the third register of the register file are flipped, changing the 

value for 255 to 199. The results can be viewed in Fig. 7 in the 

form of simulation waveforms. 

The behavior of the proposed technique can be clearly 

observed in the simulated waveforms shown in Fig. 5, Fig. 6 

and Fig. 7. The number of resources the design is consuming 

is also an important aspect to be considered in the 

semiconductor industry. The implementation results of the 

technique are compared with the traditional TMR technique 

which is shown in Table 1. 

 

 

 

 

 

 

 

Table. 1. 

 

 

 Register file Masking resources 

LUTRAMs Slice

M 

LUTs FF SliceL 

Default 88 22 0 0 0 

TMR 264 66 128 0 43 

Proposed 88 22 129 3 44 

Fig. 5. 

Fig. 6. 

Fig. 7. 
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I. CONCLUSIONS AND FUTURE WORK 

This paper presents a innovative technique to protect the 

register file implemented in Xilinx SRAM-based FPGA. The 

method is built around the inbuilt redundancy resources given 

by the design automation tools of Xilinx-FPGA which help in 

generating a low overhead in terms of area and delay for the 

detection and masking of errors than TMR. 

Based on the demonstrated results our technique is applicable 

to a register file and also can be extended to other higher 

architecture memory structures which when implemented 

through distributed RAM resources on SRAM-based FPGAs. 

The proposed two-dimensional parity-based error detection is 

able to mask multiple bit errors occurring in a single register 

of the register file. Future work will be considered if multiple 

bit errors are corrected instead of masking as few applications 

do not frequently update the register file and it becomes a 

troublesome issue when the fault stays longer.  
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