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Abstract: Internet of Things is a network of connected devices
which can communicate with each other in different manner. The
establishment of network not only contains connected devices but
also contains control and management of devices to provide
secure and reliable services. These devices can have wired
connection or wireless connection. This paper not only compare
both the connection strategies but also introduced a wired network
simulation through NS-2 on UDP protocol in which we designed
the 5-node wired scenario in which node 0, node 1 and node 2 as
source node & node 3 as router node and node 4 as a destination
node. Also, analysis is being done for packet flow scenario,
performance of designed wired network using Xgraph in
simulation through which the result shows the packet drop due to
the range of parameter packet rate. This paper will be an attempt
to compare wired and wireless with an emphasis on security speed
and other parameters. As a result of this we conclude there is a
need of wired connection for our work-in-progress and for the
development of new hybrid approach which combines advantages
of both the connection strategies in order to meet all the
requirements. Hence future research directions propose other
parameters along with use of TCP connection for improved and
smart control system.

Index Terms: Internet of Things, NS-2, UDP, Wired
connection, Wireless connection and Control system.

I. INTRODUCTION

Control systems comprise of input devices used for sending
data to computer or microprocessor, output device do
something being instructed y microprocessor, process ( like
data conversion, making decision whether action is needed or
not) and storage. The entire process repeats in a continuous
loop.

Control system has certain advantages:
(@) It is error free and consistent in nature
(b)It can operate in places which are dangerous for
humans
(c) It can work entire day without any break
(d)Such systems respond to any change and process data
quickly
Control systems is linked to many well-known branches of
technology such as sensor technologies, robotics. We have
already proposed one control system. Now our focus is on
network used in our proposed system [18]. As providing
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security to the network is the main concern of every
researcher working in the field of computer network.
Physical link or connection may be simplex or duplex
between the nodes. The wired networks are mature and if you
have phone lines installed, they are easy to get plugged into. If
cables are not installed then wired network can be bulky and
expensive. Wireless networks comes into role with this con of
wired network, wireless are just needed to be configured and
can be running in no time.

Both the networks had certain pros and cons. So, author
decided to simulate the wired network to prove that they not
only provide better security but are less affected from local
interferences and are faster than wireless network. There are
many simulators in today’s world which provide a simulation
environment to wired or wireless network as NS-2, NS-3,
opnet etc., which provide simulation environment in real
world. Simulation environment is necessary and give ease to
real world network [18]. In this paper we are using NS-2
through which we evaluated the newly designed network
wired and wireless network in NS-2 and also evaluated the
performance of existing wired or wireless network. NS-2
provide a simulation environment for design and
implementation of network protocols, routing protocols,
transport layer protocols (TCP,UDP) and application layer
protocols (FTP Traffic, CBR, Exponential Traffic) etc. and
give the effect of packet traffic or how many packets will
departure or arrival or lost from source to destination. NS-2
use OTcl programming language which is object oriented and
provide simulation environment for number IP written in Tcl
or in C++ language [19]. In this with the extension all the
scripts are written Text editor and save of Tcl. in NS-2 there is
a Tcl interpreter which interprets the Tcl script code line by
line. The concept of objects and classes are introduced in the
OTecl the kernel of NS-2 is built in C++ language. Generally
Tcl initialize the discrete event schedule, also set the
topologies of Network and simulate the source traffic i.e.
CBR (constant Bit Rate) traffic which will Generate constant
no. of packet as traffic from source. Another type of traffic
will also generate from source i.e. exponential traffic which
give on off distribution period as in on distribution constant
packet as traffic will generate from source to destination and
at off period no packet will generate and third type of traffic is
FTP which will generate bulk of packets. Mainly event
scheduler schedules the network components and also handles
the packet delay. Basically network components are TCP.
UDP, Drop tail, RED etc. trace file needed in NS-2 containing
all information which is required for animation purpose
means for the animator layout which would be static network
layout or dynamic network layout.
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The dynamic network layout would be packet arrival,
departure time, and drop or link failure these all are traced
before animating the wired or wireless network for this
purpose trace file required and use in scripts of NS-2. NS-2
gives simulation server on which ns.exe command will run.
There are 2 servers in NS-2 startx and startxwin which is
extended version of startx and had init file.

Il. RELATED WORK

The advantages of wired over wireless connection are
mentioned below in Table 1[9,10,11,12,13,14,15,16,17]

TABLE 1: FOLLOWING TABLE SHOWS COMPARISON OF

network through NS-2 & also analyze its packet flow
performance by the help of network animator (NAM).

I11. PROPOSED WORK

The 5-node wired scenario is designed and thereafter
implemented, where source nodes are node0, nodel, node2
and destination is node 4. We have considered node 3 as
router. Fig. 1 shows how packets are sent from source to
destination

2% nam: Jusrflocalfns-allinone-2. 28/ns-allino... [= @ @

| Eile Views Analy sis |2.zs/ns—allinone—z.zsms—z.zsm:s—tutori{|

WIRED AND WIRESS NETWORK: |4 =] =] =] o] ki [ R

Characteristics Wired Wireless == &
Speed and Bandwidth Up to 100Mbps Up to 54Mbps ==| @
Security Good Weak ﬂ \
Reliability and | High Low = @
Stability =] /
Visibility No interference with | Comparatively less

the connection @
Cost Inexpensive Expensive T
Signal loss and Fading | Less (due to less | More [ AT A N A

interference
Data Limit Can transmit more | Limitations on usage

data without any limit | of data are there and if

or slowing web access | exceeded results in
rate raise in bill
Connection Setup time | Less More
Quality of Service Better Poor  (because of
delays)
Protection Against | High Low (cyber attacks)
outside
Incompatibility Low More due to devices

like fax machine and
some printers does not
have WIFI cards

Can be difficult and
expensive

Upgradation Comparatively  easy

and inexpensive

There are various studies for UDP and TCP protocol in NS-2
[1] where they simulated 6-node wired network and source to
destination pack flow performance was evaluated. In one of
the study result is shown for the UDP and TCP protocol [2] in
which end to end delivery of UDP is faster than TCP, the
result is for MANET and we have shown result for wired
network using UDP/CBR traffic used and data sent from
source to destination is faster. As there are many designs for
wireless network through NS-2[3] we designed a wired
network through NS-2 and analyze the performance of that
network. This paper discussed loss of UDP packet in video
transfer [4] , several results were discussed and analyzed that
the packet loss rate is higher in UDP but the end to end
delivery rate is faster than TCP. CBR traffic called as constant
bit traffic work well with MANET as AODV, TORA through
which [5] PDF (packet data fraction) is good enough through
the CBR. Packet delay, packet flow rate, bandwidth, file size
etc. will give effect on the throughput of TCP as in [6] and
also effect on the flow control window of UDP protocol.
There is file “cbrgen” through which CBR traffic will also
generate for the TCP as in [7]. QoS parameters, the main
factor for packet flow, i.e. average jitter, average delay etc.
are analyzed by NS-2[8]. In [9] there is packet flow analysis
of wireless scenario which in they designed the wireless
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Fig.1: Orientation of 5-node wired network

The above wired network implement on the transport layer
protocol UDP. We designed and implemented this UDP
protocol on NS-2 in which data is sent from source to
destination through connectionless protocol. There is no
connection established for send the traffic from source to
destination node there are some rules/steps to design
implement and analysis the performance using xgraph of UDP
protocol in NS-2. In this paper we designed a wired network
of 5 —node in which firstly create the 5 nodes and connect
them in simulated environment with duplex link then we work
with CBR traffic there are following 4 parameters of CBR
traffic as it will send the packet in constant bit rate of the
packet delivered to destination they are packet size, type, rate
,random rate and with Drop tail queue used for the network
when the link formed between the nodes so bandwidth and
delay time also put with the node the queue size and limit of
queue for router node 3 to destination node is also given then
attach CBR traffic to UDP agent as UDP agent created at the
source node so packet transfer from UDP agent as in constant
bit Now attach the source traffic to the sink(as previous
traffic) which has agent/loss monitor which act as an object
for sink traffic and monitor the amount of data byte received
or sent or amount of data byte lost which will calculate the
bandwidth of nodes. So create a Procedure to record the
values as:
#set bw_number [$sink0 setbyte ]
#Formula to calculate bandwidth as
$f0“now [expr$bwo/$time*8/1000000]
Set the now time and timer to recall the procedure again and
again.

Now schedule the events when traffic will start and stop as:
$sh at 0.1 “cbr0 start”
$sh at 5.0 “cbr0 stop”
Then run the simulator Script.
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IV. IMPLEMENTATION

Following algorithm is described to create the wired network
by simulation and also analyze the performance of packet
flow in source to destination path.

A. Algorithm to create the 5-nodes and analyze the
packet flow scenario in wireless network:

Set new simulator as ah

Select colors green, red and blue as:
$ah color 0 green

Similarly for red and blue as

$ah color 1 red

$ah color 2blue

Now, set 3 output files as of name as f1, 2, f3

Create 5 nodes as :
Set n0 [$ah node]
Set n1 [$ah node]
Set n2 [$ah node]
Set n3 [$ah node]
Set n4 [$ah node]

Also create link (simplex/duplex) between source node n0 to
router n3 and attach bandwidth and delay in queue
DROP/Red Tail

$ ah duplex-link $n0 $n3 0.5mb 100ms Drop Tail

$ ah duplex-link $n1 $n3 1.5mb 200ms Drop Tail

$ ah duplex-link $n2 $n3 1mb 300ms Drop Tail

$ ah duplex-link $n3 $n4 0.8mb 100ms Drop Tail

Record the finish procedure for finish the opened output
files(fOf1/f2) as:

Proc fini {} {

global ah of_name

$ah flush-trace

Close $of_name

exec nam out_routernode.nam &

exec xgraph out_n0.tr out_n1.tr out_n3.tr -geometry X *Y &
exit 0

}

Set queue size of the link between router node n4 and
destination node n4

$ah queue-limit $n3 $n4 10

Give the position(for NAM) to source nodes nO,n1,n2 to
router node n3 and router node n3 to destination node n4
Setup a UDP connection for source_node n0,n1,n2 as

Create a UDP agent for n0:
Set new agent/udp as udp0
$ah attach-agent $n0, n1, n2 $udp0

Set new agent/loss monitor as sink0
$ah attach-agent $n4 $sink0

$ah connect $udp0 $sinkO

$udpO set fid_0

To create UDP Agent for n1 and n2:
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Set a CBR/exponential traffic over UDP connection for
source node n0,n1,n2

Parameter of CBR
(i) type_ CBR
(if) packet_size 512/1000
rate. mb  random_ false
So as to attach for udp1, udp2 to cbr traffic
record procedure for bandwidth
To calculate the bandwidth of following parameters record
procedure has following algorithm in A.

B. Algorithm to record the procedure for Bandwidth:

Bandwidth in Xgraph shows the X-axis rate which isinmb i.e
megabits and time is at Y- axis which is in seconds. The
resultant graph will be in mb/s.

Procedure :

{

Set simulator instance as ah

Set time as 0.1 or 0.5 (or any other value)

Set

Procedure jd {}

{

Set simulator instance ah

Set time as 0.1 or 0.5 (any other value can also be taken)

Set bandwidth name bw_n [$sink0 set bytes]

Set now [$ah now]

Now calculate bandwidth of file f0,f1,f2 as :
$bw_n/$time*8/1000000]”

Set $sink 0,1,2 set bytes_0,1,2
Calculate record time for which
repeatedly

$ah at [expr $now+$time] record”
}

Now follow coding

First schedule CBR agents events cbr3 start”
$ah at 6.0 "$cbr0

$ah at 0.1 "$cbr0 start"

$ah at 0.5 "$cbrl start"

$ah at 1.0 "$ stop”

$ah at 5.0 "$cbrl stop”

$ah at 4.5 "$cbr2 stop"

$ah at 7.0 "finish"

Run created simulation :

$ah run

procedure is called

V. RESULT

The result shown as packet transfer from source n0 to
destination n4 through router n3 as
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And the performance analysis shown by Xgraph
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TABLE2: FOLLOWING TABLE SHOWS THE RESULT OF OUTPUT
FILES WHEN NOW TIME CHANGES IT WILL CHANGE THE

PACKET FLOW:

Timer fo fl f2

0.1 0.2mb/s | 0.3mb/s 0.5mb/s
0.5 0.2mb/s | 0.3mb/s 0.4mb/s
1.0 0.2mb/s | 0.25mb/s | 0.4mb/s

VI. CONCLUSION

In this paper we analyzed that wired connection will be
preferred for IEP module of our control system as we need
high security, high reliability and high speed. Wireless can be
obstructed and even bandwidth can steal by neighbors
whereas wired not only provide fastest transfer speed but also
provides high protection against outside attacks and
interferences. Various parameters such as cost, acceptability,
feasibility will be considered for future research. The result
section showed wired connection scenario for UDP and
performance evaluation by Xgraph method.

In future we will also work on the TCP connection because it
will send acknowledgement and connection establish between
the sources to destination. Or through this we will also
calculate the throughput or packet drop rate of the network.
Together with these strong points we will be verifying the
strength of our system.
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