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Abstract: Steganography is a mask to hide a confidential data 

in the form of normal text file or via audio/video. Even though 

there are many different types available for data hiding, our main 

aim is to focus on the digital image steganography because of its 

demand and availability, where images are in the form of pixels 

and can be represented in the form of binary. Since technology is 

developed, hackers also got developed. Therefore the security must 

be implemented in a better manner. To overcome the hackers, 

Gray code based technique is used to conceal a text in the digital 

image and then decrypt it. The proposed algorithm is implemented 

in MATLAB. This paper point is to transfer a confidential data in 

best and secure way where no one can recover the private 

information and also we can differentiate the images by using 

PSNR and MSE. 

 
Index Terms: Digital Image Steganography, Gray code, MSE, 

PSNR, Security, Stego image. 

I. INTRODUCTION 

 In our day-to-day life, Message transferring and digital 

Communication plays an important role, especially for people 

who are using social Medias like Facebook, WhatsApp, 

Instagram, etc. Therefore for keeping the data safe and secure, 

steganography technology is used. In recent years, the data is 

transmitted over the cloud, so for the security concern 

steganography and cryptography are combined together to 

achieve the security level. Steganography overcomes all the 

challenges in the digital communication, and this method will 

not reveal the secret data or information during the process of 

transmission. Therefore this method provides high level 

security. Here the digital image is converted into binary form. 

Likewise message is converted into gray form. LSB 

substitution hides the text into the digital image by using 

encryption technique [11-15]. After decrypting the message, 

the original text will be displayed. The differences are 

explained by PSNR and MSE techniques. The MATLAB 

software is used to avoid the internet for the security concerns. 

II. METHODOLOGY 

This article main aim is to have a survey of Image 

steganography and its techniques, evaluations and how it is 
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helpful in the future. Performance of steganography is briefly 

discussed in this research paper. The pros and cons of 

embedding system and its different types are explained. This 

paper overcomes the problems that are available in the 

existing papers. This paper moving towards the machine 

learning for the purpose of high quality images for the 

Steganography [1]. This article uses flipping images i.e., 

flipped the pixels not only for discrimination effects but also 

for the visual effects. This technique is called joint distortion 

measurement and this method is suitable for the secure way of 

transmission. This shows how we have to attach the text or 

message into the pixels where pixels are split up into blocks. 

For this method, simulator and the Visual quality are used for 

further understanding purpose [2]. This Steganography is 

based on DCT.  The secret bits are hiding using LSB. 

Similarly low and mid frequencies are calculated by PSNR & 

MSE. So this will hide the secret data about the nuclear 

reactors into the frequencies. This tool provides more 

encryption with no distortion of images [3]. The Quantum 

Walks is the best and efficient method for designing 

algorithms. The novel is designed by using S-boxes 

(Substitution boxes). These are combined and designed in the 

Image steganography for the better security and data hiding.  

Both encryption and decryption are based on Quantum 

Walks. For decryption, encrypted image and the some key is 

enough to get a secret message. This reference paper mostly 

concentrates on the Visual quality and high security system 

[4]. This paper proposed two techniques, one is Finite 

Ridgelet Transform and the other one is Discrete Wavelet 

Transform. These both play a vital role in this modern world 

for its security and transmission. This technique provides 

more security for the color images in this developing world 

especially in Social Media [5]. Because of JPEG 

compression, while transmitting Stego image suffers a lot. To 

reduce this problem, researches proposed a fault-tolerant 

performance based on the errors and STC. This model is 

analyzed by the help of chi square. This method helps the 

coding parameter and also for data encryption integrity [6]. 

In this paper they discussed that video steganography is used 

in different ways like legal documents, copyright control. 

Here LSB method for developing purpose and this method 

used to convert all multimedia files to binary file. For this 

protected medium, Robustness, Embedding capacity is used. 

They introduced about the future popular video 

steganography and some challenges in the video 

steganography [7]. Stirling Transform main usage is in the 

combinatorial mathematics. This helps in integer conversion. 

The source sequence can be constructed by the use of (IST) 

Inverse Stirling Transform. The components are converted 

into transformed components which are related to red, green 

and blue channels.  
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This result is always zero or positive. For security purpose, 

the hidden data is computed constantly by the use of IST until 

it gets the Stego image.  To verify authenticity the message 

digest is obtained by MD5 algorithm [8].  

 The paper is about various statements, measures and 

channels and also about security and measures in 

detectability. For channels solely two ways of undetectable 

stegosystems are available. First one is simple where the 

encoder knows all the facts about the stego (cipher text), but 

in second for encoder itself it’s very difficult to understand the 

stego. This paper for the first time shows the relation between 

the work to find out the usage of steganography and 

distinguishing the probability of stego (hidden cipher text) 

distributions [9]. 

  To solve this Steganography issues usually frequency 

domain is used. It has watermarking techniques (LSB + 

quantization techniques) to hide information within it and 

then Discrete wavelet Transform (Provide high robustness) (it 

captures both frequency and location). While decrypting the 

information there are some limitations. So, they introduced 

the Curvelet Transforms (Curvelet edges) and blind 

watermarking (used for watermark extraction).The important 

components which are mentioned in the paper are, 

preprocessing, Selecting Threshold, n*n, decrypt and results 

[10]. 

III. RESULT DESCRIPTION 

    The Flow chart diagram is shown in Fig. 1 gives the 

detailed structure about the image steganography. Initially, 

the data is placed in text (.txt) file. The text file is loaded into 

MATLAB and converts the text into the binary value and then 

binary is converted into Gray code using Bin2Gray function. 

To prove this, sample images in Fig. 2 (a), (c) are taken for the 

cover images in the image steganography.  The cover images 

are loaded into MATLAB file; convert ASCII to the binary 

value. Then converted to Gray value and LSB substitution 

method is performed. This substitution method will remove 

the last two bits of each pixel value of a cover image and then 

replace the two bits of text gray code. The process gets 

repeated till the last letter of the text. For clear understanding, 

let’s take an example. In Fig. 2 (a) cover image is embedded 

with 200 letters for encryption. After encrypting, stego image 

will display. Using stego image PSNR and MSE values are 

calculated.  Suppose if encrypted by 1000 letters then the 

stego image will appear in Fig 2 (b). In all the cases, there is a 

difficulty in finding the difference between cover image and 

the stego image. So the differences are calculated by the use 

of PSNR and MSE values that are calculated by the use of 

formulae mentioned below. Some of the differences are listed 

in Table. 2. Finally the original data will be encrypted, 

decrypted and stored in the file itself.  

The resultant stego images are evaluated using 

MATLAB software for encrypting different kinds of cover 

images as shown in the Fig.2. The cover image and the stego 

image look alike. There is a very negligible difference 

between the Original image and the Stego image.  
 

 

 

 

 

 
 

Fig. 1 Flow chart Diagram of Image Steganography 

 

IV. MEAN SQUARE ERROR (MSE)  

MSE is used to estimate the average of the squared errors. 

This MSE is considered to be a risk function and MSE always 

positive. Greater the MSE value, greater the errors. The Table 

1 gives the MSE values (1), 

MSE value is calculated by, 

MSE =  (1) 

Where M is the number of rows, E is the number of columns, 

I(x, y) is pixel value of original value. 

V. PEAK-SIGNAL-TO-NOISE-RATIO (PSNR) 

PSNR, Peak-Signal-to-Noise-Ratio is used to calculate the 

values in the form of decibels (dB). It’s used to find the 

relationship between the maximum power of signal and the 

noise. Table-1 shows the difference between the cover images 

and the stego images. The length of the text difference is 50, 

100, 200, 500, and 1000. From this, the difference between 

the original and stego is very negligible.  

Then by using MSE, PSNR value is defined as (2),  

PSNR=10*                                (2) 

Imax is the max pixel value of image. 
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Table. 1 Differences between cover and stego images in 

PSNR and MSE 

 
  Cover Image     Stego Image 

 

         
 

  (a)Image4        (b) Image4 (1000)  

 

 

 

         
 

(c) Image5        (d) Image5 (1000) 

 

Fig. 2 Different kinds of cover and stego images 

 

VI. CONCLUSION 

In the developing countries, technologies are growing very 

quickly but Privacy and Security is reduced. So to increase the 

security and to hide the message/confidential data from the 

illegal users or hackers this paper is proposed. This paper 

talks more about the algorithms related to the binary and gray 

code in terms of the digital image. Where the text file is 

attached and converted into the gray code and hide it in the 

digital image and then decrypt it. This entire work is done by 

the use of Matlab Software, so there is no need of network 

communication system. The differences between the original 

and the Stego images are distinguished with the help of PSNR 

and MSE values for our clear understanding. From the 

analysis, this paper concludes that no one can disclose the 

confidential data. 
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