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Abstract: Internet of Things (IoT) is a rapidly growing
technology on which enterprises are building their future. IoT
will change everything into “smart” ranging from smart home to
smart government. To make them smart the various IoT devices
are used which act as sensors and generate vast amount of data.
The right IoT technology will aggregate, process and interpret the
data generated by smart devices. The process of information
extraction from a very large database is difficult. To make the
data useful, which is collected from, a variety of devices, it is
appropriate to use data mining techniques. Using various data
mining techniques, we can extract data from various sources in
an effective manner. This paper gives an overview of different
data mining techniques, which can make IoT devices smarter and
also addresses some challenges faced in applying these
techniques.

categorized into wearable and embedded. The data collected
from IoT can be processed and used for various purposes
[1].The information of the objects in IoT are stored in a
repository where the hidden data need to be extracted in a
smarter way, thus the data mining techniques are used. The
extracted data can be classified and clustered.

Index Terms: IoT, Data Mining, Classification, Logistics
Regression, Naïve Bayes, K- Nearest Neighbors

I. INTRODUCTION
IoT is a set of interrelated devices, which have unique
identifiers, have sensors in them and are capable of
computing. These devices can be connected to internet via
wireless and wired internet connections. IoT is capable of
connecting both living and lifeless things. IoT devices can be
In the day to day life huge amount of data is being stored in
the database. These data contain knowledge about several
aspects of business decision support. Data mining is the
process of discovering patterns in large data sets involving
methods at the intersection of machine learning, statistics,
and database systems(“Data Mining”,n.d.). The Machine
Learning technology uses number of techniques on different
models of information being stored in the database. Since
the data sets are large, the efficiency and scalability of the
algorithms are important. From the different techniques of
Data Mining algorithms, Classification and Clustering
algorithms are mainly focused in this paper relating to IoT.
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Fig I: Data Mining Overview

Fig II: IoT Architecture
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II.LITRATURE REVIEW

A.

Logistic regression
It is a kind of machine learning algorithm used
for classification technique. It is used to determine in what
class a new data should fall into. It is used to classify the
problems like email (spam/not spam), online transaction
(fraudulent/not). This algorithm will have a variable, which
can assign only two values either positive class or negative
class. Logistic regression has a number of applications in
the industry. In the field of IoT, these techniques can be
applied for predicting equipment failure based on the
details gathered

Since IoT provides heterogeneous and sparse data, an
effective tool called data fusion can be used to manage the
data with efficiency. Jin Zhou et al. [5] proposed an
algorithm which uses the technique of partitioning. In this
work a higher dimension data set is converted into smaller
data subsets for easy processing. Then based on the
partitioning core attribute sets are obtained. The results are
obtained by two different methods namely attribute
reduction and rule extraction.
In order to enhance the performance of wireless IoT
network, the heterogeneous data which is gathered from
huge set of data must be efficiently analyzed. The two
domains namely edge computing and cloud computing can
be combined together for doing data analytics in real time.
Shree Krishna Sharma and Xianbin Wang [6] proposed a
framework which integrates the both “cloud computing and
edge computing” platforms to get the advantages from
these two paradigms. They also proposed extended research
work in this area.

B.

Naïve bayes algorithm
This algorithm is based on Bayes theorem. It is based
on probabilistic model.It includes independent assumptions.
It is a classification algorithm. This model is easy to build. It
is very useful in huge data set. In IoT environment, we have
very huge data set which is of heterogeneous nature. In
order to classify those data effectively and efficiently we
can use this algorithm.
ADVANTAGES:

When analytic power is added to IoT, it becomes a valuable
resource. Mohsen Marjani et al. [7] proposed a new
architecture which can be applied for big data analytics. A
comparative study of various analytic types and their levels
are done in their work. They have also presented various use
cases for IoT data analytics.
BiljanaL et al. [8] proposed a holistic framework to
integrate different smart home objects as an effective, smart
IoT based solution. They have also identified a “smart home
management model” for the identified framework. They
have considered energy management and architectural
challenges of smart home in order to arrive at the holistic
approach.

•

Very simple, easy to implement and fast.

•

Need less training data.

•

It is used for different kinds of classification
problems like binary and multiclass
classification.

•

It handles continuous and discrete data.

•

Not sensitive to irrelevant features.

DISADVANTAGES:

The role of IoT in smart city is very significant. To develop
smart cities, Advanced Metering Infrastructures can be
integrated with IoT for deployment smart cities. Lloret, J. et
al. [9] proposed the architecture and communication
protocols for the deployment of smart meters which will
provide utility information to the people efficiently

•

Given the output class, the two features are
independent. So the result will be bad.

•

Large amount of data scarcity

•

Due to continuous features some information
can be lost in large amount.

C. K-Nearest Neighbors
It is the most essential algorithm in machine learning
and IoT. It is non-parametric. That is, it does not make
assumptions with the distributed data. KNN is a very simple
classification technique. KNN is efficient even when there is
little or no prior knowledge about the distribution of the data
is available [3]. This technique assigns the property value
for the object as the average of the values of its K nearest
neighbors. This algorithm has a variety of applications in
the field of IoT like intrusion detection and activity
recognition [5].

III. CLASSIFICATION ALGORITHMS
Since IoT produces heterogeneous data we need to
categorize them to make data more useful. The process of
classification can be performed either on structured or
unstructured data. Classification is the process of assigning
items in a collection to a number of classes. The main role
of classification is to identify the appropriate class in which
the data should be stored.
The following are the few terminologies used in
classification function of machine learning:

ADVANTAGES:

Classifier: It is the algorithm that makes use of some
training data to understand how input data relate to a
class.

It is more robust against noisy data.

It is very useful when the training data is large.

DISADVANTAGES:

Classification model: It will give the conclusion for the
input values.
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The value of the nearest neighbor must be known for
this technique.
It includes a high cost of computation.
IV.CHALLENGES IN IOT
The data mining algorithms we have discussed above are
useful in implementing a smart IoT system but still there
are several challenges to be faced while implementing
them.
The major challenge is the presence of large data set
which makes the system very complex. Comparison
between data sets becomes difficult since they come
from different sources. Some applications require real
time data processing and analysis which is very difficult
for a large data set. In future these challenges will be
overcome by appropriate new data mining
V . CONCLUSION
To make IoT applications much smarter, we need to
combine the efficiency of data mining algorithms with vital
data collected from IoT devices. They need to be analyzed
with proper analytical tools to get the best usage of IoT
technology. When these two paradigms are collaborated, we
will be able to enjoy the benefits of smarter IoT applications
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