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Abstract— In the recent years wireless sensor networks are 

growing rapidly because of its increasing area of applications. 

They also are used in very prominent areas such as healthcare, 

education, weather, commerce, defence, and so forth. Because of 

multi-hop communications, the allocated nature, and their 

deployment in far thrown areas, they are liable to various threats 

of malware. Here we proposed a novel technique to detect the 

threats due to malicious codes in WSNs. They are prone to several 

forms of assaults. Assaults can occur in various forms because of 

viruses, denial of carrier attacks, additionally through physical 

attacks, website online site visitor’s analysis, and so on. In this 

paper we suggested a contemporary approach to detect the  threats 

because of viruses and one-of-a-kind malwares. 

Keywords: Threat models, Signature, Wireless Sensor 

Networks, Security Issues, Worm Malware, Virus. 

1. INTRODUCTION 

WMNs usually follow a two-tier specification. The 

primary tier consists of the tip users, and the second tier 

consists of a peer to peer network of the MAPs. Property 

within the second tier is aided by intermediate routers 

referred to as Mesh Points (MPs)which interconnect MAPs. 

The network of MAPs and MPs is commonly static and uses 

separate frequency bands to speak information and 

management data (MAPs) area unit usually equipped with 

multiple transceivers). Finally, Mesh Gateways (MGs) give 

property to the wired infrastructure. Associate degree 

example of a WMN is shown in Fig. 1. 

 

A Wireless sensor work is a PC center points together with 

spatially relegated self keeping up gadgets utilizing sensors 

to constantly screen honest to goodness or trademark 

conditions, viz temperature, sound, vibration, pressure, 

pollution etc., Nullification of association ambushes on 

remote sensor systems can connect from without a doubt, 

following the sensor's channel to more huge and most recent 

strikes anticipated that would dismiss the 802.11 MAC 

conventions in WSN. In light of the cutoff asymmetry in 

quality and computational confinements, ensuring a remote 

sensor orchestrate towards a genuinely sorted out refusal of 

association strike might be somewhat troublesome. The more 

striking focus point can without issues stick a sensor focus 

point and proficiently keep the sensor sort out from making a 

joke of its orchestrated duty. 
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Fig 1.  Structure of wireless sensor network. 

 

Fig 2. Ontology of WSN Basic Requirements 

 

WMNs are invariably prone to “internal” and “external” 

attacks. An External attack take the varieties of random 

channel electronic jamming, packet replay, and packet 

fabrication, and area unit launched by “foreign” devices that 

area unit unaware of the network secrets. They are 

comparatively easier to counter through a mix of 

cryptography-based and strong communication techniques. 

In distinction, internal attacks, that area unit launched from 

compromised nodes, area unit way more refined in nature. 

These attacks exploit data of network secrets and protocol 

linguistics to by selection and adaptively tar-get essential 

network functions. 

In this paper we provide a security mechanism to identify 

the files affected by viruses or malwares to protect the WSN. 
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2. LITERATURE SURVEY 

The authors [1-6] gave insightful delineation about the 

WSN security issues. Specific perils in light of ambushes like 

refusal of carrier (dos), strikes at some stage in estimations 

stream, decrease hole attacks and wormhole ambushes are 

inclined in WSN. Falko Dressler et al. given sweeping 

records on sorts of ambushes uncovered in WSN and 

conceivable techniques for countering such strikes 

comprehensively. The WSN [7-11] portrayed the 

confirmation like constraints, ambushes, threats and security 

answers in WSN in the wake of looking current WSN 

security methods. WSN have starting late pulled in a basic 

number energy to the specialists in light of wide degree [12]. 

Chris Karlof et al.[13] depicted beating ambushes against 

they all and induced countermeasures and course of action 

issues. Their reasoning is on arranging cover in WSNs. In 

WSN Al-Sakib Khan Pathan et al.[14] proposed the security 

issues and thought about that most astounding of the captures 

in opposition to prospering the joining of false substances 

with the guide of the exchanged unequal centres wrapped by 

the structure framework. For guarding the likelihood of 

distortion reports through exchanged helter-skelter centres, a 

way is required for seeing false examinations. M. Sudhakar 

[15] delineated that the most outside assaults might be 

diminished with a blend of crypto graphical structures and 

solid correspondence philosophy, internal strikes are 

abundant harder to counter because of the rival is taken a 

gander at the system favoured bits of information and its 

conventions. Remaining safe pass on correspondences inside 

the closeness of inside jammers remains a troublesome insult. 

Current designs orchestrate to avoid made by standard 

advantaged bits of learning for ensuring give exchanges. 

Such insider substances might be generally uncovered inside 

the occasion of focus bargain. In any case, the raised level of 

security goes to the hindrance of execution, in light of 

bestowed messages must be constrained to be transmitted on 

different occasions and on various recurrent get-togethers to 

guarantee solid social event. The producer delineated 

distinctive game plans of refine d assaults pushed from foes 

with inside access to the WMN and pick conceivable ID and 

equalization mechanisms. Yong Wang et al.[16] reviewed the 

security issues and pointed that wi-fi sensor frameworks 

(WSNS) are used in various undertakings in ocean power, 

characteristic, and flourishing related spaces.  

Eric Platon et al.[17] suggested that in cryptography covers 

the focal theoretical idea, secured structures that affirmation 

uprightness and blueprint. Kalpana Sharma et al.[18] 

proposed an included complete security structure in WSN 

with the objective that it will offer security duties regarding 

all relationship of WSN. They have duplicated the above 

structure to test its achievability; in any case the good 'ol 

fashioned yield will start from utilitarian utilization of this 

strategy. Achievement stress for a WSN and time of security 

favoured can in like route go as shown by utility specific 

needs in which the sensor structures are sent. Jaydip Sen [19] 

recommended that the controlled thought of WSN and their 

sending in far flung areas are delicate to different security 

risks which can conversely affect their right working. This 

weight is more dangerous if the structure is breezed through 

on for a couple of test fundamental endeavours which joins 

into a consider cutting edge. because of helpful resource 

targets inside the sensor center centres, standard security 

parts with clearing overhead of count and verbal exchange 

are infeasible in WSNs. 

3. RESULTS &  METHODS AND IMPLEMENTATION  

The key crisis in symmetric cryptography is the keys, 

which might be utilized to scramble and unscramble message 

or information used to give the sender and pro in WSNs. The 

key that is used isn't extra superb in WSNs. For you to pass 

on the message inside the symmetric cryptography the sender 

needs to dispatch the key along the edge of the information 

through web through IRC (Internet Relay Chat)) or email 

obligations. This sort of pass on of keys is more essential 

sensitive all together that the bits of data may be changed or 

adjusted. The message may be transmitted physically 

regardless the detachment among the sender and the gatherer 

recognize a basic business and that is unsteady. The 

methodology for moving the messages verbally through a 

PDA line results in the spillage of the discourse to various 

individuals. The bits of the keys is in like highway one of the 

weights in this sort of cryptography. The decision weights in 

this sort of cryptography are key sharing and key control.  

This structure of cryptography needs in giving 

non-disavowal, information statement what's more data 

fairness. Pushed marks can't be made with the guide of 

symmetric cryptography. Therefore, the above systems can't 

upgrade flourishing dangers conceivably. With a definitive 

goal to triumph over the successfully made reference to 

issues another system is proposed on these examinations to 

pick perils in light of contaminations and specific malwares 

in WSN. Here we recommend another system which looks 

proportionate report at unfathomable zones and tests the 

gigantic parameters of the records the use of code regards. 

Our proposed contraption will discover the risks because of 

illnesses and undeniable malwares in WSN[12]. The strategy 

of proposed system here relies on the focal record 

parameters. The code estimations of reports are used to see 

the closeness of contamination dangers in the WSN. The 

estimation used in the proposed structure is given as searches 

for after: 

 
Fig 3. Flow process of Threats Identification 
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The sample experiments using the proposed method were 

carried out and the results were shown in the following Table 

1. 

 

 

Table1:  Values of Code in this System 

 

Values of 

Code 

Name of the File 

a.docx b.xlsx c.jpg d.pptx e.pdf 

Node1 

5AADA4C

A306F304F

41E67A446

43710E1 

 

45626538A23D1684

AFB6CC4A654D4F

76 

 

10AEC91C10201A0

A21CF1AE11016A

C32 

 

C0CEC9CCC020CC

0C2CCFCCECC0C6

CC32 

 

1EBAAFAFFA136A

AA109819AA0DA6

FFAA 

 

Node 2 

5AADA4C

A306F304F

41E67A446

43710E1 

 

45626538A23D1684

AFB6CC4A654D4F

76 

 

10AEC91C10201A0

A21CF1AE11016A

C32 

 

205DC926C0308B0

328CFECE880864B

3C 

 

1EBAAFAFFA136A

AA109819AA0DA6

FFAA 

 

Node 3 

5AADA4C

A306F304F

41E67A446

43710E1 

 

5AADA2CA306F30

2F21E67A22623710

E1 

 

10AEC91C10201A0

A21CF1AE11016A

C32 

 

C0CEC9CCC020CC

0C2CCFCCECC0C6

CC32 

 

1EBAAFAFFA136A

AA109819AA0DA6

FFAA 

 

Node 2 

5AADA2C

A306F302F

21E67A226

23710E1 

 

45626538A23D1684

AFB6CC4A654D4F

76 

 

10AEC91C10201A0

A21CF1AE11016A

C32 

 

C0CEC9CCC020CC

0C2CCFCCECC0C6

CC32 

 

1EBAAFAFFA136A

AA109819AA0DA6

FFAA 

 

Node 5 

5AADA2C

A306F302F

21E67A226

23710E1 

 

45626538A23D1684

AFB6CC4A654D4F

76 

 

10AEC91C10201A0

A21CF1AE11016A

C32 

 

C0CEC9CCC020CC

0C2CCFCCECC0C6

CC32 

 

1EBAAFAFFA136A

AA109819AA0DA6

FFAA 

 

Node 6 

5AADA2C

A306F302F

21E67A226

23710E1 

 

A2A511972B15F0F

0DAEBC5FC055B

F386 

 

10AEC91C10201A0

A21CF1AE11016A

C32 

 

C0CEC9CCC020CC

0C2CCFCCECC0C6

CC32 

 

1EBAAFAFFA136A

AA109819AA0DA6

FFAA 

 

Node 7 

5AADA2C

A306F302F

21E67A226

23710E1 

 

45626538A23D1684

AFB6CC4A654D4F

76 

 

10AEC91C10201A0

A21CF1AE11016A

C32 

 

C0CEC9CCC020CC

0C2CCFCCECC0C6

CC32 

 

309C87021BC5BBA

4771B4C613D7DB6

E0 

 

Node 8 

5AADA2C

A306F302F

21E62A226

23210E1 

 

45626538A23D1684

AFB6CC4A654D4F

26 

 

205DC926C0308B0

328CFEAE880864

B2A 

 

C0CEC9CCC020CC

0C2CCFCCECC0C6

CC32 

 

1EBAAFAFFA136A

AA109819AA0DA6

FFAA 

 

Node 9 

5AADA2C

A306F302F

21E62A226

23210E1 

 

45626538A23D1684

AFB6CC4A654D4F

26 

 

505DC926C0308B0

328CFEAE880864

B3B 

 

C0CEC9CCC020CC

0C2CCFCCECC0C6

CC32 

 

1EBAAFAFFA136A

AA109819AA0DA6

FFAA 

 

Node 10 

5AADA2C

A306F302F

21E62A226

23210E1 

 

5AADA2CA306F30

2F21E67A22623710

E1 

 

205DC926C0308B0

328CFEAE880864B

3A 

 

2CCDC926C0308B

0328CFECE880864

B3C 

 

309C87021BC5BBF

4771B4C613D7DB6

E0 
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Output No threats 

Virus alert & 

Scanning initiated 

lies on Node number 

3, 6, and 10 

Because of threats 

lies on Node number 

3,  6, & 10 

 

 

Virus alert & 

Scanning initiated 

lies on Node number 

8 & 9  

 

Because of threats 

lies on Node number 

8&9 

 

Virus alert & 

Scanning initiated 

lies on Node number 

2 & 10 

 

Because of threats 

lies on Node number 

2&10 

 

Virus alert & 

Scanning initiated 

lies on Node number 

7 & 10 

 

Because of threats 

lies on Node number 

7& 10 

 

 

This above table clearly demonstrates affected threats 

nodes are detected and malwares alert may be sent 

immediately and scanning is initiated at nodes affected by 

threats.   

4. CONCLUSIONS 

The WSNs still create and end up being wide used in a 

couple of uses these days. In any case, WSN encounters a 

couple of goals like restricted imperativeness, process limit, 

storing capacity, yet as conflicting trades, unattended 

errands, et cetera. Giving accomplice material security 

strategy to identifying segment center points is entering point 

in WSN. Here we have a tendency to orchestrated a strategy 

inside which the record parameters locale unit checked at 

completely unforeseen territories misuse code regards. In our 

examinations the reports secured with contamination perils at 

completely startling centres were known maltreatment code 

regards that area unit recorded and showed up in table1. In 

case these code regards zone unit planning then we have a 

tendency to induce that the reports an area unit unaffected by 

disease like risks. We can begin preventive exercises as our 

masterminded method recognizes disease like perils at 

accomplice earlier stage.. 

REFERENCES 

1. Falko Dressler , Ozgur B. Akan, "A survey on bio-inspired 
networking", Elsevier Computer Networks Journal, vol. 54, no. 6, 

pp. 881900, 2010. 

2. Sudhir Agrawal, Sanjeev Jain, Sanjeev Sharma, "A Survey of 
Routing Attacks and Security Measures in Mobile Ad-Hoc 

Networks", Journal of computing, vol. 3, no. 1, pp. 41-48, 2011. 

3. Yenumula B. Reddy , "Trust-Based Approach in Wireless Sensor 

networks using an Agent to each Cluster, International Journal of 

Security, Privacy and Trust Management, vo II, no.l, pp. 
19-36,2012. 

4. Gomez Marmol, Felix, and Gregorio Martnez Perez. "Providing 
trust in wireless sensor networks using a bio-inspired technique." 

Telecommunication systems, vol. 46, no. 2, pp. 163-180,2011. 

5. Heena Rathore, Abhay Samant, "A system for building immunity 
in social networks", in proc. Fourth World Congress on Nature 

and Biologically Inspired Computing (NaBIC), no.4, pp. 20-24, 

2012. 

6. Murad A. Rassam, M.A. Maarof and Anazida Zainal, "A Survey 

of Intrusion Detection Schemes in Wireless Sensor Networks, 
American Journal of Applied Sciences, vol. 9, no. 2, pp. 69-83, 

2012. 

7. Flix Gmez Mrmol, Gregorio Martnez Prez "Providing trust in 
wireless sensor networks using a bio-inspired technique, 

Telecommunication Systems, vol. 46, no. 2, pp. 163-180,2011. 

8. John Felix Charles Joseph, Bu-Sung Lee, Amitabha Das, 

Boon-Chong Seet,"Cross-Layer Detection of Sinking Behavior in 
Wireless Ad Hoc Networks Using SVM and FDA", IEEE 

Transactions on Dependable and Secure Computing, vol. 8, no. 2, 

pp. 233-245, 2011. 
 

 

 
 

9. Hichem Sedjelmaci and Mohamed Feham, "Novel Hybrid 
Intrusion Detection System for clustered wireless sensor 

network", International Journal of Network Security and Its 

Applications, vol.3, no.4, pp. 1-14, 2011. 

10. Heena Rathore, Sushmita Jha, "Bio-Inspired Machine Learning 

Based Wireless Sensor Network Security",F ifth world Congress 
on Nature and Biologically Tnspired Computing, 2013. 

11. http://ijtcse.com/wp-content/uploads/2017/06/Virus-Threat-Iden
tification-in-WSN-based-Networks-1.pdf 

12. https://ieeexplore.ieee.org/abstract/document/6734875/authors#a

uthors 

13. Chris Karlof and David Wagner , „Secure routing in wireless 

sensor networks: attacks and countermeasures‟, Ad Hoc 
Networks 1 2003 293–315. 

14. Al-Sakib Khan Pathan, Hyung-Woo Lee and Choong Seon 
Hon,„Security in Wireless Sensor Networks: Issues and 

Challenges‟, ICACT, ISBN 89-5519-129-4. 

15. M. Sudhakar, „A study of Wireless Mesh Networks insider 
attacks of selective jamming or dropping‟, IOSR Journal of 

Electronics and Communication Engineering (IOSR-JECE) e- 
ISSN: 2278-2834,p- ISSN: 2278-8735.Volume 11, Issue 2, Ver. I 

(Mar-Apr .2016), PP 60- 66. 

16. John Paul Walters, Zhengqiang Liang, Weisong Shi, and Vipin 
Chaudhary, „Wireless Sensor Network Security: A Survey‟, 

Security in Distributed, Grid, and Pervasive Computing. 

17. Eric PLATON and Yuichi SEI, „Security software engineering in 
wireless sensor Networks‟, Special issue: The future of software 

engineering for security and privacy, Progress in Informatics, No. 

5, pp.49–64,  49. 

18. Kalpana Sharma, M.K. Ghose and Kuldeep, „Complete Security 
Framework for Wireless Sensor Networks‟, „(IJCSIS) 

International Journal of Computer Science and Information 

Security, Vol. 3, No. 1. 

19. Jaydip Sen, „A Survey on Wireless Sensor Network Security‟, 

International Journal of Communication Networks and 

Information Security (IJCNIS), Vol. 1, No. 2. 

 


