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Abstract--- Recent day’s apple computers have been trend to
new generation. As the usage of apple products is increasing day
by day, the market has increased more for apple devices. Apple
computers has default MAC OS operating system. Even though
mac is secure it also experiences cyber related crimes. The
cybercrimes across the world has been increased more but there
are limited open source forensics tools for MAC along with
different operating systems to analyse the cybercrime. A Digital
forensic investigator collects the atrifacts from the evidence and
analyse using digital forensic techniques. Mac uses different
methodologies for investigating a cybercrime. Artifacts plays key
role in analyzing the crime by finding the traces. Artifacts are
related to system, user and third party applications (chrome,
Firefox, Skype, Team Viewer etc.) This research paper helps to
find out the black listed software’s that are installed in Mac
computers.

Keywords: Mac OS X, OS X forensics, Mac forensics, Digital
forensics, Artifact Analysis.

1. INTRODUCTION

MAC OS is the operating system that is only used on
Apple systems. Earlier windows operating systems are the
most used among MAC, Linux but now usage of MAC has
increased. In recent years incidents related to Mac
environment has increased due to the usage of MAC
computers is continuously increased by individuals and
business people. The Apple Macintosh (or Mac) was first
introduced to the public in 1984. In 2001 March, a new
version of Mac OS has released by Apple which is called
Mac OS X here X means 10. It has been marketed as Mac
OS X till 2012 then it is marketed as OS X till 2016 and
later it is marketed as macOS. It is a UNIX’S based
operating system™. Apple has named their operating
systems after big cats until Mac OS 10.8 MOUNTAIN
LION and from OS X 10.9 mavericks it started naming after
places in California. Even the operating system is more
advanced than earlier versions, Apple software has
maintained same ease-of-use for people.

1.1 Comparison between Mac, Windows and Linux
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Features Mac ‘Windows Linux

File systems APFS NTES EXT3

Mac stores all the application Windows registry is a master Linux does not have specific
information in plist files. database stores setfings and registry. If stores all the
all the wsers related application settings under
different user in same

hierarchy.

information with passwords.

Mac can only be installed It is most used system. So, Linux is an open source
on Apple computers. So, it Windows systems are more operating system so, it less
has more security. vulnerable to attacks. vulnerable than windows.
Limited applications are Compatible with different You can program the s/w
compatible to Mac OS.

types of applications. because it is open source.

Graphical designers are Windows is user friendly. ~ Needs more computer
more atfracted because of

their GUL

knowledge in order to
work them.

Apple devices are more Windows devices are less Linux is an open source
kostly than windows.

costly than Mac. operating system.

Table 1 Comparison

1.2 Importance of Mac computers

Mac OS does not have any serial keys you can install the
OS any number of times on the systems. Mac computers are
more secure than windows because Mac is UNIX based
operating system. Due to this Mac OS is less prone to
attacks than compared to windows. Apple itself develops
both hardware and software so these are less prone to
system crashes compared to Windows. Apple Company
takes care of their computers look and internals are
constructed beautifully. Apple releases its new version for
free to download and install for the supported Macs. It has
pre-installed software’s like FaceTime, Numbers, iMovies,
pages, GarageBand etct!. Mac computers have an App store
which contains different Apps for free and paid. Every
download from App Store requires an admin authenticity to
allow the application to download. Mac provide different
features like Time Machine, File Vault2 and many others.
Time Machine is used to take backup of their system all you
need to do is connect a drive and turn on Time Machine.
Whenever the drive is accessible it automatically takes the
backup of the system. File Vault2 which is used to encrypt
the whole disk to provide security.

1.3 Phases of Digital Forensics

Different methodologies are needed for digital forensic
investigator to investigate the case related to Mac. The
digital forensics process has five phases to investigate the
case. They are Identification & Acquiring, Preservation,
Analysis, Reporting and Presentation!.

Identification & Acquiring:  The digital forensic
examiner who is present at the cybercrime scene should be
well trained to identify the evidence, where it is stored, how
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data is stored in the evidence and what operating system is
used. The examiner need to identify the appropriate
recovery methodologies and tools to be used to extract the
data. The examiner needs to acquire the evidence properly
in the presence of authority and conduct imaging or cloning
to the evidence.

Identification
& Preservation |
Acquiring

Analysis | Reporting :F, Presentation

Figure 1 Digital Forensics Phases

Preservation: The evidence should be preserved by
ensuring its integrity and chain of custody. All the steps
should be documented while capturing the data and any
changes made to evidence also be documented. At the end
integrity of data should be proved in the court of law.

Analysing: In this phase the data present in the evidence
is examined, processed, interpreted and the deleted data is
recovered. It produces a final conclusion like how the
incident has occurred based on the evidence that has found
at the crime scene.

Reporting: Report means producing how the crime has
occurred in a document format. This document contains the
process used to analyse, tools used to recover, chain of
custody etc. The report should be in simple and
understandable manner.

Presentation: The evidence and the report should be
produced in the court of law in an acceptable manner. The
judge should be able to relate the original crime and the
report that is submitted to the court and be able to punish the
offender.

2. LITERATURE WORK

Dr Digvijaysinh Rathod — research paper has mainly
focused on the safari artifacts like browser history, recent
web search, and last sessions.

Philip Craiger, Paul K. Burke - research paper focused
more on the available artifacts from the system and user
data. But the user deleted logs and history are necessary to
recover.

Dr Digvijaysinh Rathod- in this research paper he mainly
focused on the potential artifacts log analysis, Apple Mail,
FaceTime etc.

Which are minimal for forensic investigation. So we need
to focus on the installation of software’s, system log, Log
analysis, Database files, user interactions and many other
things to check the system is secure or not.

3. ARTIFACT

Artifacts are the locations within a computer system
which holds important information related to the activities
performed by the user on the computer. Artifacts provides
digital evidence for the cybercrime happened. Artifacts
locations and information varies from different operating
systems and versions®. The digital forensic investigator
need to identify and process these artifacts to prove the
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cybercrime. These Artifacts plays a major role in identifying
the traces and root cause of a cybercrime.

4. EXPERIMENTAL SETUP

The laboratory setup that is used for this forensic analysis
is MacBook Pro with operating system macOS High Sierra
(10.13.4) , Processor 2.6 GHz intel core i5, Memory 8 GB
1600 MHz DDR3, Storage 256 GB. The application that is
used for this analysis is Xcode version 9.4.1, TextEdit!".

5. METHODOLOGY & RESULTS:

Digital Forensics mainly focuses on three stuffs like data
theft, malware infection, and deleted data whenever the
cybercrime has occurred. Data theft can be occurred by USB,
mail attachments etc. if a data theft is occurred then the digital
forensic investigator mainly focuses on the USB logs, mail
logs to identify from where the data has been theft. If malware
has infected to system then the digital forensic investigator
mainly focuses on Activity monitor and by commands. If the
data is deleted from system the digital forensic investigator
mainly focuses on trash, Time Machine backup, tools.

5.1 Scenario

The MNC firm called WebEx which works in the area of
iOS application development. IT audit team found certain
black listed software’s & devices are installed in their
workstations. The legal team conduct a raid & seize the
potential evidence from the premises. In response to the
complaint of data theft, forensic investigation file of one of
the machine was given to the accused was seized. Now the
task of forensic analysts to find out the potential artefacts to
prove the scenario.

5.1.1 System Logs

System log files main folder

System log file folder contains all the log files related to
the user activities®. This is the path /var/log which displays
all the log files.

ManikantaVs—-MacBook—-Pro:startupitems Vanamala.Manis cd
fManikantavVs-MacBook~Pro:~ Vanamala.Mani$ cd /var/log
o — - 3 r
uetoot "\Ts_convert. Log
M CoIS.custom install. log
CoreDuet powermanagement
DiagnosticMessages PPP
SleepWakeStacks.bin system. Log
apache2 system. log.0.9z
Jast system.10g.1.92
i com.apple.xpc. Llaunchd system. log.2.9z
corecaptured. log uucp
cups wifi.log
Hdispraypolicy wifi.l09.0.bz2
displaypolicyd.stdout. log wifi.log.1.bz2
i emond wifi.log.2.bz2
fsck_apfs.log

— =

Figure 2 system log files folder

Audit log:

The audit logs gives information related to security, user
login/logoff data. These logs record user log in and log off
data. These logs will hold information about when a user is
created or removed from a system. These logs are identified
by StartTime. Endtime in the format:
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YYYYMMDDHHMMSS.YYYYMMDDHHMMSS.
Each file is known as a trail file.
This is the path /var/audit which displays audit logs.

.crash_recovery — This is the recovered Log file which is
not attained due to crash. This audit file has Audit recovery

record as it was the first record.
.current — it displays the current active trail file.

.not_terminated — It displays the Active audit trail file

and audit file was not terminated properly.

sh-3.2# 1s -la
total 1928
drwx—— 25 root wheel 858 Dec 31 2888
drwxr-xr-x 29 root wheel 986 Jul 20 2011 ..
-r——r-———— 1 root wheel 20783 Apr 21 19:46 20010101808041
-r——r-———— 1 root wheel 36889 Jul 20 2011 20118728234522
-r——r-———— 1 root wheel 49461 Jul 23 2011 20118721885225
-r——r-———— 1 root wheel 3329 Jul 23 2011 2011872319843
=r=-r=—--—- 1 root wheel 68852 Jul 29 2011 2811872323573
-r--r=———— 1 root wheel 77498 Aug 17 2811 2011888815452
1 root wheel 9159 Aug 17 2011 20118817138584
1 root wheel 34986 Aug 21 20811 29118817135326
1 root wheel 36185 Aug 30 20811 20110821160203
1 root wheel 16150 Sep 9 2811 291189838750828
1 root wheel 114898 Oct 13 2811 201109108088443
1 root wheel 57344 Nov 11 17:42 28111813211334
=r=-r=—--—- 1 root wheel 52442 Dec 19 28:06 20111112184257
-r——r-———— 1 root wheel 47358 Jan 14 18:83 2011122818712
1 root wheel 88328 Feb 15 20:15 20128114150486
-r——r-———— 1 root wheel 2887 Feb 15 20:32 20120216812756
-r——r-———— 1 root wheel 44673 Feb 17 23:25 20120216123741
1 root wheel 48692 Mar 16 19:13 281208218842553
-r——r-———= 1 root wheel 27454 Mar 24 89:52 201208317888535
=r=-r-—--—- 1 root wheel 54558 Apr 9 18:57 20128324135529
=r==r===== 1 root wheel 2741 Apr 9 19:92 20128489238117
-F—r-—-— 1 root wheel 49737 Apr 20 88:30 20120409238908
lrwxr-xr-x 1 root wheel 49 Dec 31
Figure 3 Audit Log

Apple Unified Logs
Apple Unified logs are stored in directories

not_terminated
RS RE

.20118723185309

.201108211600814
.crash_recovery
.20110910000317
.20111913121941
.crash_recovery
.20111220010661
.20129114150319
.20120216811539
.crash_recovery
.20120218842511
.crash_recovery
.20120324135232
.crash_recovery
.crash_recovery
.crash_recovery

2000 Jcurrent —> /var/audll/ZB0181611
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drwxr—xr—x 12 root wheel 384 Jul 25 17:51 @@
drwxr—xr—x 14 root wheel 448 Jul 25 17:51 @1
=l o + ks 2 e 0 P SR N . B . | |~ ]
rwxr—xr—x 15 root wheel 480 Nov 6 11:34 @3
rwxr—xr—x 11 root wheel 352 Oct 27 23:@9 @4
rwxr—xr—x 15 root wheel 480 Oct 3@ 11:56 @5
FWHX F—Xr—x 9 root wheel 288 Oct 30 15:56 @6
rwxr—xr—x 16 root wheel 512 Jul 27 14:47 @7
rwxr—xr—x 18 root wheel 576 Oct 3@ 15:56 @8
rwxr—xr—x 18 root wheel 328 Jul 2 11:15 @9
drwxr—=xr—x 1B root wheel 328 Uct 38 I1:39 BA
drwxr—xr—x 19 root wheel 688 Oct 3@ 11:56 @B
drwxr—xr—x 18 root wheel 328 MNov 5 12:35 @C
drwxr—xr—x 12 root wheel 384 Jul 25 15:25 @D
drwxr—xr—x 15 root wheel 488 Jan 1 2018 @E
drwxr—xr—x 12 root wheel 384 Oct 3@ 11:56 @F
drwxr—xr—x 12 root wheel 384 Jul 11 17:21 1@
drwxr—xr—x 18 root wheel 576 Oct 3@ 15:56 11
drwxr—xr—x 12 root wheel 384 Oct 27 23:1@ 12
drwxr—xr—x 13 root wheel 416 Oct 3@ 15:56 13
drwxr—xr—x 13 root wheel 416 Nov 5 12:@6 14

Figure S uuidtext

Software Installation

The installhistory.plist file contains installation history of
software’s and updates, it also displays date and time of the
software installation and updates

This is the Path: /library/receipts/installhistory.plist
which displays all the installations.

The files that are stored in this /var/db/diagnostics
directory are saved with .tracev3. To open these files we
need different utility that is called log"?. These are binary
files which contain others files as well as log.tracev3 files.

total 1¥dbBa

drwxr-xr-x 2 root wheel 68 Sep 27 19:83 Events

drwxr-xr-x 31 root wheel 1854 Nov 13 19:44 FaultsAndErrors

drwxr-xr-x 2 root wheel 68 Sep 27 19:83 Oversize

drwxr-xr-x 2 root wheel 68 Sep 27 19:83 SpecialHandling

drwxr-xr-x 2 root wheel 68 Sep 27 19:83 StateDumps

drwxr-xr-x 16 root wheel G4 Nov 13 19144 TTL

[Tw-1-———- 1 oot wheel 10586976 Nav & 96:99 logdata.Persisient,Zd10110610464LY, tracevy

-TW-T- 1 root wheel 10549984 Nov & 17:83 logdata.Persistent.28161186T112151, tracevd

Tw-r- 1 root wheel 2331488 Nov 6 19:17 logdata.Persistent.28161186T221236.tracevd

cIw-r--——- 1 oot wheel 6667976 Nov 7 19:18 logdata.Persistent,281611677862825, tracevs

-TW-r----- 1 root wheel 3685368 Nov 7 21:56 logdata.Persistent.Z@161188T@@3223.tracev3
1 root wheel 18586768 Nov 9 23:11 logdata.Persistent.28161189T881242.tracevd
1 root wheel 3868952 Nov 1@ 26:57 logdata.Persistent.28161118T851134,tracevd
1 root wheel 18587272 Nov 11 17:55 logdata.Persistent.28161111T823347.tracevd
1 root wheel 3177928 Nov 11 26:21 logdata.Persistent.28161111T238548.tracevd
1 root wheel 18573896 Nov 12 12:18 logdata.Persistent.28161112T@12527.tracev3
1 root wheel 5564952 Nov 12 19:32 logdata.Persistent.28161112T185153. tracev3
1 root wheel 18682712 Nov 13 11:58 logdata.Persistent.281611137883285.tracev3
1 root wheel 9623872 Nov 13 19:37 logdata.Persistent.28161113T178327.tracevd
1 root wheel 528648 Nov 13 19:59 logdata.Persistent.28161114T8843@7,tracevd
1 root wheel 1212268 Nov 13 19:43 logdata.statistics.@.txt

Figure 4 Diagnostics Files

The files that are stored in /var/db/uuidtext directory
contains main.tracev3 log file references.
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0’ InstallHistory.plist ; No Selection
Key Type Value
uBplayNanG auny Fyuwn
displayVersion @G String
¥ packageldentifiers Array |6 items)
processName String Installer
» Item 168 Dictionary (5 ftems)
¥ Item 167 Dictionary (5 items)
date Date Slul-201R at 2:07:44 PM
displayName String
displayVersicn String K]
I packageldentifiers Array (1 it
processName String
» Item 168 Dictionary tems)
¥ ltem 168 Dictionary 15 items)
date Date 0
displayName String
displayVersion String
packageldentifiers 06 Aray A (B items)
processName String I Installer |
¥ ltem 170 Dictionary (5 items)
date Date 27-Jul-2018 at 3:00:18 PM
displayName String | Command Line Tools (macOS High Sierra version 10.13) for Xcodel
displayVersion String 9.4
¥ packageldentifiers Array |5 items)
processName String

Figure 6 Instaliml;istory plist

5.1.2 System preferences

System preferences files:

System preferences contains all preferences settings .plist
files. That should remain same regardless of which user is
currently logged in.

This is the path /library/preferences which displays all
the .plist files.
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[ NON ] Preferences
< = m o Ev| () b || O #v
Favorites
%% Drophox
@ RECBI'“S PLST PLIST RUST ELIST
£ iCloud Drive Ty 10 GG N | com.apple.ipTelep com.apple.iTunes. com.apple.iTunes. fom.
ist hony.plist eq.plist plist pli
@ AirDrop
[ Google Drive
[ Desktop PLUST LT PLST BLET
[ Documents om.apple.Tunes com.appledWork. com.apple.Work, com.apple.Work, com.
0 Dowrloads Helper.plist Keynote...List.plist ~ Keynote.plist  Number..List.plist | Nul
f-\{ Applications
Devices ] . -
REST PLIST PLIST
Remote Disc . .
- com.apple.iWork. com.appledWork, com.apple.Japan com.apple.keybo |com.
] sample =ages‘LmL\st_Elist Pages,glisi esehnaizsis ardserw'cesd.glist ard'
Sl o -

Figure 7 Preference plists

Global preferences:
The glolbalpreferences.plist files holds information
related to local time zone, geographical coordinates, etc.
This is the path
[library/preferences/.globalpreferences.plist which displays
the preferences.

com.apple.TimeZonePreflast ... 6 Aray & (10 items)

[tem O String 16.48333

[tem 1 String 80.6

[tem 2 String 0

[tem 3 String AsiafKolkata

[tem 4 String IN

[tem & String Tadepalle

ltem & String India

[tem 7 G String Tadepalle

[tem 8 String India

[tem 9 String DEPRECATED IN 10.6
AppleTextDirection Mumber 1]

Figure 8 Global Preferences plist

Login window info:

This loginwindow.plist file shows the users last logged in
details like username, it also displays date and time when
the user logged in.

This is the path
/library/preferences/com.apple.loginwindow.plist which
displays the last logged in user details.

L JON ) ~ com.apple.loginwing

e com.apple.loginwindow.plist ) No Selection

Key Type Value

¥ Root Dictionary (6 items)
OptimizerLastRunForSystem Number 16,86,25,152
GuestEnabled Boolean ND

| lastUserName String Vanamala.Mani |
OptimizerLastRunForBuild Mumber 3,569,20,096
hﬁﬂ“ﬁpr String loggedin |
SHOWFULLNAME & Boolean NO
Retrieval Number: F02090376519/19 ©BEIESP 29

Figure 9 Loginwindow plist

Bluetooth preferences:

Bluetooth preferences holds information about deceives
that are connected to the system using Bluetooth. It givens
information like device name, last updated etc.

This is the
[library/preferences/com.apple.bluetooth.plist
displays all the paired Bluetooth devices.

path
which

[ ) @ = com.apple.Bluetooth.plist
=3 com.apple.Bluetooth.plist } No Selection
Key Type Value
P REVLUNY NG ENR UIEY Do U
UplaodStatus Number 2
¥ CoreBluetoothCache Dictionary (0 items)
» PersistentPorts Dictionary (3 items)
» PANDevices Array (0 items)
» BluetoothStats Dictionary {11 items)
¥ DeviceCache Dictionary (10 items)
P Bc-ab-31-3f-60-25 Dictionary (17 items)
» Bc-29-07-1d-0e-02 Dictionary (4 items)
» c8-3d-d4-66-21-3a Dictionary (4 items)
¥ 98-e0-d9-84-44-54 Dictionary (19 items)
Manufacturer Number 15
ClassOfDevice Number 36,70,284
LastServicesUpdate Date 30-May-2015 at 8:42:10 PM
LastinguiryUpdate Date 30-May-2015 at 9:42:05 PM
Name String Desiraju’s MacBook Air
| Modelldentifier String MacBookAir7 2
LMPSubversion Number 16,741
PageScanPeriod Number 4]
unoortedEeature: Data A77hiidh fecffahf
LastMameUpdate Date 30’M_E¥'2015 at 8:42:02 PM I
Services Data <040b7374 7265616d 74797065 64812803 B4014084 84
0733 - Is Portable Number 1
ExtendedFeaturesPage Data <00000000 00000007
LMPVersion Number 6
PaceScanRenetitionMode Number 1

Figure 10 Bluetooth preference plist

5.1.3 Network Artifacts

This plist file holds information related to the network
like known networks that the Mac system has connected.it
displays the last connected date, name of the Wi-Fi, ID of
the particular device etc.

This is the path

[Library/Preferences/SystemConfiguration/com.apple.ai

rport.preferences.plist ~ which displays the network
information.
» wifi.ssid.<42687051 2d4d5451 7..  Dictionary (20 items)
¥ wifi.ssid.<43666172 61622043 6..  Dictionary (20 iterns)

Captive Boolean ND
CaptiveBypass Boolean NO

» ChannelHistory Array (4 items)
Closed Boolean NO

b CollocatedGroup Array (14 items)
Disabled Boolean ND

| LastConnected Date 27-Dec-2016 at 11:35:02 AM |
NetworkWasCaptive Boolean NO
Passpoint Boolean ND
PersonalHotspot Boolean NO
PossiblyHiddenNetwork Boolean NO
RoamingProfileType String Single
SPRoaming Boolean NO
SSID Data <43686172 61682043 68657272 79>
55ID5tring 1tring Charan Cherry
SecurityType String Open
ShareMode Number 1

Figure 11 network preference plist
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5.1.4 USER ARTIFACTS
Login items:

Loginitems.Plist file has the information related to the
applications automatically start when the user is logged in to
user account. The accounts maybe like iTunes, Google
Drive, Dropbox etc.

This is the Path
%%users.homedir%%/library/preferences/com.apple.login
items.plist where you can see all the logged in accounts of
the user.

Key Type Value
¥ Root Dictionary (1 item)
Sesszionltems ©© Dictionary 2 (2items)
Controller String CustomListltems
¥ CustomListitems Array (6 items)
¥ ltem O Dictionary (4 items)
Alias & Data <00000000 A0dB0003 1
» CustomltemProperties Dictionary (2 items)
Flags MNumber 1
I Name String iTunesHelper I
» Item 1 Dictionary (3 items)
¥ Item 2 Dictionary {3 items)
Alias Data =00000000 Q0200031
» CustomltemProperties Dictionary (1 item)
I Name String Google Drive I
» Item 3 Dictionary (3 items)
¥ Item 4 Dictionary {3 items)
Alias Data =00000000 00a20003 ¢
» CustomltemProperties Dictionary (1 item)
I Name String Dropbox.app I
b tam R MNirtinnarne I3 #amel

Figure 12 Login Items

5.1.5 Users directories/Users

To know how many users are there for a particular
system. This is the path /Users/* which displays the
available users. For GUI go to users.

2 @ 1 Users = =bash = 80x24

Last legin: Mon Jen 1 @5:31:28 on ttyspnd
HanikantaVs-MacBook=Pro:~ Vanamala.Mani$ cd users
-bash: cd: users: Mo such file or directory
ManikantaVs-MacBook-Pro:~ Vanamala.Manid cd /fusers

Yanikantavs-M 15
Shared
Manikantays-Me |

Figure 13 users command line

= mon EEe| %
AN
bhavanamaddu Shared Vanamala.Mani

Figure 14 users GUI
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5.1.6 Downloads Directory

This is the directory which stores all downloads that are
done by the user using different browsers and from the
Apple Mail app which is default for the mac systems.

This is the path %%users.homedir%%/Downloads/*
which displays all downloads available in the download
directory.

List—of—programs (1).docx
fac-—Ios-—recovery.dmg
hac_media_player.dmg
hwsgl—5.7.17-macosl@.12-x86_64.dmg

petwork protocols
bs T3I.zip
pavannnl.docx
project (1).docx
hroject..docx
hsc.pdf

(13— CSE.pdf
reiboot—mac. dmg
fession Z.pptx
tession 2_SectionBlS.ppix

ey

fession I—4d.pptx
tescion—2.ppt
fessionl. key

tessionll_12 modified. key
tessionZ2. key

tession?y. key

S ELUP . gmg
unitilwatertechnology—121111871552—-phpap
video—1462181942 . mp4d

Figure 15 Downloads Dire_ctory

5.1.7 Documents Directory

The Document directory stores all the documents created
by user like pages, numbers, and keynotes.

This is the path %%users.homedir%%/Documents/*
where it displays all the available documents that are stored
in the document directory.

Manikantave-MacBook=Proi~ Vanamala.Manis cd
ManikantaVs=MacBook=Pro:~ Vanamala.Manis$ cd
ManikantaVs-MacBook=Pro:~ Vanamala.Mani$ cd Documents
ManikantaVs-MacBook-Pro:Documents Vanamala.Manis 1s

onsolidatedAYl516_SEM-1_V3.8-2-1 (1).number
onsolidatedAY1516 SEM=1 V3,@=2-1.numbers
cad.err

et-corrosion-2 (1).key

et-corrosion-2, key

. nis ||
Figure 16 Documents Directory by command

i

Documents

<

OO ol | &2 v

Favorites
=.= Dropbox
@ Recents
< iCloud Drive
@ AirDrop
=1 Google Drive
[ Desktop
@ Downloads 5_SEM..V3.0-2-1

9‘5{ Applications

utaCAD Projects Autodesk acad.err

ConselidatedAY15
16_SEM...0-2-1 (1)

wet-corrosion-

Devices
© Remote Disc

[Fl camnla

Figure 17 Documents Directory GUI

RTF

TOSTTaCT
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5.1.8 Desktop Directory:

Desktop directory contains folders, photos and different
applications which are stored by user on the desktop.

This is the path %%users.homedir%%/Desktop/* where
it display’s all the available folders and applications etc.

esfs-Mac:~ esf$ cd Desktop/
esfs-Mac:Desktop esf$ 1s
creen Shot 2018-06-21 at 4.25.45 PM.png
chrome extensions.png
cookie.png
cookiel.png
cookie2.png
55 . jpeg
esfs-Mac:Desktop esf$ l
Figure 18 Desktop Directory by command

Favorites AT
22 Dropbox [ 1 @
& Recents 2
& iCloud Drive 835920ba79b4b  1602298323.vcf
08077a...11171.jpg
@ AirDrop

= Google Drive

Desktop

% pocuments
0 Downloads

akhil samu Applications | i

atifacts
screenshots

O}

Google Chrome

mac doc osx

il

Beautiful-Baby-
Girl-DP-...book.jpg

id_rsa.pub

#3: Applications

Devices

O Remote Disc
bhavana Facebook_files

=\
|=) sample

Shared

= et i

. Figure 19 Desktop Directory GUI

5.1.9 Attached iDevices:

Attached iDevices holds the information about the
iDevices that are connected to the particular Mac system. It
gives information about IMEI number, time, use count,
device class.

This is the path
%%users.homedir%%/Library/Preferences/com.apple.iPod
.plist which displays all the idevices that are connected to
the Mac system.

[ AON ] com.apple.iPod.plist
B com.apple.iPod.plist  No Selection
Key Type Value
Product Type String iPhone8, 4
MEID String 35922107378838
¥o 4FOD Dicticnary (1] ifemsl
iDevice Class String iPhone
Serial Mumber String F17LRF9QFRCE
Region Info String HH/A
WE String 358763052104602 |
Firmware Versian String String 9.2
Use Count Number 4
Connected Date 18-Jan-2016 at 9:20:28 PM
amily 10 Number 10,036
Firmware Version Number 266
D String SA4798089E394F0D
Updater Family ID Number 10,036
T 8B3116F735003484 Dictionary 112 items)

Region Info String HN/A
Figure 20 Attached iDevices
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5.1.10 Time Machine info:

Time Machine is used to take backup of their system all
you need to do is connect a drive and turn on Time Machine.
Whenever the drive is accessible it automatically takes the
backup of the system backup info. It also stores these
backups.

This is the path

[library/preferences/com.apple.timemachine.plist which
displays the backup if any backup is taken.

5.1.11 System info MISC

Current time zone:

This holds information related to the time zone of a
particular system. This is the path /usr/lib/cron/jobs which
displays the information related to current time zone of the
Mac system.
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7. CONCLUSION

According to our research the digit of security threats on
Mac computers has been increasing from the last decade,
especially linked with malware and intruders. Though, the
techniques & research to deal with these incidents have been
minimal. Mac has certain limitations that vary from one
version to another version. These forensically sound
artifacts are used to know whether the system has any
malicious content or activities performed by the user. This
paper mainly focuses on the persistent artifacts. This paper
recognized where the potential evidences are stored and how
forensic investigator can pull that juicy information from the
Mac computers.
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